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OueHKa KayecTBa MAaTPUYHOT0 MaCKUPOBaHUS

M PPOBBIX 3BYKOBBIX JAaHHbIX
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AHHOTanmsa: PaccmompeHa 3adava obecneveHuss KOH@uUIeHYuaibHOCMU 38YK080ll uHgopmayuu, nepedagaemoll
no KaHasy cesa3u ¢ nakemHoll nepedayell. AHaU3 npedMemHoll 06aacmu nokasas, ymo 0413 obechedeHus1 KOHPU-
deHYyuaibHOCMU nepezo8opos UCNO.1b3YIOMCS, 8 0CHOBHOM, Kpunmozpaguueckue memodsvl. 00HAKO, HAPSIOY C HU-
MU, HAQYUHAIOM NPUMEHSAMBCS MAMPUYHbIE Memodbl 3aujUMH020 KOOUPOBAHUS, C peaaudayuell Ha NPoz2pammupy-
eMblX J102U4eCKUX UHMezpaabHbIX cXeMax u/au npoyeccopax yug@dpoeot o6pabomku cueHa08. [laHHble Memodbl,
UCNo/b3ys cAyyaliHble Mampuybsl, HaAK/1adbl8arom donoAHUMEAbHbIE UHCMPYMEeHMAIbHble OWU6KU hpu dekodupo-
saHuu. llesnvio uccaedosaHus s18/151emcsi OYeHKad Ka4ecmaed 3aujumHozo KoOUpo8aHUsl — MACKUPOBAHUS 38YKOBbIX
JaHHbIX K8A3UOPMO20HAAbHBIMU CMPYKMYPUPOBAHHIMU Mampuyamu. [IpedaodxceHHblll 8 pabome memod Macku-
posanusi yugposoll 38yko80li UHPopMaAYUU K8A3UOPMO20HAAbHLIMU MAMPUYAMU OMAUYAEMCS OM U3BECTNHbIX
npedckazyemuimMu pesyiemamamu u hpocmomoli peaausayueii. IlpedsoxceH nodxo0d oyeHKU pe3yabmama MAacku-
pOBaHUS, AN1bMEPHAMUBHDIU KAACCUYECKOMY UCN0/1b308aHUI0 Mempuk. OH OCHO8AH HA AHA/U3E CNEKMPA/AbHOU
cocmasssioujeli cueHaaa. [lokasaHo, ymo mackupoeaHue kgadpamHol mampuyeti Mepcenna — Yoawa npusodum
yugposyro 38ykogyto uHgopmayur, npedcmas/aeHHyio 8 gude mampuybl, K 8udy, 6,1U3KOMY N0 cneKmpy K 6ea10My
wymy. Imo HadexcHo 3awjuujaem ee 8 KOMMYHUKAYUOHHOM KaHad/ie 0m HeCaHKYUOHUPOB8AHHo20 docmyna. Iloay-
YeHHble pe3y/bmambl NOKA3bI8AI0M NepCcneKmu8HOCMb NpUMeHeHUsl nped/1a2aemMo20 Memoda U hpednoaazarm
uccsedosaHue 8AUSIHUSI 8bI60PA CMPYKMYp OPMO20HA/IbHBIX MAMPUY U UX PA3MEPO8 HA pe3ybmambl MACKUPO-
8aHUSL

KimodeBble ci0Ba: mMampuuHoe mackuposaHue, yugdposas 38ykosas UHGOpMayus, Ka4ecmeo MACKUPO8AHUS,
6esblil wWyM, WymMonodo6HbIl cuzHaa
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Abstract: This article considered the guarantee of confidentiality task of audio information transmitted over a
packet communication channel. Domain analysis showed, that in most cases cryptographical method used for
guarantee of confidentiality of audio information, however, along with them, matrix methods of protective coding
used, with implementation on FPGA or DSP processors. These methods, using random matrices, impose additional
instrumental errors during decoding. The purpose of the study: is to assess the quality of protective coding —
masking of audio data by quasi-orthogonal structured matrices. The proposed method of masking digital audio
information by quasi-orthogonal matrices differs from the known ones in predictable results and simplity of
implementation. An alternative approach to the classical use of metrics is proposed for evaluating the result of
masking. It is based on the analysis of the spectral component of the signal. It is shown that masking with a square
Mersenne — Walsh matrix brings digital audio information, presented in the form of a matrix, to a form close in
spectrum to white noise. This reliably protects it in the communication channel from unauthorized access. The
obtained results showed that the proposed method is promising and suggests the study of the influence of the choice
of orthogonal matrix structures and their sizes on the results of masking.

Keywords: matrix masking, digital sound information, masking quality, white noise, noise-like signal
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BBeaeHue

CeroziHs YesioBedecKasi pedb U, B YaCTHOCTH TeJle-
$OoHHBbIe NeperoBoOpbl, OCTAETCA OJHUM U3 OCHOBHBIX
KaHaJIOB MHPOPMALMOHHOT'0 B3aUMO/IeHCTBUS MEXTY
JoJbMU. Pa3BUTHe U BBeJleHUe B 3KCIJIyaTalMl0 HO-
BbIX LIUPPOBBIX CUCTEM CBSI3M HalpaBJeHO HA COBep-
IIeHCTBOBaHHWE MMEHHO 3TOro Crnoco6a KOMMYyHHKa-
nuu mogeu. [Ipn 3ToM NpUXoAUTCA pellaTh IUPOKUHI
KpyT 3ajJiay, CBA3aHHBIX CO C)KaTUEM CHUTHAJIOB, Ipe-
o6pa3oBaHHeM ¢opMaTOB, BbIGOPOM MPOTOKOJIOB,
XpaHeHHeM U obecriedyeHHeM KOHQHU/EHIUAJbHOCTH
1eperoBOpPOB.

B kauecTBe CTep>KHEBOM B HACTOsILEH CTaTbe pac-
CMOTpPUM 3ajiauy obecrnedeHUs] KOHPUAEHINAIbHOCTH
uHbopMaluy, NepesjaBaeMoil Mo KaHajly cBsi3u. Ms-
BECTHBI pellleHts], OCHOBAaHHbIE HAa aHAJIOTOBOM U LiHG-
POBOM CKpPEMOJIMPOBAHUY, NPU KOTOPBIX U3MEHSETCS
3BYKOBOM CHTHAJI C LieJIbI0 COKPBITUS MHPOPMAaLMOH-
HOU cocTaBJisollel pedeBoro coobienus [1]. OgHako
aHa/IM3 GOJIBLIMHCTBA COBPEMEHHBIX UCTOYHHMKOB IO-
KasbIBaeT, YTO AJs obecreyeHUs] KOHQUEeHIMAIbHO-
CTH NepPEroBOPOB HCIHOJIb3YIOTCS, B OCHOBHOM, KpHII-
Torpadudeckue Meto/bl [2-7]. U Hapaay ¢ HUMU Tpo-
CJIEXXMBAETCSl TEMa HCIOJIb30BAHUS MAaTPUYHBIX [8, 9]
Wi ru6puaHbix [10-12] MeTOAOB 3alUTHOTO KOJH-
poBaHuUs, C peaj3aLeld Ha MPOrpaMMHUpPYEMBIX JIOTH-
YeCKUX MHTErpaJbHbIX cxeMax [13] uiu mponeccopax
rdpoBoil 06pabOTKU CUTHAJIOB.

Lesbro JaHHOU paboTHI ABJSETCS OLleHKAa KayecTBa
3alMUTHOI'0 KOJUPOBAHHUS — MAaCKUPOBAHHUS 3BYKOBBIX
JIAHHBIX KBa3HOPTOTOHAJbHOW CTPYKTYPUPOBAHHOH
MaTpHULEeld Ha OCHOBe NPOBeJEHHbIX KOMIBIOTEPHBIX
3KCIIEPUMEHTOB.

MaTpuupbl B 3allIUTHOM KOAUPOBAaHUU U POBBIX
3BYKOBBIX JJAHHBIX

B pa6ote [8] ucnosbadyrorca Metoasl Compressed
Sensing [14] v TénnueBbl MaTpuLbl, popMUpyeMble
Ha OCHOBE CJIBUT'OBBIX PETMCTPOB B KaueCTBe MaTpH-
Ibl U3MepeHUH. ITO yA0OHO, NOCKOJbKY Ha NpHeEM-
HYI0 CTOPOHY He06X0JMMO NepesaTh JUlb (m+n - 1)
3JIEMEHTOB MaTPHUIbL, IZle M — KOJNYECTBO CTPOK, N -
KOJINYeCTBO CTO/1610B. OJHAKO UTOrOBbIE pe3yJ/bTa-
Thbl paboThbl MOJOOHBIX METOJOB 3aBUCAT He TOJIBKO
OT MCIIOJIb3yeMON MaTpHULbl U3MEPEHUH, HO U OT BbI-
6opa aJAropuTMa ONTHMHU3AILMY, a TAKKe pa3pexuBa-
IoLel MaTpUIbIL.

B pa6ore [9] npeasiaraeTcs AejieHue BXOAHOTO 3BY-
koBoro ¢aiysa Ha 4yacTu U QOpPMUpPOBAHHE U3 HUX
KBaJ[paTHOM MaTpHULbl pasMepoM n x n. [losydyeHHas
TaKUM 00Pa30M MaTpHUIld YMHOXAETCS Ha CEKPETHBIN
KJII0Y - MaTpuly, GOpMHUPYEMYIO U3 BeLECTBEHHBIX
CAy4alHBIX 4Hces. PesysbraT - npeo6pa3oBaHHOE
Co061leHNe OTHpaBJAeTCsS M0 KaHaly CBS3U Ha NpH-
eMHYI0 CTOPOHY, I'Zle o6paTHOe Npeobpa3oBaHUe OCy-
IeCTBJISETCS YMHOXEHHeM COOOIleHUs Ha MaTpHUlly,
06paTHy0 MaTpuie-k/a04y. OJHaKO aBTOPHI HE TOsIC-
HSAIOT, KAKUM 00pa3oM MaTpHULa-KJII0Y NepejaeTcs Ha
MPUEMHYIO CTOPOHY, @ TaK)Ke KaK MPH 3TOM pelIalTCs
MOTeHLMa/bHble NPOG6JEMbl BbIYMC/IEHHUS 0O6paTHOU
MaTpULbl, CBI3aHHbIE, HAIIpUMep, C IJI0X0H 06yCJI0B-
JIEHHOCTbIO UJIM IOTPELIHOCTSIMU OKPYTJIEHHUS.

B pa6orax [10-12] wucrmosb3yrOTC XaoTHYeCcKHe
MaTpHULBbl, IPU paboTe ¢ KOTOPbIMU BO3HUKAIOT MPO-
6JieMbl UHTEpIpEeTALUY NOJYyYEeHHBIX Pe3yJbTaToB, a
TaKXe CUJIbHasl 3aBUCHMOCTb OT HayaJIbHbIX YCI0BUM.

B pa6oTax [15-18] paccMaTpuBaeTcsi IpUMeHeHUe
MaTpPUYHBbIX Npeo6pa3oBaHUN [Jii MacKUpPOBAHHUSA -
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npeo6pas3oBaHUsl [Js 3alUTbl U300paKeHUN WU
KaJIpOB BH/IEONOC/IEZ0BATEJbHOCTER OT HECAHKLHO-
HHUPOBAHHOTO O3HAKOMJIEHHUsl. Pe3ysbTaT MaTpUYHO-
ro IBYyCTOPOHHEr0 yMHOXeHUs U306paxkeHUH Ha KBa-
3MOpPTOroHaJbHble MAaTPUILbl HHTEPIPETUPYETCA KaK
«LIyMOMOA06HbIN» [15].

ANrOpUTM MaTPUYHOT0 MACKUPOBaHUSA UGPOBBIX
3BYKOBBIX JAaHHBIX

Kak M3BecTHO, ec/qy AJIMHA KJK04a CUCTEMBI LIHQ-
pPOBaHHUS COBIAJAET C JAJUHOU COOOLIEHHs, METO/IOB
BOCCTAHOBJIEHUSI IUPPOBAHHOTO COOOIIEHUSI HE Cy-
mecTByeT. Halle nmpeasiodxkxeHre Mo 3alUTe 3BYKOBBIX
LUPPOBBIX JaHHbIX OCHOBAaHO Ha NOAXOJe, peaausy-
I0leM JaHHOe yTBepxJeHUe. OHAKO OTJHUYME pea-
JIU3allMU OT U3BECTHBIX CHOCOOOB C NpHMeEHEHHEM
Martpur [8-12] cocToUT B TOM, YTO:

- UCXOJIHOe coobuieHrne GOPMHUPYETCS B BHJle MaT-
pULbl pa3Mepa n x n, MyTeM pacnpezesaeHds] 6JI0KOB
MPOBBIX 3BYKOBBIX JAHHBIX MOCJEJ0BATEJbHO IO
CTpOKaM, HO n — He sIBJIIeTCS IPOHU3BOJIbHBIM, a KpaT-
HO 00beMy JJaHHBIX, Iepe/laBaeMblX, HallpUMep, B Na-
KeTax Npu nepegaye no [P-cetsam;

- npeo6bpa3oBaHue OCYLIECTBASETCH TOJbKO MyTeM
MaTeMaTH4YeCKOTO YMHOXEHHSI MaTPHULbI COOOIEeHUs
Ha MaTpHIy-K/II04 CIPpaBa U pe3yJbTaT NpPeCTaBJIsSET
co60i1 MaTpHUIly TOrO e pa3Mepa n x n;

- MaTpULA-KII0Y SIBJASETCS CTPYKTYpPUPOBAHHOU
OPTOrOHAJILHOW U MpPOLecC MaCKUPOBaHUs/ieMacKHU-
POBaHUS «IOYTH» CUMMETPHUYEH — BOCCTAHOBJIEHHUE
BBINOJIHAETCS YMHOXEHHEM Ha TPaHCHOHUPOBAHHYIO
MaTpHLy CJIeBa;

— BO3MOXXHO HCII0JIb30BaHHE MAaTPHUIIbI-KJI04Ya KaK
pasMepa n x n, Tak Jil0O0Oro MeHbIlEero pa3aMepa, KpaT-
HOT0 N, YTO pacuIvMpsieT BbIOOP U MOBbIIIAET FTMOKOCTb
peanu3anuu.

W3BnedyeHue mnoJsiesHOW MHPOpMALUMU U3 3JIeMeH-
TOB MaTpHUIlbl Noc/je Npeobpa3soBaHUsi HEBO3MOXHO.
Wx 3HaueHUs1 ONpefesAIOTCA He TOJbKO MaTpHUlel-
KJII0YOM, HO U LUPPOBBIMHU OTCYETaMU 3BYKOBOIO
CUTHajJa B CTPOKEe, TOCKOJBKY KaX[bld 3JIeMEHT
npeJjCcTaB/sieT cO00M CyMMy NapHBIX MPOU3BeAEHUN
3/1eMeHTOB CTPOKH COOOLIeHUs U CTOJIOLA MaTPULbI-
kiroya [17].

[Ipeo6pa3oBanue Ha Nepejawoliell CTOPOHe OCY-
IeCTBJISIETCS] YMHOXXEHUEM MaTPHLbl UCXOJHOIO CO-
obuieHus XnpasMepan x n Ha MaTpULy-kaw4d M, Toro
»Ke pa3Mepa B BUJe:

Yn=Xn Mn, (1)

rae Yn - mepeflaBaeMblii B KaHaJjle 3alyILEeHHbIN
ay/AvocHrHasl B MpoBOM BU/IE.

O6paTHOe npeo6pa3oBaHKe HA NPUEMHON CTOPOHE
OCYIL|eCTBJISIETCS 110 BbIPAXKEHUIO:

Xn= Mp 1Y, (2)

Hcnonb3oBaHue [JI5 MAacKUPOBAHUSl OPTOrOHAJb-
HbIX MaTpul, Mp, /is1 KoTOpbiX Myt = M,7, ynipoujaeT
o6paTHOe mpeob6pa3oBaHue mno (2). B kauecTBe maT-
PHUILBI-KJII0Ya MOTYT OBbITb HMCIOJIb30BaHbl MaTpHUIbI
AjnaMapa, NopsAAKYU KOTOPBIX KpaTHEI 4¢, rjie t — HaTy-
paJIbHOe 4YHCJIO, @ TaKXKe MaTpulbl MepceHHa, cyle-
CTBylOLIME Ha nopsakax (4t - 1). Kak Te, Tak u fpyrue
CYylLIeCTBYIOT B CTPYKTYPUPOBAaHHBIX BHJAX, B TOM
yucse no Youury [19].

[Ipeo6pasoBanus (1 ¥ 2), COCTABJAIIIME TOJHBIN
UX IMKJ BHE KOMMYHHUKAI[MUOHHOTO KaHaJa, MpPU HC-
MOJIb30BAaHUM MaTpul, MepceHHa MOTYT BHOCHTb
TOJIbKO HWHCTPYMEHTA/IbHYI MOTPEIIHOCTh YMHOXe-
HUSA 1eJIOYUC/TIeHHbIX 3HAayeHUH Ha BellleCTBEHHbIE
ko3¢ dunuenTs MaTpul, M» 1 M7, cBOiMMYy10 B COBpe-
MEeHHBIX BBIYHUCIUTENAX K HYA10. [l03TOMy BOCCTaHOB-
JIeHHbId Ha TNPHUEMHOH CTOpPOHE 3BYKOBOW CUIHaJ
COOTBETCTBYyeT HCXOoAHOMY. Hcmosib30BaHME MaTpuly
Apamapa, 371eMeHTbI KOTOPbIX UMEIOT 3HayeHus 1 v -1,
TaKHUX MOTPENTHOCTEHN B IPpeo6pa30BaHUs He BHOCHUT.

JKCnepuMeHThI 10 MACKUPOBAaHUIO HUPPOBBIX
3BYKOBBIX JJAHHBIX

JKcnepUMeHTbl 10 MAaCKUPOBAaHHUIO HECXKaTbIX
ayauodaiyioB opmara .wav, B3ITBIMU U3 JaTaceTa
«UrbanSound8K» [20], npoBoAu/IKCh C UCIOJIb30Ba-
HUeM MaTpul, MepceHHa — Youwa. YacTtoTa JUCKpe-
TU3anuu ayguodaiyioB coctapiasieT 48 KI'y. @aitnbl, B
KOTOPBIX KOJIMYECTBO OTCYETOB MPEBBILIAET KOJHYE-
CTBO 3JIEMEHTOB MAaTpPHUIIbI-KJII0Ya, OBIIA 00pe3aHbl
JlJIs1 BBIpaBHUBAHUS UX JIJINH.

®aiisel, ¢ KOTOPBIMHU NPOBOUINCH 3KCIIEPUMEHTHI,
npuBeJeHb! B Tabsuie 1.

TABJIMLA 1. OnucaHue BXOAHbIX JaHHbIX
TABLE 1. Input Data Description

daiin u3 faracera [16] KpaTkoe onrcaHue cojepXumMoro

108362-2-0-23.wav PasroBop /Byx co6eceJHUKOB

7383-3-0-0.wav Jla¥i cobaku

24074-1-0-2.wav 3BYKOBOM CUT'HaJI aBTOMOGUIIA

26270-9-0-35.wav KoHuepT Ha ropo/icKoii miouagu

40722-8-0-8.wav Peub Ha poHe cupeHbI

46669-4-0-37.wav BbICOKOYaCTOTHBIN MUCK

57320-0-0-0.wav [lenue nuiy

59277-0-0-5.wav Hu3K0o4acTOTHBIH Iyl

196087-2-0-0.wav JleTckuii cMex

KoMnbloTepHBIN 3KCIIEPUMEHT C OLEHKOW Mapa-
MeTpOB Npeo6pa30BaHUM NPOBOJUIICS MO MPUBELEH-
HOMY HUXe aJITOPUTMY. B KauecTBe MaTpHUIlbI-K/II04a
HCII0JIb30Bajach KBaJpaTHas ABYXypOBHeBasl MaTpH-
na MepceHnHa — Yosima pa3mepa 511 x 511 co 3Have-
HUSIMU 3JIEMEHTOB, paBHbIX 1 u -b, rae b = 0,9188.
[TopTpeT yka3aHHON MaTpPHIIbI TPHUBEZEH Ha pUCYHKe 1.
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Puc. 1. [lopTpeT MaTpULbI-KJI0Ya
Fig. 1. Portrait of Key Matrix

1) Ha BXoz nmporpaMMbl Ipeo6Gpa3oBaHus M0AaBaJl-
€51 3ByKOBOM cUTHaJ U3 ¢ailyioB (cM. Tabauny 1).

2) Beruucisicsa aMIIMTyAHBIN CIEKTP.

3) B ciiyyae He06X0JUMOCTH KOJIMYECTBO OTCYETOB
ayfuvodansa MOATOHAJNOCH IIOJ, pa3Mep MaTpHULbI-
KJII0Ya.

4) BxosHOU 3ByKOBOM ¢ails1 mpeo6pa3oBbIBaICA B
MaTpHly C pacnpejesieHueM GJIOKOB JaHHBIX MOCTe-
Jl0BaTeJbHO 0 CTPOKaM - MaTpHIja 3BYKOBOTO CHUT-
Hasia opMupoBasiack pasmepom 511 x 511.

5) MaTprna c¢ cojepKUMbIM 3BYKOBoro daiiia
YMHOXaJIaCh Ha MaTpuny-kiawd mno ¢opmyse (1) c
¢dbopMupoBaHHMEM MAaCKUPOBAHHOTO 3ByKOBOTO daiia.

6) [l MacKMpOBaHHOTO 3BYKOBOTO (aisia BbIYHMC-
JISIJTUCh METPUKU: CpeJHEKBaApaTHyecKas oOuH6Ka
MSE (a66p. om aHesa. Mean Squared Error) u oTHole-
HUe curHaj-myM (SNR, a66p. om anza. Signal-to-Noise
Ratio).

7) Beluuciasnack aMIVIMTYAHO-4aCTOTHAs XapaKTe-
puctuka (AYX) MacKMpOBAaHHOTO 3BYKOBOTO CUTHAJIA.

8) C MacKMpOBaHHBIM 3BYKOBBIM (palijioM Mpous-
BOJIUJIOCH O6paTHOe MpeobpasoBaHHe MO ¢GopMyJie
(2) c popMupoBaHUEM AEMACKUPOBAHHOI'O 3BYKOBOTO
CUTHaJa.

9) [lns meMacKMpOBAaHHOIO 3BYKOBOIO CHUTHaJIa
BbluMcasiuchk MeTpuku MSE, SNR, a Takxe AUX.

JKCIepUMEHTHI MTPOBOAUJINCH C HCIOJb30BAaHUEM
CleLlUa/IbHOTO0 IPOrpaMMHOro obecleyeHuUs, peasiu-
30BaHHOrO Ha s13bike MATLAB [21, 22].

B kavecTBe mnpuMepa pacCMOTPUM pe3YJbTAThl
MacKMpOBAHHUS U JleMacKUPOBaHHUSA 3BYKOBOTO daiia
108362-2-0-23.wav. Ha pucyHke 2 npuBeseHbl rpadu-
KM OTCYETOB MCXOJHOTO BXOJHOIO 3BYKOBOT'O CHTHa-
Jla, MackKupoBaHHoro no ¢opmyse (1) u meMackupo-
BaHHOro 1o ¢popmy.e (2).

W3 pucyHka 2 BUAHO ciefylollee:

- BO-TIepBBIX, I'padUK HCXOAHOrO0 U JAeMaCKUPO-
BaHHOI'O0 CHUTHAJIOB COBMAZAIOT, MOATBEpXKAas CUM-
MeTPUYHOCTb NPeo6pa30BaHuUs;

— BO-BTOPbIX, MaCKUpyoliee Npeo6pa3oBaHue ycHu-
JIMBaeT aMIJIUTY/y BXOJHOTO CUTHaJIA.

0,4 : . .

0,3

n x10°

0,5 1 1,5 2
n x10°

04 ‘ ‘ ‘
0 05 1 15 2

n x10° )
Puc. 2. I'paduku oTcueToB BXoJHOrO (a), MackupoBaHHoOro (b)
U leMacCKUPOBAaHHOTIO (C) CHIHAJIOB

Fig. 2. Samples of Input (a), Masked (b) and Demasked (c) Signals
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B TabGusvue 2 npuBefieHbl KJacCUYeCKUE METPUKHU
3ByKOBbIX curHasioB: MSE u SNR. OrtpunarenbHblie
3HayeHus SNR i1 MacKHUpPOBaHHBIX CUTHAJIOB rOBO-
pPAT O TOM, YTO UX aMIIMTyZa 3HAYUTEJBHO BhbIIle
aMIINTY/Jbl UCXOJHBIX CUTHaJOB. Jlnd JieMacKupo-
BaHHbIX cUrHa/ioB MeTpuku MSE 1 SNR 6siM3kH K Ma-
HMIMHHOMY HYJIIO.

TABJINLA 2. 06 beKTUBHbIE METPUKH KaueCTBa
TABLE 2. Objective Quality Merics

CurhHan

bain H[sl/:g?'raceTa MacKupoBaHHBIH JleMackvpoBaHHbIN

MSE SNR, nb MSE SNR, nb
108362-2-0-23.wav | 2,0100 1,2415e-29| 9,6433e-16
7383-3-0-0.wav 2,2712 1,1413e-29| 9,6433e-15
24074-1-0-2.wav 6,3564 2,9602e-29|-1,4465e-15
26270-9-0-35.wav 23,6375 2,2560e-28| 9,6433e-16
40722-8-0-8.wav 4,7825 | -26,7326 |3,0260e-29| 3,8573e-15
46669-4-0-37.wav 1,1140 2,7322e-30|-3,3751e-15
57320-0-0-0.wav 0,8823 5,4861e-30(-2,8930e-15
59277-0-0-5.wav 13,4536 1,2646e-28| 9,6433e-16
196087-2-0-0.wav 1,2740 6,4893e-30(-8,1968e-15

OpHako, kinaccuueckue MeTpuku MSE u SNR He
onpefessiloT KayeCTBO MAaCKUPOBAaHHUS BXOJHOTO CHI-
Haula, MOCKOJIbKY Ha CIyX U3 $GaiyioB C CAMbIM HU3KUM
Y CaMbIM BBICOKMM 3HaueHUssMu MSE (57320-0-0-0.wav
U 26270-9-0-35.wav, COOTBETCTBEHHO) HEBO3MOXXHO
ONpe/iesIUThb 3ByK UCXOAHOTO CUTHaJIa.

AHanu3 mnpeaMeTHOUW 06J1aCTU TOKa3bIBaeT, 4TO
MEeTPUK BBIYMCIEHHS KadyeCcTBAa HUCKXKEeHHUs (MacKu-
poBaHHUs) 3BYyKa He cyllecTByeT. [I03TOMy B paMkKax
JlaHHOW paboTbl HAMU MpeAJOXKeH aJbTepPHAaTHUBHbBIN
NMOAX0J, K OIpeJiejleHHI0 KadecTBa MacCKUPOBaHUS
3BYKOBOr'0 cHUrHasia. OH OCHOBBIBAeTCs Ha OlleHKe
6sm3octu AUX 3BykoBoro curHasia k AUX 6esoro wmry-
Ma. [locko/IbKy CyO'beKTHBHO M3 6€JI0ro yMa HeBO3-
MOKHO 4TO-JIN60 YC/IBIIATD, 2 00'bEKTUBHO — 3aTPY /-
HUTEJIbHO U3BJIeYb KaKyH-JTH00 UHPOPMAIHUIO.

B kauyecTBe mpumepa npuBefeHbl AYX BXxomHOro
3ByKOBOro cuMrHajsa u3 ¢aina 108362-2-0-23.wav, a
TaKXe MACKUPOBAaHHOIO U JeMacCKUPOBAaHHOIO CHT-
HaJIOB (pUCYHOK 3).

AHanu3 npuBeZieHHBIX Ha PUCYHKe 3 rpaduKoB 1o-
Ka3bIBaeT, YTO:

— AUX MacKuMpOBaHHOIr0O CUTHaJja JOCTAaTOYHO paB-
HOMEPHO paclpe/ejieHa Ha BCeM JUaNa30He YacToT;

- poueAypa MacKUpPOBaHUSA NOJAaBUJA Bce CIeK-
TpasibHble KOMIIOHEHThI BXOJJHOTO CUTHAJIa, KOTOpbIe
OBLIM COCpeOTOYEHbI B Auanal3oHe Ao 5 KI'n.

o
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Puc. 3. I'paduxku AYX BxoaHoro (a), MackupoBarHoro (b)
U leMaCKUPOBAHHOTO (C) CHTHAJIOB

Fig 3. Amplitude Spectrum of Input (a), Masked (b)
and Demasked (c) Signals

Ha pucynke 4 pnsa cpaBHeHus npuBefeHbl AUX
MacCKHMpPOBAaHHOTO CHUTHajJa M 0eJloro rayCcCOBCKOIO
myMa € HyJIeBBIM MaTeMaTHUYeCcKUM OXXHUJAaHUEM U
cpepHekBaApaTuyeckuM oTkiaoHenueMm (CKO), pas-
HbIM CKO MacKMpOBaHHOI0 3ByKOBOI'O CUTHAJIA.
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f Iy x10*

Puc. 4. CpaBHeHHe AYX MacKMpOBaHHOTO CHrHaJja (a)
u Gesioro rayccoBckoro myma (b)

Fig. 4. Amplitude Spectrum of Masked Signal (a)
and White Gaussian Noise (b) Compare

CnekTp MaCKMpOBAaHHOI'O 3ByKOBOr'O CUTHaJa OJIH-
30K K CIIeKTpy OeJioro rayccoBckoro myma, CKO mex-
Jly HUMH cocTaBJsieT 2,1379%10-05,

JKCIepUMEHThl 10 MAaTPUYHOMY MACKHPOBAHHUIO
JIPYTHUX 3BYKOBBIX (aiioB M3 Tabaumel 1 mokasaau
aHAJIOTUYHbIE Pe3y/IbTATHI.

B ciy4yae MackupoBaHUS 3BYKOBBIX GaiiJIoOB MOXKHO
TaK)Xe BOCI0J/Ib30BaThCSl BAPUAHTOM JIBYXCTOPOHHETO
MaTpUYHOr0 MacKkupoBaHus [15, 17], npu KoTopoM Ha
nepefamied CTOPOHE OCYIIECTBJSETCS YMHOXEHHe
MaTpHULbl UCXOAHOTO coobleHus X,pa3Mmepan x n Ha
MaTpHLY-KII0Y TOTO Ke pa3Mmepa Mn cieBa U TpaHCc-
NOHUPOBAHHYIO MaTpuLy Kiaro4d M." cipaBa:

Y, =Xn Mn MnT, (3)

OGpaTHoe npeoGpa3oBaHHe HA MPUEMHON CTOpPOHE
OCYIL[ECTBJISIETCS 10 BbIPAYKEHUIO:

Xn= Mp1Y, (MnT)_l. (4)

B g1aHHOM BapuaHTe OCylLIeCTBJseTcs Haubosee
NOJIHOE NepeMellMBaHUe GppParMeHTOB MaTpPHILbl HC-
XOJHOI'0 COOGILIeHUs, YTO COOTBETCTBYIOLIUM 06pa-
30M OTOOpaXkaeTcsl HA OO'beKTHUBHBIX METPUKAX, KO-
TOpble JJI1 JIBYXCTOPOHHETO MacCKUPOBAaHHUS 3BYKO-
BbIX $alyIOB pUBE/IeHbI B TabJnLe 3.

TABJIMLA 3. 06 beKTUBHbIE METPUKH KaueCTBa /1A JJBYXCTO-
POHHET0 MaCKMpPOBaHMs 3BYKOBBIX (aiiioB

TABLE 3. Objective Quality Merics for Two Side Audiofiles Masking

Curnan
Gaiin
13 JaTaceTa MackupoBaHHbIH JleMacKMpOBaHHBIH
el MSE SNR, b MSE SNR, nb
108362-2-0-23.wav| 949,1217 1,6724e-29| 5,7860e-15
7383-3-0-0.wav 1,0678e+03 1,6213e-29| 1,0608e-14
24074-1-0-2.wav | 2,9936e+03 4,1723e-29|-3,3751e-15
26270-9-0-35.wav | 1,1092e+04 2,9338e-28|-3,8573e-15
40722-8-0-8.wav | 2,2713e+03 |-53,4653|4,0415e-29| 1,1572e-14
46669-4-0-37.wav | 523,4474 5,2276e-30|-4,8216e-15
57320-0-0-0.wav 418,9160 7,4647e-30|-2,8930e-15
59277-0-0-5.wav | 6,3379e+03 1,6126e-28| 1,1572e-14
196087-2-0-0.wav | 599,0425 9,0774e-30|-8,1968e-15

OfHaKo B JJaHHOM CJ/y4ae NPONOPLUOHATIbHO yBe-
JINYMBAIOTCA U BBIYUCIUTEbHBIE 3aTPAThl aJTOPUT-
Ma, B CBSI3U C 3TUM /AJISl YCKOPEHUS BBIYHCIUTENbHbBIX
IPOLECCOB I1e/1eco06pa3HO MCMO0JIb30BaTh MaTpPHILbI
NOPSAKOB, PaBHBIX MaTpule, cGOPMHUPOBAHHOH U3
HCXOJJHOTO COOOLIEHUSA. ITO CTAHOBUTCS BO3MOXKHBIM
6slarojiapss pacClIMpeHHUI0 KJjacca OpPTOTrOHAJIbHbIX
MaTpHL, YETHBIX NOPSJKOB, UCIOJb3yEMBbIX [JJI Mac-
KHUpOBaHUs IUPpPoBOKH HHGOpPMALUH, KBA3ZUOPTOTrO-
HaJIbHBIMU MaTpuuaMu MepceHHa, dilnepa, Pepma u
T. 4. [15, 16].

3akKJ/Il0ueHue

Jlns 3amuTHOro mpeobpasoBaHUs LUPPOBOU 3BY-
KOBOH MHpOpMALMU - MAaCKUPOBAHHUs — IPUMEHEHHe
MaTPUYHOTO YMHOXXEHHUSl C HCIOJIb30BaHHEM KBa-
3MOPTOTOHAJIBHBIX MAaTPHUI, OTJIHYAETCS OT H3BECT-
HBIX NOJXOZO0B C HCIOJb30BaHUEM CJy4YalHBbIX MaT-
pHlL| IpeJiCKa3yeMbIMU pe3yJbTaTaMH U IPOCTOTOH
peau3aluu.

MackupoBaHue KBaZipaTHOM MaTpuueil MepceHHa —
Yosnma pasMepa n HpUBOJUT LUQPPOBYIO 3BYKOBYIO
“HbOpPMaLHUIO K BUJY, 6JU3KOMY 110 CIEKTPY K 6e/I0MYy
MyMy, YTO HaZleXKHO 3allULIAeT ee B KOMMYHHUKallU-
OHHOM KaHaJjle OT HeCaHKLMOHUPOBAHHOI'O AOCTYIIA.
Pasmep matpun n cienyet ais IP- u gpyrux cucrem c
NaKeTHOW nepejayed JaHHBIX BBIOMPATb KPaTHBIM
JUIVHE MaKeTa.

HOJIy‘{eHHbIe pe3yJbTaTbl NOKa3bIBAlOT II€pPCIIEeK-
TUBHOCTb MNPHUMEHEHUA IpeJjaraeéMoro Mertoga U
npearnoJiaraloT HUccjieJoBaHHWEe  BJIIHMAHHA BbI60pa
CTPYKTYP OPTOrOHAJIbHBIX MATpPHUIl U UX pa3MeEpPOB HaA
pe3ysbTaTbl MACKHPOBAHUA.




Tpyabl yue6HbIX 3aBejeHnid cBA3U. 2023. T. 9. Ne 3

CnMCOK MCTOYHUKOB

1. Bragumupos C.C., KornoBuukuii 0.C. 06pa6oTKa MHUPOKONOJIOCHBIX OC/Ief0BaTeabHOCTeN ['opioHa - Muuica - Bestua
C UCIOJIb30BaHUEM JIBOMCTBEHHOro 6a3uca Ha OCHOBe JBYX peructpoB // Tpynbl yuyeOHbIX 3aBefieHu# cBasu. 2019. T. 5.
Ne 2. C.49-58.D01:10.31854/1813-324X-2019-5-2-49-58

2. Advanced encryption standard (AES) // FIPS 197. URL: https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.197.pdf
(maTa o6pawenus 22.03.2023)

3. Rahman Md. M,, Saha T.K,, Bhuiyan Md. A. Implementation of RSA Algorithm for Speech Data Encryption and Decryp-
tion // International Journal of Computer Science and Network Security. 2012. Vol. 12. Iss. 3. PP 74-82.

4. Gnanajeyaraman R., Prasadh K. Audio encryption using higher dimensional chaotic map // International Journal of Re-
cent Trends in Engineering. 2009. Vol. 1. Iss. 2. PP. 103-107.

5. Hassan N.A, Al-Mukhtar F.S., Ali E.H. Encrypt Audio File using Speech Audio File As a key // Proceedings of the 2nd In-
ternational Scientific Conference of Al-Ayen University (ISCAU-2020, Thi-Qar, Iraq, 15-16 July 2020). IOP Conference Series:
Materials Science and Engineering. 2020. Vol. 928 032066. PP. 79-84. D0I:10.1088/1757-899X/928/3/032066

6. Farsana F.J., Devi V.R, Gopakumar K. An audio encryption scheme based on Fast Walsh Hadamard Transform and
mixed chaotic keystreams // Applied Computing and Informatics. 2020. Vol. 16. Iss. 2. DOI:10.1016/j.aci.2019.10.001

7. Adhikari S., Karforma S. A novel audio encryption method using Henon-Tent chaotic pseudo random number sequence //
International Journal of Information Technology. 2021. Vol. 13. PP. 1463-1471. DOI1:10.1007/s41870-021-00714-x

8. Cai C, Bai E,, Jiang X.Q., Wu Y. Simultaneous Audio Encryption and Compression Using Parallel Compressive Sensing
and Modified Toeplitz Measurement Matrix // Electronics. 2021. Vol. 10. Iss. 23. P. 2902. DOI:10.3390/electronics10232902

9. Al-laham M.M. A Method for Encrypting and Decryptingwave Files // International Journal of Network Security & Its
Applications. 2018. Vol. 10. Iss. 4. PP. 11-21.

10. Abdallah H.A., Meshoul S.A. Multilayered Audio Signal Encryption Approach for Secure Voice Communication // Elec-
tronics. 2023. Vol. 12.Iss. 1. P. 2. DOI:10.3390/electronics12010002

11. Hameed Y.M,, Ali N.H.M. An efficient audio encryption based on chaotic logistic map with 3D matrix // Journal of The-
oretical and Applied Information Technology. 2018. Vol. 96. Iss. 16. PP. 5142-5152.

12. Luis M, Daniel L., Isabel A, Deicy A. A new multimedia cryptosystem using chaos, quaternion theory and modular
arithmetic // Multimedia Tools and Applications. 2023. DO1:10.1007/s11042-023-14475-1

13. Ge X, Sun G., Zheng B, Nan R. FPGA-Based Voice Encryption Equipment under the Analog Voice Communication
Channel // Information. 2021. Vol. 12. Iss. 11. PP. 456. D01:10.3390/info12110456

14. Donoho D.L. Compressed sensing // IEEE Transactions on Information Theory. 2006. Vol. 52. Iss. 4. PP. 1289-1306.
DO0I1:10.1109/TIT.2006.871582

15. BoctpukoB A.A.,, CepreeB M.B., JlutBunos M.I0. MackupoBanue nudppoBoi BU3yanbHON HHPOpPMALMU: TEPMUH U OC-
HOBHbIe omnpefesenus // WHbopMauroHHo-ynpasasiomue cucreMbl. 2015. Ne5(78). C. 116-123. DOI:10.15217 /issn1684-
8853.2015.5.116

16. Vostrikov A., Sergeev M. Expansion of the Quasi-Orthogonal Basis to Mask Images // Proceedings of the 8th Interna-
tional KES Conference on Intelligent Interactive Multimedia Systems and Services (KES-IIMSS-15, Sorrento, Italy, 17-19 June
2015). Smart Innovation, Systems and Technologies. Vol. 40. Cham: Springer, 2015. PP. 161-168. DOI:10.1007/978-3-319-
19830-9_15

17. Sergeev A. M., Grigoriev E. K. Quasi-orthogonal Structured Mersenne Matrices for Masking Digital Video and Audio Da-
ta in Distributed Systems // Proceedings of the International Conference on Information Processes and Systems Develop-
ment and Quality Assurance (IPSQDA-2023). 2023. PP. 57-59.

18. Ceprees A.M. CBs3b CUMMETPUU U aHTUCUMMETPUHU KBAa3UOPTOrOHAJNbHBIX [IUK/INYECKUX MATPHUL, C IPOCTBIMU 4YHC-
snamu // Tpy/nbl yueOHbIX 3aBeieHUH cBsA3u. 2022. T. 8. N2 4. C. 14-19. DO0I:10.31854/1813-324X-2022-8-4-14-19

19. Basonun H.A, Banonun 10.H. Boctpukos A.A., CepreeB M.B. Beruncsienne mMatpun, MepcenHa — Yosua // BecTHuk
KOMIIbIOTEPHBIX U MHQOPMAIMOHHBIX TexHoorui. 2014. Ne 11. C. 51-55.

20. UrbanSound8K dataset. URL: https://urbansounddataset.weebly.com/urbansound8k.html (gaTa o6paienus 04.04.2023)

21. I'puropreB E.K. CepreeB M.B., CepreeB A.M. [IporpaMMa MacKMpOBaHUSA U JleMacKUPOBaHHUS 3BYKOBOM IMpOBOH
nHdopmanuu. Moayab MackupoBaHHs. CBHUJETEIbCTBO O peructpauuu nporpammbl gias IBM Ne RU 2023614623 ot
03.03.2023. Ony6.1. 03.03.2023.

22. I'puropseB E.K., CepreeB M.B., CepreeB A.M. [IporpaMmMa MacKMpOBaHHS U JeMacCKMPOBAaHUsS 3BYKOBOU IMPPOBOM
nHdopmanuu. Moayab geMackupoBaHHsA. CBUAETEIbCTBO O perucTpanuu nporpamMmsl ajass OBM Ne RU 2023614622 ot
03.03.2023. Ony6.1. 03.03.2023.

References

1. Vladimirov S., Kognovitsky O. Dual Basis Based Processing of Wideband Gordon - Mills - Welch Sequences Based on
Two Linear Registers. Proceed. of Telecom. Universities. 2019;5(2):49-58. (in Russ.) DOI1:10.31854/1813-324X-2019-5-2-49-58

2. FIPS 197. Advanced encryption standard (AES). URL: https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.197.pdf [Ac-
cessed 22d March 2023]

3. Rahman M,, Saha K., Bhuiyan A. Implementation of RSA Algorithm for Speech Data Encryption and Decryption. Interna-
tional Journal of Computer Science and Network Security. 2012;(12)3:74-82.

4. Gnanajeyaraman R, Prasadh K. Audio encryption using higher dimensional chaotic map. International Journal of Recent
Trends in Engineering. 2009;1(2):103-107.

5. Hassan N.A,, Al-Mukhtar F.S., Ali E.H. Encrypt Audio File using Speech Audio File As a key. Proceedings of the 2nd Inter-
national Scientific Conference of Al-Ayen University, ISCAU-2020, 15-16 July 2020, Thi-Qar, Iraq. IOP Conference Series: Materi-
als Science and Engineering. 2020;928 032066:79-84. D0OI1:10.1088/1757-899X/928/3/032066




6. Farsana J., Devi R,, Gopakumar K. An audio encryption scheme based on Fast Walsh Hadamard Transform and mixed
chaotic keystreams. Applied Computing and Informatics. 2020;16(2). DO1:10.1016/j.aci.2019.10.001

7. Adhikari S., Karforma S. A novel audio encryption method using Henon-Tent chaotic pseudo random number sequence.
International Journal of Information Technology. 2021;13:1463-1471. D0I1:10.1007 /s41870-021-00714-x

8. Cai C, Bai E,, Jiang X.Q., Wu Y. Simultaneous Audio Encryption and Compression Using Parallel Compressive Sensing
and Modified Toeplitz Measurement Matrix. Electronics. 2021;10(23):2902. DOI1:10.3390/electronics10232902

9. Al-laham M.M. A Method for Encrypting and Decryptingwave Files. International Journal of Network Security & Its Appli-
cations. 2018;10(4):11-21.

10. Abdallah H.A,, Meshoul S.A. A Multilayered Audio Signal Encryption Approach for Secure Voice Communication. Elec-
tronics. 2023;12(1):2. DOI:10.3390/electronics12010002

11. Hameed Y.M,, Ali N.H.M. An efficient audio encryption based on chaotic logistic map with 3D matrix. Journal of Theo-
retical and Applied Information Technology.2018;96(16):5142-5152.

12. Luis M., Daniel L., Isabel A, Deicy A. A new multimedia cryptosystem using chaos, quaternion theory and modular
arithmetic. Multimedia Tools and Applications. 2023. D01:10.1007 /s11042-023-14475-1

13. Ge X, Sun G., Zheng B., Nan R. FPGA-Based Voice Encryption Equipment under the Analog Voice Communication
Channel. Information. 2021;12(11):456. DOI:10.3390/info12110456

14. Donoho D.L. Compressed sensing. I[EEE Transactions on Information Theory. 2006;52(4):1289-1306. DOI:10.1109/
TIT.2006.871582

15. Vostrikov A.A., Sergeev M.B., Litvinov M.Yu. Masking of Digital Visual Data: the Term and Basic Definitions. Infor-
mation and Control Systems. 2015;5(78):116-123. (in Russ.) DOI:10.15217 /issn1684-8853.2015.5.116.

16. Vostrikov A., Sergeev M. Expansion of the Quasi-Orthogonal Basis to Mask Images. Proceedings of the 8th International
KES Conference on Intelligent Interactive Multimedia Systems and Services, KES-IIMSS-15, 17-19 June 2015, Sorrento, Italy.
Smart Innovation, Systems and Technologies, vol.40. Cham: Springer; 2015. p.161-168. D0OI1:10.1007/978-3-319-19830-9_15

17. Sergeev A. M,, Grigoriev E. K. Quasi-orthogonal Structured Mersenne Matrices for Masking Digital Video and Audio Da-
ta in Distributed Systems. Proceedings of the International Conference on Information Processes and Systems Development and
Quality Assurance, IPSQDA-2023. 2023. p.57-59.

18. Sergeev A. Interrelation of Symmetry and Antisymmetry of Quasi-Orthogonal Cyclic Matrices with Prime Numbers.
Proc. of Telecom. Universities. 2022;8(4):14-19. (in Russ.) DOI1:10.31854/1813-324X-2022-8-4-14-19

19. Balonin A, Balonin U., Vostrikov A., Sergeev M. Computation of Mersenne — Walsh Matrices. Herald of computer and in-
formation technologies. 2014;11:51-55. (in Russ.)

20. UrbanSound8K dataset. URL: https://urbansounddataset.weebly.com/urbansound8k.html [Accessed 04th April 2023]

21. Grigoriev EK,, Sergeev M.B., Sergeev A.M. The program for masking and demasking sound digital information. Masking
module. Patent RF, no. 2023614623, 03.03.2023. (in Russ.)

22. Grigoriev E.K. Sergeev M.B. Sergeev A.M. The program for masking and demasking sound digital information. Demask-
ing module. Patent RF, no. 2023614622, 03.03.2023. (in Russ.)

CraTbs noctynuia B pegakuuio 10.04.2023; ogobpena nocie peneHsupoBanus 24.04.2023; npuHsATa K My6/1U-
kanuu 20.05.2023.
The article was submitted 10.04.2023; approved after reviewing 24.04.2023; accepted for publication 20.05.2023.

UHpopmanusa 06 aBTopax:

aCCHUCTEHT KadeApbl BIYUCIUTEIbHBIX CUCTeM U ceTell CaHKT-IleTepOyprckoro
roCyAapCTBEHHOT0 YHUBEPCUTETa a9POKOCMUYECKOT0 IPUGOPOCTPOEHH S
® https://orcid.org/0000-0001-5981-4074

I'PUTOPBLEB
EBrenuii KoHCTAaHTUHOBUY

KaHAWJAT TEXHUYECKUX HayK, IOLEHT Kadepbl BBIYUCIUTETbHBIX CUCTEM
CEPTEEB | u ceteii CankT-IleTepOyprckoro rocyiJapCTBEHHOr0 YHUBEPCUTETA a9POKOCMHU-

AnekcaH/p MuxaiJioBUY | 4eCKOTO IPHGOPOCTPOEHUS

® https://orcid.org/0000-0002-4788-9869



https://tuzs.sut.ru/
https://orcid.org/0000-0001-5981-4074
https://orcid.org/0000-0002-4788-9869

Tpyabl yue6HbIX 3aBejeHnid cBA3U. 2023. T. 9. Ne 3

Hay4uHasi cTaTbs (@)Y 20 |
YK 004.896
DOI:10.31854/1813-324X-2023-9-3-14-27

Graph Neural Networks for Traffic Classification
in Satellite Communication Channels:
A Comparative Analysis

© Phuc Hao Do! &, haodp@dau.edu.vn

® Tran Duc Le?, letranduc@dut.udn.vn

©® Aleksandr BerezKin!, berezkin.aa@sut.ru
® Ruslan Kirichek!, kirichek@sut.ru

1The Bonch-Bruevich Saint-Petersburg State University of Telecommunications,
St. Petersburg, 193232, Russian Federation

ZUniversity of Science and Technology - The University of Danang,
Da Nang, Viet Nam

Abstract: This paper presents a comprehensive comparison of graph neural networks, specifically Graph Convolu-
tional Networks (GCN) and Graph Attention Networks (GAT), for traffic classification in satellite communication
channels. The performance of these GNN-based methods is benchmarked against traditional Multi-Layer Perceptron
(MLP) algorithms. The results indicate that GNNs demonstrate superior accuracy and efficiency compared to MLPs,
emphasizing their potential for application in satellite communication systems. Moreover, the study investigates the
impact of various factors on GNN algorithm performance, providing insights into the most effective strategies for
implementing GNNs in traffic classification tasks. This research offers valuable knowledge on the benefits and pro-
spective use cases of GNNs within satellite communication systems.

Keywords: Satellite Communication, Graph Neural Network, Traffic classification, GCN, GAT

Funding: The scientific article was prepared in the framework of applied scientific research of St. Petersburg State
University of Telecommunications, registration number 1022040500653-0 dated February 16, 2023 in USIS R&D.

For citation: Do P.H., Le T.D., Berezkin A, Kirichek R. Graph Neural Networks for Traffic Classification in Satellite
Communication Channels: A Comparative Analysis. Proc. of Telecommun. Univ. 2023;9(3):14-27. DOI:10.31854/
1813-324X-2023-9-3-14-27

I'padoBbie HEMPOHHBbIE CETH AJIA KaaccupuKauu
TpaduKa B KaHa/JIaX CHIyTHUKOBOM CBA3U:
CpaBHUTE/IbHbIN aHAIN3

® dyk Xao Jlo! %, haodp@dau.edu.vn

© Yan Jipik Jle?, letranduc@dut.udn.vn

© Anexcangp Anexkcangposud Bepéskunl, berezkin.aa@sut.ru
© Pycnan BanentunoBud Kupuuek!?, kirichek@sut.ru

1CaHKT-IleTepOyprcKkuii rocyJapCTBEHHbIA YHUBEPCUTET TeJEKOMMYHHUKAIMK UM. npod. M.A. BoHu-BpyeBuua,
CaHkT-IleTepbypr, 193232, Pocculickas ®enepanus

ZYHUBepCUTET HAayKH Y TEXHOJIOTUHN — YHHUBepcUTeT /laHaHTa,
JlaHaHr, BbeTHaMm

AHHOTanms: B daHnHoll cmambe npedcmas./ieHO 8cecmopoHHee cpasHeHue 2pagossix HelipoHHbix cemell (GNN), e
yacmHocmu — epaghoswix ceepmourbix cemeti (GCN) u cemeli eHumanus k epagam (GAT), 015 kaaccudukayuu

© Jlo X, Jle Y.[., Bepéskun A.A., Kupuuek P.B., 2023


https://orcid.org/0000-0003-0645-0021
https://orcid.org/0000-0003-3735-0314
https://orcid.org/0000-0002-1748-8642
https://orcid.org/0000-0002-8781-6840
https://orcid.org/0000-0003-0645-0021
https://orcid.org/0000-0003-3735-0314
https://orcid.org/0000-0002-1748-8642
https://orcid.org/0000-0002-8781-6840

Proceedings of Telecommun. Univ. 2023. Vol. 9. Iss. 3

mpaguka 8 cnymHUK08bIX KOMMYHUKAYUOHHbIX KaHaax. [IpouzsodumeabHocms amux Memodos, 0CHO8AHHbIX HA
GNN, cpasHusaemcsi c mpaduyuoHHbIMU AA20pUMMAMU MHO20C101IHO20 nepcenmpoHa (MLP). Peaysbmambi noka-
3vt8aom, umo GNN ob6saadarom npesocXodHol mouHocmblo U 3dpgekmusHocmbvro no cpasHenuro ¢ MLP, umo
noduepkusaem ux NOmMeHyua.1 015 NPUMeHeHusl 8 cucmemax cnymuukosoil cesasu. Kpome moeo, 8 pamkax uccae-
008aHuUs usyyaemcs 8AusiHUe pasAuyHbIX pakmopos Ha npoussodumensHocms aszopumma GNN, npedocmasnas
uHgopmayuro o Haubosee spPekmusHblx cmpamezusix peaausayuu GNN 6 3adauax kaaccugukayuu mpaguxa.
Imo uccaedosaHue npedsazaem YeHHble 3HAHUS O NpeuMyujecmeax U NOmMeHyua/abHuvlx npumeHeHusx GNN 8
cucmemax cnymHukosoli cesi3u.

KnwuyeBsble cj10Ba: cnymHuko8as c8si3b, 2pagosast HelipoHHas cemy, kaaccugpukayust mpaguxa, GCN, GAT

UcrouHuk ¢puHaHcupoBaHMs: HayyHas cTaThsl MOATOTOBJIEHA B pAMKax MPUKJIAIHBIX HAYYHBIX UCC/IeJ0BaHUM
CII6I'YT, peructpanuoHHubii HoMmep 1022040500653-0 ot 16.02.2023 B ETUCY HUOKTP.

Ccbuika ajia nutupoBaHus: Jlo ©.X, Jle U.J1., Bepéskun A.A., Kupuuek P.B. 'padoBbie HEpOHHBIE CeTH I
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1. Introduction

In the realm of modern communication, there exists
an intricate web of infrastructure known as a satellite
communication system [1]. This system facilitates the
transfer of information by means of communication
satellites, intertwining various components on the
ground, such as antennas, ground stations, and control
centers, with the celestial entities themselves.

The demand for high-speed communication and data
services has led to the rapid expansion of satellite com-
munication [2] systems, which are particularly useful
for providing global connectivity in remote areas where
terrestrial infrastructure is limited. Despite their
unique advantages, satellite communication channels
present distinct challenges, such as global coverage,
higher latency, higher cost, atmospheric interference,
and limited bandwidth and spectrum allocation. Effi-
cient management of network resources [3] is crucial
for satellite communication channels, and expanding
capacity may be more feasible in terrestrial networks
through the addition of more infrastructure or ad-
vanced technologies.

The utilization of satellite communication channels
presents notable benefits when compared to alterna-
tive channels, particularly in terms of global coverage
encompassing even the most remote regions. These
channels possess expansive bandwidth capacities that
facilitate the seamless transmission of real-time video
streams and large-scale data transfers. Moreover,
through the implementation of point-to-multipoint
communication [4], the dissemination of information to
numerous recipients becomes possible. The deploy-
ment of satellites is characterized by its expeditious-
ness and scalability, thereby guaranteeing steadfast
and redundant connectivity that operates autono-
mously from terrestrial networks [5]. Notably, satel-
lites play a pivotal role in enabling long-range and mo-
bile communication [6], while their varied orbital paths
confer a remarkable degree of geographical adaptabil-

ity [7]. It is worth highlighting that satellite communi-
cation finds application in various domains, including
but not limited to telecommunications, broadcasting,
remote sensing, military communications, and disaster
response.

In the conventional realm, the process of traffic clas-
sification within satellite networks finds its execution
primarily within the terrestrial segment, more specifi-
cally, at either the Network Operations Center (NOC) or
the teleport. Employing techniques such as deep packet
inspection, protocol analysis, port-based classification,
and quality of service parameters, serves as the cus-
tomary approach in this regard. The overarching objec-
tive of traffic classification is to facilitate the judicious
allocation and exploitation of the satellite network's ca-
pacity and resources, thereby guaranteeing optimal
performance across a diverse array of traffic categories.

One of the critical aspects of managing satellite com-
munication channels is the efficient classification of
network traffic, which directly impacts the overall per-
formance and quality of service (QoS) [8]. Conse-
quently, there is a growing interest in the development
of advanced traffic classification methods for satellite
communication channels.

In addition, an alternative proposition arises, entail-
ing the exploitation of graph neural networks (GNNs)
to undertake traffic classification within satellite net-
works. GNNs, being a distinctive form of deep learning
model, demonstrate an inherent capacity to capture in-
tricate relationships and intricate patterns intrinsic to
graph-structured data. Through the conceptualization
of network traffic as a graph, wherein nodes symbolize
data flows and edges signify relationships, the deploy-
ment of GNNs holds the potential to enhance the preci-
sion and efficacy of traffic classification endeavors.

Graph Neural Networks (GNNs) are a powerful tool
for complex problem solving in domains such as com-
puter vision, natural language processing, and network
analysis [9, 10]. They can effectively classify network
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traffic, detect anomalies, and handle large-scale da-
tasets in satellite communication channels [11]. GNNs'
adaptability to dynamic changes in network traffic pat-
terns and transfer learning capabilities make them val-
uable for optimizing bandwidth usage, improving QoS,
and enhancing the overall user experience. Further-
more, pre-training on large datasets and fine-tuning on
specialized ones can lead to improved classification ac-
curacy and efficiency.

In this paper, we present a comprehensive analysis
of the application of GNNs, specifically Graph Convolu-
tional Networks (GCN) [12] and Graph Attention Net-
works (GAT) [13], for traffic classification in satellite
communication channels. Our study aims to methodi-
cally and empirically examine the performance of these
GNN models, comparing them with traditional Multi-
Layer Perceptron (MLP) algorithms. By evaluating the
accuracy and efficiency of these methods, we seek to ex-
plore the potential advantages of GNNs in satellite com-
munication systems.

Overall, this paper contributes to the growing body
of knowledge on the benefits and potential applications
of GNNs in satellite communication systems, particu-
larly in the context of traffic classification. Our findings
will not only advance the understanding of GNN-based
methods but also pave the way for the development of
more efficient and robust traffic classification tech-
niques in satellite communication channels.

2. Literature Review

Satellite resource optimization and management have
been extensively researched due to the growth of inter-
net communications. Wenjuan [14] proposed a novel
traffic classification routing (TCR) algorithm for Low
Earth Orbit Satellite (LEO) satellite networks, which uses
traffic classification link-cost metrics (TCM) to optimize
network resource utilization for multimedia applica-
tions. TCR algorithm introduces a blocking-probability
filter mechanism and a server reservation priority queue
(SRPQ) mechanism to improve performance and balance
traffic load distribution. TCR algorithm outperformed
single-service and multiservice routing algorithms in dif-
ferent traffic scenarios, making it a suitable choice for fu-
ture multimedia satellite networks.

Pacheco et al. [15] developed an ML-based frame-
work for internet traffic classification in satellite com-
munications, with the goal of enhancing QoS manage-
ment. The hierarchical classification system distin-
guishes between encryption and flow patterns, surpas-
sing the performance of Deep Packet Inspection (DPI).
The proposed system profiles internet communications
and sends the data to a Policy-Based Network (PBN) for
QoS management.

In 2020, Pacheco et al. [16] developed a framework
for internet traffic classification in satellite communica-
tions using ML and DL techniques to improve QoS [17].
They proposed a hierarchical classification system that

performs well on encrypted, unencrypted, and tunneled
traffic. The solution was tested on a cloud-emulated plat-
form and integrates an ILM for each classifier. Results
showed improved performance over ntop DPI (nDPI).
Future work should consider different types of tunneled
protocols and adapt to evolving communication technol-
ogies.

Pang et al. [18] introduced a chained graph neural
network (CGNN) for traffic classification to overcome
challenges posed by Network Address Translation
(NAT), port dynamics, and encrypted traffic [19]. Their
model uses a chained graph to capture structural and
causal relationships in the traffic stream and builds a
graph classifier over extracted features. Results show
that CGNN improves application and malicious traffic
prediction accuracy, outperforming existing neural net-
work-based traffic classifiers on real-world datasets
while maintaining robust recall and precision metrics.
Huoh et al. [20] proposed a GNN model for encrypted
network traffic classification that captures packet rela-
tions, raw bytes, and metadata, outperforming tradi-
tional CNN and RNN models.

Pang et al. [21] proposed a GNN model for network
traffic classification that captures interaction features
of packet flows. They designed a graph structure to em-
bed packet contents and sequence relationships into a
unified graph and introduced a graph neural network
framework for graph classification. The model im-
proves prediction accuracy by up to 37 % for malicious
traffic classification and outperforms state-of-the-art
deep learning methods. Additionally, it achieves high
precision, recall, F1 score, and Matthews Correlation
Coefficient, indicating strong correlation between pre-
dicted and true values for various types of malicious
traffic. Evaluations on real-world traffic data support
the efficacy of the proposed model.

This review emphasizes the significance of traffic
classification in satellite communications and discusses
various techniques proposed to enhance QoS manage-
ment and optimize network resources. These tech-
niques include TCR algorithm, ML-based frameworks,
and GNN models, which outperform traditional meth-
ods in terms of accuracy, precision, recall, and F1 Score.
These approaches also provide balanced traffic distribu-
tion in satellite networks, indicating their potential for
improving traffic classification [22]. Future research
should address the limitations of these methods and
adapt to the changing communication technologies.

3. Method

This investigation utilizes Fig. 1 to demonstrate the
methodology for evaluating GNN models in internet
traffic classification. The methodology consists of data
collection, preprocessing, graph creation, and classifi-
cation. The acquired internet traffic dataset is prepro-
cessed using standardization and min-max normaliza-
tion techniques to ensure optimal normalization.
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Standardization rescales data to a mean of 0 and a
standard deviation of 1, while min-max normalization
scales feature values within a range of 0-1 to allow for
comparisons among features with varying value
ranges. The quality of the data processing [23] is essen-
tial for evaluating the effectiveness of multiple GNN
models in classifying internet traffic.

After preprocessing the internet traffic data, the next
step is to create a graph where each data point is a node
and the edges represent relationships between them.
This provides insight into the patterns and structures
within the data. GNN models are then used to classify
the network traffic data based on the information gath-
ered from the graph.

Satellite networks serve as conduits for a diverse
range of data, catering to an array of applications and
services. The following categories encompass the prev-
alent types of data transmitted over satellite networks:

+ Voice and Telephony [24]: An essential function of
satellite networks lies in facilitating voice communica-
tion, particularly in remote regions where terrestrial
infrastructure may be limited or absent.

+ Internet Data: Satellite networks assume a pivotal
role in providing internet connectivity to areas where
terrestrial networks are not readily accessible. By means
of satellite links, a broad spectrum of internet data, en-
compassing web pages, emails, file downloads, and
streaming media, can be effectively transmitted. Conse-
quently, individuals, businesses, and organizations gain
access to a vast realm of online resources and services,
regardless of their geographical location. Notably, the
network traffic data set published in reference [25] rep-
resents a notable example within this domain.

+Video and Television Broadcasting [26]: The trans-
mission of television signals constitutes a substantial
aspect of satellite network functionality, affording
broadcasters the means to disseminate television chan-
nels to a wide-ranging audience.

+ Data Networks and Virtual Private Networks
(VPNs) [27]: Satellite networks offer robust data con-
nectivity for a multitude of applications, including cor-
porate networks, government networks, and remote
site connectivity. Through their utilization, wide-area
networks (WANs) and virtual private networks (VPNs)
can be established, facilitating secure and private data
communication between disparate locations.

+ Earth Observation Data: Satellites dedicated to
Earth observation contribute significantly to the trans-
mission of data pertaining to the Earth's surface, atmos-
phere, and environmental conditions. This encom-
passes a vast array of information, including high-reso-
lution images, weather data, climate data, and other
pertinent environmental parameters.

+ Global Navigation Satellite Systems (GNSS) Data:
Noteworthy satellite networks, such as the Global Posi-
tioning System (GPS), Galileo, and GLONASS, are re-
sponsible for transmitting navigation data to user de-
vices. This invaluable data serves as the foundation for
precise positioning, navigation, and timing information,
thereby enabling a plethora of applications, including
navigation systems, geolocation services, and asset or
vehicle tracking.

+ Sensor Data and Telemetry: Satellites, equipped
with sensors or scientific instruments, fulfill a critical
role in the collection and transmission of diverse data
types for research purposes. This encompasses a wide
range of scientific disciplines, including space explora-
tion, astronomy, climate studies, oceanography, and re-
lated domains, thereby contributing to advancements
in scientific knowledge.

+ Command and Control Data [28]: In order to effec-
tively manage and operate satellites, satellite networks
necessitate the transmission of command and control
data.

In this study, we evaluated the classification perfor-
mance of various GNN models on preprocessed net-
work traffic data [25], which includes five categories:
Bulk, Video, Web, Interactive, and Idle. The dataset was
provided as pcap files, with features extracted from the
raw data. Details of the data are shown in Table 1.

The network traffic dataset used in this study contains
pcap files with features extracted from the raw infor-
mation, categorized into Bulk, Video, Web, Interactive,
and Idle. Interactive data refers to real-time applications
such as Google Docs or SSH sessions, while Bulk data
transfer pertains to applications transferring large data
volumes and Web browsing includes traffic generated
from browsing web pages. Video playback refers to traf-
fic from streaming applications, and Idle behavior en-
compasses background traffic from a user's computer.

TABLE 1. Data Set Composition

Category Num of traces Duration (s) Size (MB)
Bulk 19 3599 8704
Video 23 4496 1405
Web 23 4203 148
Interactive 42 8934 30.5
Idle 52 6341 0.69

This research employs label encoding, min-max nor-
malization, and standardization as preprocessing tech-
niques to mitigate the adverse effects of columns with
dissimilar value ranges on the performance of regres-
sion and classification models. Proper scaling is essen-
tial to enhance model efficiency, and established tech-
niques such as min-max normalization and z-score
standardization are utilized for this purpose [29].
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Min-max normalization transforms feature values of
a dataset into the [0, 1] range using a specific formula:

(X - Xmin_value )

(Xmax_value - Xmin_value )

Xnormalized = (1)

The min-max normalization formula transforms fea-
ture values to fit within the [0, 1] range, with X;in value
and Xj.y vaee representing the bounds. On the other
hand, z-score standardization resizes features to dis-
play a normal distribution with a mean of p = 0 and
standard deviation of ¢ = 1, represented by the follow-
ing equation:
w-w @)

o

After data processing [30], we converted the data
into a graph format. We constructed a separate graph
for each traffic category, where every packet was
treated as a node with a vector of its data. The nodes
were connected by sequentially linking adjacent pack-
ets as an experiment. (Refer to Fig. 2 for more details.)

Xnormalized =

This study explores the effectiveness of widely used
GNN [31] models, GCN and GAT, for network traffic
classification. MLP is included as a conventional model

for comparison, with computational time evaluated for
all models. GCN and GAT have distinct graph neural net-
work architectures, with unique strengths and weak-
nesses, and a comparative analysis will provide insights
into the best architecture for traffic classification and
malware detection. By benchmarking GCN and GAT,
this study provides a reference point for developing
new GNN models for traffic classification.

Type of traffic network
Packet 1
Packet 2
Packet 3 >
Packet (n-1)
Packet n @
Data File

Fig. 2. Represent Data in Graph Form

Comparing GNN models' performance with conven-
tional models like MLP is a fruitful approach for evalu-
ating their effectiveness in traffic classification tasks.
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This contrast can reveal the strengths and weaknesses
of each approach, enabling the selection of the most ap-
propriate model based on computational constraints,
accuracy requirements, and execution time considera-
tions. The following section presents GNN algorithms,
including GCN and GAT.

The GCN is a powerful model for graph data learning,
particularly in network traffic classification where the
goal is to categorize edges. To monitor traffic flow ef-
fectively, capturing edge adjacency is crucial, similar to
how an adjacency matrix represents node connectivity.
The current adjacency matrix A € R¥*¥ is central to
the GCN [32] model, which uses multilayer graph con-
volution to process input data at different levels of ab-
straction. At each time step t, the I layer of the GCN up-

dates the embedding node matrix Ht(Hl) by utilizing the
weight matrix Wt(l) with input from the current adja-
cency matrix At and embedding node matrix Ht(l).

This mechanism can be formally expressed as fol-
lows:

B = 6_coNV (4, HO, WO = o(AHW")). (3)

where o is the activation function (usually ReLU).

The G_CONV layer, a key component of the GCN, is
similar to the perceptron, but with a distinct difference:
its weight matrix is derived through spectrum filtering
of the graph Laplacian matrix. This feature allows the
G_CONV layer to effectively capture the graph structure,
making it useful for graph-based classification tasks.
See the parameterized model in [33].

go*x =UgeU"x, (4)

where the G_CONV layer is similar to a perceptron, but
its weight matrix is derived through spectrum filtering
of the graph Laplacian matrix.

This allows it to capture the structure of graph data
and achieve practical graph-based classification tasks.
The model in [34] includes a parameterized framework
with a matrix U composed of eigenvectors of the nor-
malized graph's Laplacian matrix, denoted as 6 € R".

(5)

The Laplacian matrix is constructed using the degree
matrix, adjacency matrix, and eigenvalue matrix A. A is
diagonal, and its diagonal values are the eigenvalues.
The graph Fourier transform of a signal x is UTx.

1 1
L=1Iy—D2AD"z = UAUT.

In equation (4), the function gg depends on the La-
placian matrix eigenvalues. However, computing the
Laplacian eigenvalue decomposition is computation-
ally expensive. To address this, a truncated expansion
of the Chebyshev polynomial Tk(x) is used to approxi-
mate gg(A) up to the kh order:

k
gor(A) ~ z 0, Ty (), (6)
k=0

where the Chebyshev polynomials are utilized to ap-
proximate gg(A) up to the kth order, denoted by 8’ € R¥.
The matrix A, obtained by scaling and shifting the Lapla-
cian matrix A, captures the highest eigenvalues, and L de-
notes the number of eigenvalues encapsulated by it.

The Chebyshev polynomials can be defined as fol-
lows:

Tie(x) = 2xTy 1 (x) — Ty (%),
where Ty(x) = 1, T, (x) = x.
Equation (8) show cases the GCN model, which is

built using convolutional layers arranged in a stacked
multilayer equation:

k
gorxx % Y 8 T(L),
k=0

(7)

(8)

~ 2
where L = T

max

L_IN.

In this context, we set a constraint on the convolu-
tion layer such that k equals 1, that is:

go *x = 0pTo(L)x + 01Ty (L)x = 0px + 01 Lx.  (9)
Taking the approximation A, = 2, we can get:
go' *x = 0px +01(L — Ly)x =
(10)

1 1
= 0px — 01D 2AD 2x.
Furthermore, to prevent overfitting, the number of
trainable parameters could be restricted:

_1 _1
go*x ~0(Iy+D2AD2) x. (11)

Note that 8 = 6 = —07 in (6).

1 1
The range of feature values of Iy + D"2AD 2 is [0, 2].
In the context of deep neural network models, it has
been observed that repetitive application of a particu-
lar operation may lead to unstable values and gradient
explosion.

To mitigate this issue, a novel normalization tech-
nique is proposed in [34]:
1 1 ~ 1 1
Iy +D7zAD™2 » D2AD %, (12)
Where[{ =A+ IN' Dii = Z] Al}

The attention mechanism has demonstrated consid-
erable potential in various sequence-based tasks. In
this section, the theoretical derivation of the GAT will
be explicated, along with a discussion of its advanta-
geous applications. GAT comprises a solitary graph at-
tention layer, while any graph attention network can be
created by integrating numerous layers.

To calculate the attention coefficient for the node
pair (i, j) in this layer, the following formula is em-
ployed:

sumy = Z o (LeakyReLu [aT (Whilwn;)]}

KEN;
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o = elLeakyRelu [a"WhiWh)]} /gy (13)

The GAT employs a single graph attention layer,
which serves as the building block for constructing any
graph attention network by stacking multiple layers.
The attention coefficient, denoted as o j, for node j in
relation to node i, where N; denotes the neighbor node
set of nodes i in the graph, is calculated by employing
the concatenated vectors notation ||, and the formula
provided in (13). The GAT's input node features are de-
noted by h={h, h,,---,hy}, where h; € Rf . The
weight matrix W € RF*Fenables weight-sharing linear
transforma-tion among nodes. The weight vector a €
R?f | representing a single-layer feedforward neural
network [35], is normalized with the softmax activation
function and the LeakyRelu function is used for nonlin-
earity. The normalized attention coefficient a; ; is used
to compute each node's final output eigenvector h’, us-

ing formula:
h: =0 Z (Xl]Wh] .

JEN;

(14)

GAT uses the activation function o (.) for nonlinear-
ity and employs multi-head attention with K independ-
ent mechanisms to compute hidden state vectors for
each node.

The resulting vectors are concatenated to obtain the
final output, as expressed in the mathematical formula
for multi-head attention:

hi =lf-, 0 Z afsWkh; (15)

JEN;

In GAT, multiple attention mechanisms are used to
compute hidden state vectors for each node, which are
concatenated to obtain the final output. Equation (15) in-
volves concatenation using the || symbol and employs a
normalized attention coefficient and weight matrix.

To address the issue of multiple eigenvectors in the
final output, the average method is used, as shown in
the formula:

K

, 1
hi=o Ez Z afsWkh;

k=1 jeN;

(16)

GAT applies the average method to compute the final
output eigenvector for each node, which contains F’
fused feature vectors. This simplifies the feature aggre-
gation process and improves the model's performance
by preserving the important graph features.

The MLP is a neural network with an input layer, one
or more hidden layers, and an output layer. The input
layer feeds the network with input variables, while the
output layer generates the final output. Hidden layers
are between the input and output layers. The MLP is

widely used in various fields and is composed of inter-
connected neurons in a one-way and one-directional
manner.

The mathematical description of each layer can be
represented by Eq:

ne
£ £ -1 £ 3
o = e = | D, o wil + i )
: (17)
Jj=1
1<¢<1,

where @(.) plays a crucial role in determining the out-
put of a neural network.

For hidden layers, the activation function is typically
a nonlinear tangent hyperbolic function, while a linear
function is used for the output layer. In a neural net-
work with L non-inputlayers, the real layer is identified
by index I, and the output of neuron i in the real layer [
is denoted as 0}. The weights associated with the con-
nections between neurons in adjacent layers are repre-
sented by Wj(,?. The final output of the network is rep-

resented by 0% = y, where L is the index of the final
layer and n. is its length. The basic architecture of an
MLP neural network is shown in Fig. 3.

o
o ol
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Layer Hidden Layers

Fig. 3. Basic Architecture of an MLP Neural Network

4., Results

This study aimed to evaluate the effectiveness of GNN
algorithms in network traffic classification, focusing on
two popular algorithms: GCN, GAT, and a traditional
MLP. The dataset was divided into three parts: training,
validation, and test data, with an 8:1:1 ratio. The experi-
ment involved classifying network traffic into five cate-
gories (Idle, Interactive, Web, Video, Bulk) and evaluating
the results through a multi-classification problem. In the
experiment we will use measures such as F1-score, Re-
call and Precsision to evaluate the results.

The Fig. 4 displays the loss value obtained while
training the model using GCN, GAT, and MLP algo-
rithms. The results indicate that MLP had the lowest
loss value, followed by GCN, and then GAT. Further-
more, the loss values began converging from the 80th
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epoch onwards. These findings suggest that all three al-
gorithms effectively classify network traffic, with MLP
being the most efficient in reducing loss, followed by
GCN and GAT. Notably, GNN algorithms, such as GCN
and GAT, demonstrated effectiveness in classifying net-
work traffic, which has practical applications in net-
work security and intrusion detection.
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Fig. 4. Loss Value for Training Data of Algorithms

The Fig. 5 presents the accuracy of the validation da-
taset for each epoch. The study found that GCN
achieved the highest accuracy of 92,2 %, followed by
GAT with an accuracy of 91,12 %, and MLP with an ac-
curacy of 79,5 %. These results indicate that GCN out-
performed GAT and MLP in terms of accuracy, which
could be attributed to GCN's ability to capture higher-
order dependencies between nodes in the graph. GAT,
a more recent GNN architecture, performed slightly
worse than GCN but still better than MLP, suggesting its
potential in this domain.
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Fig. 5. Accuracy of Validation Data via Each Epoch of Algorithms

Training time is crucial when selecting a model for
classification tasks, especially when handling large da-
tasets or limited computational resources. Fig. 6 shows
that the GCN algorithm had the shortest training time,
followed by MLP, and then GAT. Consequently, GCN
may be a more suitable choice for scenarios where
speed is critical. However, it is essential to consider
other factors, such as dataset size and complexity, com-
putational resource availability, and the required level
of interpretability, when selecting an appropriate algo-
rithm for classification tasks.
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Fig. 6. Time Training of Algorithms

Next, we will evaluate the classification of each pair
of categories together. There are some reasons for
these experiments.

+ Detailed analysis: Assessing the classification per-
formance for each pair of categories individually allows
for a more in-depth analysis of the models' strengths
and weaknesses. This approach can reveal specific ar-
eas where the models perform well or struggle, provid-
ing valuable insights for further improvements.

+ Identifying challenging category pairs: Some pairs
of categories might be more challenging to distinguish
than others due to overlapping or similar traffic pat-
terns. Evaluating the classification of each pair sepa-
rately can help identify these challenging cases, inform-
ing potential strategies to address these issues.

+ Model selection: By comparing the performance of
different algorithms for each pair of categories, we can
identify the most suitable model for each pair, allowing
for a more targeted and efficient application of the al-
gorithms in real-world scenarios.

+ Robustness evaluation: Investigating the perfor-
mance of the classifiers for each pair of categories can
provide insights into their robustness and adaptability
when handling various types of traffic patterns. This
can be especially important when the classifiers are de-
ployed in dynamic environments where traffic patterns
might change over time.

+ Fine-grained performance metrics: Evaluating the
classification of each pair of categories together allows
for calculating fine-grained performance metrics such
as precision, recall, and F1-score for each category pair.
These metrics can provide a more comprehensive un-
derstanding of the classifiers' performance and help
identify areas for improvement.

Fig. 7a provides a detailed view of the performance
metrics for the three algorithms (MLP, GCN, and GAT)
when classifying between the Idle and Interactive cate-
gories. MLP and GCN achieved a precision of 0,98, while
GAT had a slightly lower precision of 0,97. This indi-
cates that MLP and GCN were slightly better at correctly
identifying true positive cases as a proportion of all the
predicted positive cases. MLP and GAT achieved a per-
fect recall score of 1, while GCN had a slightly lower re-
call of 0,99. This means that MLP and GAT could iden-
tify all true positive cases as a proportion of the total
positive cases. GCN, on the other hand, missed a small
proportion of true positive cases.
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Fig. 7. Loss Value for Training Data of Algorithms

The F1-score, the harmonic mean of precision and
recall, was 0,99 for MLP and 0,98 for GCN and GAT. This
suggests that MLP provided a better balance between
precision and recall in classifying Idle and Interactive
categories, followed closely by GCN and GAT.

MLP achieved the highest accuracy of 0,98, while
both GCN and GAT had a slightly lower accuracy of 0,97.
This indicates that MLP was the best-performing algo-
rithm in correctly classifying both Idle and Interactive
categories as a proportion of all cases.
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In conclusion, based on the performance metrics
provided, MLP demonstrated a slightly better over-
all performance in classifying between the Idle and
Interactive categories when compared to GCN and
GAT. However, all three algorithms showed strong per-
formance, with only minor differences in the metrics.

Fig. 7b provides a detailed view of the performance
metrics for the three algorithms (MLP, GCN, and GAT)
when classifying the Idle and Web categories. MLP ex-
hibits the highest precision (0,98), but its recall (0,87)
and accuracy (0,85) are considerably lower than those
of GCN and GAT.

This suggests that while MLP effectively identifies
Idle and Web traffic cases, it struggles to capture all true
instances within the dataset. On the other hand, GAT
achieves perfect recall (1) and the highest F1-score
(0,98) and accuracy (0,97), indicating a balanced per-
formance in terms of correctly identifying and classify-
ing Idle and Web traffic cases. GCN closely follows GAT,
with an F1-score of 0,97 and an accuracy of 0,94.

In summary, GAT demonstrates the best overall
performance for classifying Idle and Web catego-
ries, closely followed by GCN. While MLP has the high-
est precision, its lower recall and accuracy suggest it
may be less suitable for this specific classification task.

Fig. 7c compares MLP, GCN, and GAT for Idle and
Video traffic classification, revealing similar perfor-
mance among the algorithms, with only minor differ-
ences in precision and recall. F1-scores are identical at
0,98, and accuracy scores are equal at 0,97 for all three
models. This suggests strong performance across the
board, with the choice of the best algorithm depending
on the specific application requirements and con-
straints.

In Fig. 7d, the comparison of Idle and Bulk categories
is presented. GCN demonstrates a slight edge over MLP
and GAT, with an accuracy of 0,99 and an F1-score of
0,99. MLP and GAT show almost identical performance
with accuracy and F1-scores of 0,97 and 0,98, respec-
tively. These results indicate that GCN is the most ef-
fective in this specific classification task, but all
three algorithms exhibit strong performance. The opti-
mal choice should be determined based on the applica-
tion's requirements and constraints.

For the Interactive and Web categories (Fig. 7e), GCN
outperforms the other algorithms with an accuracy of
0,87 and an F1-score of 0,84. MLP shows moderate per-
formance with an accuracy of 0,81 and an F1-score of
0,76. In contrast, GAT's performance is notably lower,
with an accuracy of 0,61 and an F1-score of 0,65. These
results suggest that GCN is the most suitable algo-
rithm for this classification task, while GAT may not
be as effective in this specific context. As always, the
choice of the algorithm should be guided by the unique
requirements and constraints of the application.

When classifying between Interactive and Video cat-
egories (Fig. 7f), both GCN and GAT excel with an accu-
racy of 0,97 and F1-scores of 0,97. MLP lags with an ac-
curacy of 0,78 and an F1-score of 0,71. The recall for
MLP is considerably lower at 0,56, while GCN and GAT
maintain high recall rates of 0,95 and 0,97, respectively.
These results highlight GCN and GAT as the preferred
algorithms for this classification task, while MLP
may not be the optimal choice. It is crucial to consider
the application's unique requirements and constraints
when selecting an algorithm.

For the Interactive and Bulk categories (Fig. 7g), GCN
stands out with an accuracy of 0,99 and an
F1-score of 0,98. MLP and GAT have similar accuracies
(0,91 and 0,90, respectively) but differ in recall and
F1-score. While MLP has a higher recall (0,8) and
F1-score (0,89) than GAT, both algorithms have perfect
precision (1). Given the results, GCN is the best choice
for classifying between Interactive and Bulk catego-
ries, while MLP and GAT may be suitable alternatives
depending on the specific context and requirements.

When comparing the algorithms for the Web and
Video categories (Fig. 7h), GCN outperforms MLP and
GAT with an accuracy of 0,85 and an F1-score of 0,87.
MLP has a significantly higher recall (0,98) but lower
precision (0,62), resulting in an F1-score of 0,76 and ac-
curacy of 0,66. GAT demonstrates the lowest perfor-
mance, with an accuracy of 0,52, precision of 0,67, re-
call of 0,29, and an F1-score of 0,4. In this case, GCN is
the most suitable choice for classifying Web and
Video categories, while MLP could be considered if a
high recall is prioritized. In comparing the algorithms
for the Web and Bulk categories (Fig. 7i), GAT performs
the best with an accuracy of 0,92 and an F1-score of
0,92. GCN follows closely with an accuracy of 0,90 and
an F1-score of 0,91, exhibiting a particularly high recall
0f 0,97. MLP has the lowest accuracy of 0,86 and an F1-
score of 0,86. Based on these results, GAT is the pre-
ferred choice for classifying the Web and Bulk cate-
gories, while GCN can be a viable alternative, particu-
larly when a high recall is desired.

For the Video and Bulk categories (Fig. 7j), GCN out-
performs the other algorithms, achieving an accuracy
0f 0,99 and an F1-score of 0,99, with near-perfect pre-
cision and recall. GAT is the next best option, with an
accuracy of 0,98 and an F1-score of 0,98. MLP, alt-
hough performing well in precision, has lower recall
and thus shows a lower accuracy of 0,91 and an
F1-score of 0,88. Based on these results, GCN is the
optimal choice for classifying the Video and Bulk
categories, with GAT as a strong alternative.

In conclusion, the performance of the three algo-
rithms (MLP, GCN, and GAT) varies depending on the
specific pair of categories being classified. However,
some general trends can be observed.

First of all, GCN consistently achieves high perfor-
mance across most category pairs, making it a reliable
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and effective choice for network traffic classification
tasks. GCN is the best choice for classifying between
Video and Bulk, Interactive and Bulk, and Interactive
and Video categories.

Secondly, GAT performs strongly in several cases,
such as classifying between Idle and Interactive, Idle
and Video, and Video and Bulk categories. While it may
not always outperform GCN, GAT is a promising alter-
native, especially considering its ability to capture
higher-order dependencies.

Third, MLP demonstrates competitive performance
in some cases, such as classifying between Idle and In-
teractive and Idle and Web categories. However, it
tends to be outperformed by GCN and GAT in other sce-
narios. MLP may be a suitable choice when computa-
tional resources are limited or when dealing with spe-
cific category pairs where it shows strong performance.

Ultimately, the choice of the best algorithm for net-
work traffic classification should consider the specific
requirements and constraints of the application, in-
cluding computational resources, desired level of inter-
pretability, and the relative importance of precision, re-
call, and accuracy.

5. Conclusions

Evaluating network traffic classification methods
utilizing graph neural networks in satellite communica-
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AHHOTauMA: B pabome npedosceH u uccsedogaH memod KoonepamugHo20 agmomamu4ecko2o0 N08BMOPHO20 3anpoca
npuksaadHozo yposHs ALC-ARQ, npedHasHaveHHbll 04151 nomokoeoll nepedavu daHHbIX N0 A8MOHOMHbIM cemsim BIT/IA.
HmumayuoHHas modesb 8 cemegom cumyasmope NS-3 peaau3oeana 015 oyeHKu npou3sodumebHOCMU a120pumma u
nposedeHUs1 CPasHUMENbHO20 AHAAU3A C U3BECMHbIMU Npomokoaamu mapwpymudayuu — AODV u OLSR. H3mepeHHbIMU
noKasameAsaMu Ka1ecmsa 06CAYHCUBAHUS ABAIOMC KoIPPuyueHm nomepu nakemos U 00HOCMOPOHHSAS 3a0epiHcKa
nepedayu. Pe3ysnbmambl nokasbl8aiom, 4mo npeoioxceHHblll Memod npesocxodum yKa3aHHble NPOMoKobl MakuM
napamempam, Kak: o06sse/eHue UHPOPMAYUU 0 COCMOSHUU KAHAAA, CKOPOCMb KOONEpamueHol pempaHcAsyuu u
dasbHocmb nepedavu. Takce oH yayHwaem mMempuKku kaiecmea 06CAyHCUBAHUS, COXpaHsiem cmabu/ibHoCmb nepedaqu
C MOYKU 3peHuUsl B80CCMAHOB/IEHUSl NOMEPSIHHbIX nakemos 6 duanasoHe nepedavu y3/10-pempaHcasmopa u
Yydepacusaem nokazameau 00HOCMOPOHHeU 3a0epicKu Huxce donycmuMblX 3HA4eHUL

KiioueBblie cjI0Ba: nomeps nakemos, KOHMpOo/ib OWUGOK, 3a0epHcKd, NOMOK08As nepedayud OaHHbIX, Agmomamu-
Yeckutll NoBMOpHbILl 3anpoc

UcTtouynuk ¢uHaHCUpOBaHMS: VccieoBaHUe BBINOJHEHO NpU GUHAHCOBOU mojjep:xkke Poccuiickoro ¢doHpa
dyHIaMeHTa/lbHbBIX UccaenoBaHu N2 19-29-06076.
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I. Introduction

The theory of cooperative data streaming over
Unmanned Aerial Vehicles (UAVs) networks has been
studied in depth during the past few years [1-3]. Many
researches, experimental and simulation studies were
conducted for different transmission scenarios and
network topologies. However, most of the existing
research studies are intend to customize or improve the
existed MAC protocols with or without additional
support of physical layer techniques [4, 5]. In fact, the
implementation of such methods and methods consider
being complex and costly since it requires optimizations
and changes of existed standardized protocols that may
lead to incompatibility issues. Moreover, there is a high
possibility of lake of effectiveness since OSI model can
fail to meet the practical expectations.

In general, the goal behind cooperative transmission
in UAVs networks is to improve the system
performances in terms of reliability of link, network
coverage and energy efficiency [6, 7]. In UAVs
standalone network, because of their specific
characteristics from high mobility of nodes to
unreliability of transmission link, it is very crucial to
address the two key issues: 1) Cooperative condition
(since the quality of transmission links and the density
of the network is constantly in change, a source node
may not always need help from relay node; the
condition by which the transmission switch to relay
node is considered as sensible); 2) How to guarantee
cooperative transmission (regardless the possibility of
existence of error-control mechanisms on the down
layers stack, the cooperative transmission must include
a control mechanism to protect all ongoing
transmission flows from potential packet loss and
guaranty the data delivery at certain rate [8]).

Scholars have been working on cooperative data
transmission for reliability and network coverage

purposes. In [9] the authors proposed a Multi-relay
Cooperative Automatic Repeat ReQuest (MC-ARQ) MAC
protocol based on the IEEE 802.11 DCF access scheme
and CFC frames where they defined three schemes
inspired by the use of different bakeoff time before
transmission to choose optimal relay. However if two or
more relays have the same Ti start timer, they will
transmit simultaneously to the channel and a collision
will occur as a consequence, which in turn leads the
cooperative retransmission attempt to failure. In [10]
the authors developed a selective retransmission
scheme for multi-channel systems. The idea was to
deliver the required data successfully using the
available power and bandwidth within a limited
number of transmissions using four schemes. In the
Selective Automatic Repeat Request with Fixed Band
scheme, the maximum number of transmission was
limited. In the Selective Chase Combining with Fixed
Bandwidth, data was detected using less number of
transmission but implement a collection buffer to
collect the unsuccessfully detected observations along
with newly received. In Limited Selective Chase
Combining with Fixed Band, a single buffer per channel
can preserve only one previous observation per channel.
And last, Selective Automatic repeat request with
Variable Band was design similar to SARQ-Fixed Band
but with the use of a single detector and the ability of
increasing the channel bandwidth for each
retransmission to achieve reliable transmission. Other
works were also proposed for error control over
cooperative transmission [11-13] where error
correcting code, priority position inside Group of
Pictures and, retransmission decision based on a given
threshold are the key highlighted proposed features.

A long with the novel methods and models of
cooperative reliable transmission that can be proposed
for a specific scenario, a verification approach must be
included to check their correctness and feasibility. The



https://tuzs.sut.ru/

Tpyabl yueOHBIX 3aBegeHnH cBa3u. 2023. T. 9. Ne 3

most well-known approaches is the use of experiments
in real-life, the use of simulation environments, the use
of formal methods and the use of model checking. The
use of simulation environment is one of the most
optimal methods for verification, which consists of
constructing a simulation model for the proposed
method and schedule the main features and behaviors
that produce the execution of the scenario proposed by
entering their values as a set of parameters. The results
of the simulation scenario represent a numerous
abstraction level analysis of the method behavior;
produce a reachability graph that includes all the
simulation paths and compare it with the method
expected results.

For a specific scenario of data streaming over UAVs
standalone network, were a dynamic single relay-node
is used to guarantee the cooperative transmission and
the cooperative condition, which is dynamically, depend
on the link state between the sender and receiver, an
method Application Layer Automatic Repeat ReQuest
(ALC-ARQ) is proposed. This method is inspired by the
selective-repeat Automatic Repeat ReQuest error-
control model, with a customized packet header on the
application layer and a link-state routing scheme where
all sending nodes are already aware about the map
connectivity and they will route data transmission
based on packet loss rate metrics.

The paper is organized as follows. Section II
introduces the system model of cooperative
transmission of ALC-ARQ and its error-control model as
well as the QoS metrics measurement methods. In
Section III we present the implemented simulation
model in NS-3 simulation environment and describe in
detail its components. The results of simulation model
and the comparative analysis are conducted in section
IV. The conclusions are drawn in section V.

I1. System model and ALC-ARQ method design

In this section, the proposed method ALC-ARQ is
described in detail, starting from cooperative
transmission with relay deployment, criteria of
deployment and link quality measurement.

A. System model for cooperative transmission

To ensure coverage and communication, lower-cost
relay node may be inserted to forward data from each
individual sending node in the network in a multi-hop
transmission way to the server or data sink. Nodes
locations are considered optimal if the resulting links
can satisfy transmitting and communication coverage to
a predefined packet delivery rate PDR value. In case of
deterioration of the link, the measurements provided by
the implementation of the measurement model
(described in I1.C) will be used to dynamically deploy
additional transmission relay node or activate already
deployed one.

For each sending node Ni we define two types of
transmission link:

- Direct link DI, between source and destination end
nodes (Ni-BS) without relay;

- Relay link R/, for the communication composition
(Ni—-R-BS) with relay.

Assuming that the relay node has the same
transmission range as the sending nodes. The single-
tiered network method proposed aims to ensure
connectivity for each communication pair (Ni-BS) by
dividing the unreliable long hop between Ni and BS to
two short hops by deploying relay node. This relay will
stand as a node helper to retransmit all the packets
coming from each end node. In the first scenario, we
consider one relay node in the network. When the
transmission starts, each sending node will transmit
data packets to the base station. For each transmission
window, the reliability of the link will be measured by
calculating packet loss rate (PLR).

Fig. 1 shows the scenario of deploying, activating and
deactivating a relay node between source node and
Base Station.

The deployment of relay will be fully automatic by
the network  without external interactions.
Consequently, the topology of the network will be
changed depending on the relay node state. To describe
the system model, we define the following states.

Standby mode (Fig. 1a). BS starts to receive data
without the interaction of the relay node after UAVs
have been launched (P2P mode). During this period, the
quality of DI link will be measured. The window size
used for metrics measurements is defined based on the
parameters of the scenario proposed (Wi-Fi standard,
channel bandwidth, node velocity and reordering buffer
size on the application layer). Because packet loss rate
is dependent on link quality and network interference,
loss events will occur which in turn invoke the
application layer ALC-ARQ error control method [14].
The constant mobility of source nodes away from BS
during the transmission will decrease the PLR
measured on the application layer on BS. If PLR value
for a given link DI; exceeds a predefined threshold, the
BS will broadcast a control message packet to all nodes
in the network to notify the correspondent source node
about the DI; link state. Threshold value is defined by
the system’s user when starting the application. The
source node in its turn after receiving control message
will switch to multicast transmission including relay
node R as intended destination (node helper) on its
transmission table. Consequently, another transmission
link Rl will be created between Ni and BS as a
combination of two sub-links (Ni-R, R-BS) and the
relay node will switch to active mode.

Active mode (Fig. 1b). After receiving the control
message, the relay node starts by creating a playback
buffer for the newly created link (Ni-R). This buffer will
be used for error control purposes like packet
recovering and reordering. Buffer parameters such as
reordering buffer offset and reordering late time will be
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chosen as input parameters when starting the relay
application. Relay node will listen to packets coming
from both source-node and BS, and determine the type
of each packet depending on packet _id field in ALC-ARQ
header. If the packet contains video data and does not
exist in the playback buffer, the relay will keep a copy of
it in the corresponding buffer, and then forward it to
the BS. Since the source node is multicasting data
packets, the BS will continue to check the reliability of
links DI and RI by measuring PLR for each flow for the
same sending window size. This measurement allows
the BS to define the most reliable link from which
packets will be accepted.

[TTTTT] o
[TTTTT]oem

LI TTTT] oBNn

BS

Fig. 1. System Model of Cooperative Transmission:
a) Transmission without Relay; b) Relay is Deployed;
c) Relay Out of Range (Background Mode)

As a result, packets coming from less reliable link will
be ignored. During transmission and on both BS and R,
loss events will be recognized by checking out-of-order
received packets using the sequence numbers (SN)
assigned in ALC-ARQ header. Consequently, the lost
packets will be requested by broadcasting a Negative
Acknowledgment (NACK) message. For (Ni-BS) link,
source node will attempt to retransmit the requested
packet(s) if the NACK packet was successfully received.
For (Ni-R, R-BS) link, both source-node and R will
attempt to retransmit the requested packet(s). However,
for each requested packet, BS will accept only the first
correct received packet by one link and ignore the
others. If the attempt of packet recovery fails, the BS will
broadcast the same NACK again for each Round Trip
Time RTT value until Retransmission Timeout RTO is
reached [15] or the requested packet no longer exists in
the bulffer. Since playback buffers on source-node and R
node are set up with different parameters’ values, if the
requested packet does not exist in the relay buffer, the
relay node will forward this request to the source node
in an attempt to recover the maximum number of lost
packets. The average delay for all packets and average
delay for only retransmitted packets on both links will
be measured.

While the reliability of links is measured, the choice
of receiving link will be chosen as follow:

Dl if PLRy; = Threshold V PLRy; > PLRg,,

RLif PLRp; < PLRy; A PLRp,; < Threshold.

(1)
(2)

If the first condition is satisfied, the relay node will
switch to background (inactive) mode.

Background mode (Fig. 1c). The condition for
which relay node switch to background mode is when
PLR of link DI is greater than or equal to the threshold
value or the packet loss rate of link RI (1). The BS then
will send a control message to notify both source and
relay that data will be received by DI only. However, the
source node will continue to multicast data packets to
ensure that the relay node is still receiving data packets
but without involving in the packet delivery process.
The reason behind this is to keep Rl link active with the
minimum consumption of network and memory
resources (bandwidth and buffer). This can be achieved
by saving only sequence numbers of the received
packets on relay’s buffer. Thereafter, based on these
sequence numbers, BS will keep checking the quality of
each link till the condition in equation (2) is satisfied to
switch to state II (Active mode).

B. Cooperative error-control ALC-ARQ method description

The ALC-ARQ transmission block scheme is repre-
sented in Fig. 2. This scheme is inspired by the selective-
repeat Automatic Repeat ReQuest error-control model
with a customized packet header on the application
layer and a link-state routing scheme where all sending
nodes are already aware about the connectivity map and
they will route data based on packet loss rate metrics.
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The proposed scheme defines two error-control
phases.

1 phase: Relay cooperative error-control

The performance of ALC-ARQ error control is
measured by its capacity to alleviate packet loss. The
relay node experiences a loss event whenever SNy — SNq >
1 where: SNy and SN, represent the sequence numbers
of two consecutive received packets. For a window size
denoted n_bit, let P(L) denote the probability of a loss
event. To guarantee the reliability of data transmission,
the probability P(L) has to be very small. The
performance of ALC-ARQ packet recovery is dependent
on what type of loss events may occur during
transmission.

For this purpose, we define the following probability:

- P, is the probability for n_bit to be received without
loss;

- P, is the probability for n_bit to be received with n
series of losses with burst size equal to one;

- P, is the probability for n_bit to be received with n
series of losses with burst size greater than one.

Accordingly P(L) = B, + P; + P,. P, represents the
ideal link state between the source-node and the relay
node where there is no interference or channel errors.
Assuming that the transmission link is not ideal (B, = 0)
and P, is a special case of Py, then the probability P(L)
for loss event for n_bit is equal to P, and define as:

1 r
Pb =1- exp <m (ZW — 1)) (3)

In this function, the probability of loss event is a
function of transmission power P; used to transmit the
i-th packet and the normalized expected Signal-to-noise
Ratio SNR(8;) given the fading level 6; [16], where r
and w represent the transmission rate (bits/sec) and
bandwidth respectively. In section III, the values of P;,
0;, r and w are determined for the simulation model on
the network device layer.

The customization that was made on the application
layer was designed to handle more than one loss event
using one NACK packet (loss event is defined by SN of
the first lost packet and burst length — BL). According to
Fig. 2, the relay node keeps asking for the lost packets
for each RTO while receiving data packets. In other
words, another loss event(s) may occur and the previous
event has not been handled yet. In this situation, instead
of sending another NACK message to request the lost
packets of the last loss event, the same NACK will be
edited to include SN and burst length of the second
event. Fig. 3 represents the format of NACK packet.

In this way, one NACK packet can handle more than
one loss event by adding SN; and BL; of the occurred
loss. Furthermore, if not all the packets are successfully
recovered, the burst can be break up into N sub-bursts
with the corresponding SN and BL.

As mentioned before, the process of sending NACK
messages is repeated if RTO value is exceeded until the

requested packets are no longer relevant to the
application. RTO value is defined by default when
starting the application to 70 ms.

However, it will be updated for each loss event based
on the approximated time value of Round Trip Time
RTT in 4 phases [17]:

1) the current smoothed time is calculated
Smoothed Round Trip Time (SRTT,,,,) which uses the
smoothed round trip time previous value:

7 1
SRTTeury = g-SRT Tprey + 5 R Teury, (4)

where SRTT,,, — previous smoothed round trip time;
RTT,,, — current round trip time;
2) the current deviation is determined DEV,,,,:

DEVeyryr = |RTTcur‘r - SRTTprev |; (5)

3) the current smoothed deviations value is calcu-
lated:

3 1
SDEVeyrr ZZ-SDEVprev +Z-DEchr‘r' (6)

where SDEV,,,..,, — previous smoothed deviations value;

4) the retransmission timeout is calculated using
the following formula:

RTO = SRTT,ypy + 2.SDEV.ypr. 7)

2 phase: Source-node error control

Source node implements the same mechanism of
error control. On relay node, if the requested packets do
not exist in the playback buffer, the received NACK will
be forwarded to the source node. The probability of
recovering these packets depends on its relevance to
the application on BS which in turn is related to byte
offset and late time buffer parameters that are set by
the application user. As a result, if the requested
packets no longer exist in the buffer, the source node
multicasts a cancellation message to inform BS that the
requested packets no longer exist. BS after receiving the
cancellation message will delete the sequence numbers
of the requested packets from its waiting list.

To analyze the performances of ALC-ARQ on the
application layer using a predefined packet loss rate
and burst lengths, an integrated method for generating
artificial packet loss events is implemented based on
the classical 2-state Markov model introduced by
Gilbert and Elliott [18] in Fig. 4. The proposed method is
implemented on the source-node side, where after
generating data packets, the Gilbert - Elliott average
loss probability P will decide if the packet will be sent or
dropped, and the average burst size L will define the
sequence of dropped packets. P and L values define the
transaction probabilities p and g by which the system
moves from state G (send packet) to state B (drop
packet) by the following formulas:

1 P

D) ©

p:
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Set up sending node

Send data packet

A

On the base station BS, for each transmission flow, PLR
value will be measured forleach transmission window No
value

PLR exceeds

Broadcast control message and
threshold value?

create Relay link «—VYe
[

v

Relay creates playback buffer for the given flow and set RTTr
and RTOr values by defaults

A 4

Relay cooperative error
control

|
| |
: : i~ Source node cooperative error control |— — — — — T
I (. I
| | : |
' ' Forward NACK packet to source node '
| > P |
I INo ! I
| I : I
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[ existin the buffer? I i [
| . an\%(gd? | : | Receive NACK by source node |<7 |
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| v | i SOyt 8 rode's |
| Delete SN of the Lo buffer? |
[ recovered packet Forward data Send requested Fo [
| from waiting list packet to BS packet to BS I : Yes No |
| | |
I (. I
| (. |
| Calculate RTOr ;o Multicast I
detected | i i
I | ted Multicast cancelling |
(one or a sequence | reaues message to delete
: Oispl%%it()e’}s v : | packet(s) ) tckfets| fr%m w%itigg :
I Send NACK ' Shiftpuffer if Il s ol fEayode an '
I packet time [ : v [
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Add SN of lost packets in | I ime
: waiting fist Resend NACK : | :
I h (. I
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| | |
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| Yes |
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Fig. 2. ALC-ARQ Transmission Block Schema
4 4 8 32 8 _ 32 8 q
ID NR N SN1 | BL1 SNn | BLn
Fig. 3. NACK Packet; ID) Packet Identifier 4 Bits; 1-q 1-p
NR) Node Identifier 4 Bits; N) Number of NACK Repeats 8 Bits;
SN) Sequence Number of the First Lost Packet in Succession 32 Bits;
BL) Burst Length 8 Bits
The method was implemented in C++ programming p
language. The implementation is provided on the Fig. 4. 2-State Markovian Model for Artificial Packet Loss

appen-dix below. Generation
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Appendix
HEADER FILE gilbert elliott.h

#ifndef GILBERT ELLIOTT H
#define GILBERT ELLIOTT H
#include "socket io.h"

#define MAX BURST LENGTH GEC 1000
class gilbert Elliott

{

int p,q; // transition probabilities
bool state;
public:

short stat[MAX BURST LENGTH GEC];
unsigned char bl; //burst length
public:

gilbert Elliott();

void initGilbert Elliott (double plr, dou-
ble 1lb avr);

bool getState (void);

bool getCurrentState (void);

int randomNumber (int hi);

//int write stat to file(FILE *file);
bi
#endif // GILBERT ELLIOTT H

CLASS FILE gilbert elliott.cc

#include "gilbert elliott.h"
gilbert Elliott::gilbert Elliott ()

{ p=9=0;
bl = 0;
for (int i=0; i<MAX BURST LENGTH GEC; i++)
stat[1]=0;

state = true;
}
void gilbert Elliott::initGilbert Elliott (double
plr, double 1lb avr)
{ srand( (unsigned)time( NULL ) );
p= (1 / 1lb avr) * 10000;
g = (plr / (1b avr * (1 - plr)))*10000;
state = true;
}
bool gilbert Elliott::getState()
{ if (state)
{ 1if (randomNumber (10000) < q)
{
state = false;
bl++;
}
}
else
{ if (randomNumber (10000) < p)
{
state = true;
if ((bl)&& (bl <
MAX_BURST LENGTH GEC))
{
stat[bl]++;
bl=0;
}
}
else
bl++;
}
return state;
}
bool gilbert Elliott::getCurrentState()
{ if (!state)
bl++;
return state;
}
int gilbert Elliott::randomNumber (int hi)
{
float scale = rand()/float (RAND MAX) ;
return int((float)scale*hi);

C. QoS Measurement Model

In this section, we will analyze the performances of
ALC-ARQ method in terms of packet loss rate PLR and
one-way transmission delay on the application layer.

1) Packet Loss Rate

Packet reordering and recovering on the BS side is
handled by the receiving buffer. For each dataflow fi the
packet loss rate will be measured for both transmission
links DI and RI as the ratio of the number of lost packets
to the total number of sent packets as:

Ny
PLR(f) = 1--2, (9)

N,
where Ny and N, represent the number of transmitted
packets and the number of received packets respectively.

It should be noted that erroneous data that has failed
to be detected by Forward Error Correction (FEC)
mechanism of data link layer [19] and has been deliver-
ed to upper layers are out of scope since ALC-ARQ error
control considers error events as a defect in the
succession of sequence numbers of the received packets.
The performance of ALC-ARQ will be investigated in
relation to node velocity and distance between end
nodes (source-node and BS). The traffic generator model
in source-application uses fixed intervals to schedule the
next packet transmission, the value is set by default to
1.7 ms for all different velocity values. Based on this, the
receiving window for which PLR will be measured is
defined dynamically and depends on the given velocity.

2) One-way transmission delay

The proposed method for calculating a one-way
transmission delay requires a registered timestamp
(sending time) for each sent packet in the application
layer header. As the simulation study is handled on one
machine, there was no need to distribute a clock sync
signal to handle synchronization between the network
units [20]. Based on this, the one-way transmission
delay will be measured as presented in (10):

Di = Treception - Ttransmission ’ (10)

where Tyeception aNd Teransmission are respectevily the

reception time by BS and the transmission time packet
fixed on the application layer.

III. NS-3 simulation model of ALC-ARQ

To conduct performance evaluation, NS-3 is used, as
it is a packet-level network simulator where the main
unit of modeling is packets and entities that exchange
packets. The modelling process in NS-3 follows the
workflow presented in Fig. 5.

Scenario

Generation EXEaiGn

Manager

Problem J\ Modelling J\ Experiment ? NS-3 |::> Output Data

Definition —‘/ —V Definition Execution Managment

Fig. 5. NS-3 Workflow for the Modelling Process
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A. ALC-ARQ packet generation in NS-3

Data packets are generated as special data buffers
with space for headers, trailers, tags and packet
metadata. At the application layer, the packets are
created with dummy data bytes. We choose a 1250
bytes size for packets that are considered to carry video
data. The headers that contain information about
packet type, application layer SN, transmission Node ID,
transmission timestamp, node IP address are created
using the implemented class PacketDataTag.cc that
is derived from the class Tag.cc of NS-3 as shown in
Fig. 6. As the packet moves down the stack, the stack
layers will add the corresponding headers and append
it to the packet, and the reverse will happen in the
receive process.

Ptr<Packet> packet = Create<Packet>(MTU SIZE);
PacketDataTag tag;
tag.SetNumberOfRepeat

if (gal pn == MAX PN)

(0)

gal pn = 0; else gal pnt++;

tag.SetSegNumber (gal pn);

tag.SetNodeId (GetNode ()->GetId ()):;

tag.SetPacketId (IDM UDP_ARQ VIDEO) ;
tag.SetTimestamp (Simulator::Now ());
tag.SetTreeNumber (0);

m my addr.Serialize
packet->AddPacketTag (tag);
Fig. 6. Code Snippet for Data Packet Creation in NS-3

B. ALC-ARQ application model in NS-3

NS-3 simulator was not designed to provide so much
fidelity on the application layer, because it typically
uses a packet generator models such as Net devices
(https://www.nsnam.org/docs/release/3.29/doxygen
classns3 1 1 net device.html) that aims to characterize
the traffic generated by the real applications. In other
words, it does not run real applications but just models
of how to generate packets. The lack of such func-
tionality led us to create an NS-3 custom component for
the ALC-ARQ method to implement all the functionalit-
ies proposed in it. We started by creating 3 applications
(source-application, destination-application and relay-
application) as subclasses of NS-3 application class
(https://www.nsnam.org/docs/release/3.16 /doxygen

classns3 1 1 application.html) then, we used the
predefined UDP socket API on NS-3 which is based on

BSD socket API (https://www.nsnam.org/docs/release/
3.19/doxygen/classns3 1 1 socket.html#details) for
communication between end nodes. The packets are
generated with a custom header as shown in Fig. 6, and
the traffic management is implemented as a C++
Client/Server  structured  application. All the
measurements (PLR calculation, RTO, RTT and delay)
are measured on the application layer. The metrics
include all the down stack OSI layers values.

(tag.sourceAddr) ;

C. End nodes Net Devices

This class represents the API, which the IP and ARP
layers need to access to manage the instance of a

network device layer (https://www.nsnam.org/docs

release/3.29/doxygen/classns3 1 1 net device.html#
details). Typically, it is installed on the nodes using a net
device helper (https://www.nsnam.org/docs/release/
3.19/doxygen/classns3 1 1 net device container.html#
details). This class is used to extend the MAC layer
functions and it hides as many MAC-level details to
allow a single layer three to work with any kind of
MAC layer. For ALC-ARQ to configure the net devices,
we used WifiHelper.cc class to create the Wi-Fi Net
Device object and configure its attributes. To create
and manage the Wi-Fi physical layer we used the
YansWifiPhyHelper.cc class and YansWifiChannel
Helper.cc class to create and manage Wi-Fi channel
objects for the created model. The configuration
method for 802.11ax 5GHz is presented in Fig. 7.

NetDeviceContainer

NetDeviceSetup::ConfigureDevices (NodeContainers
nodes)

{

int channelWidth = 80;

std::string Vht = "7";

WifiHelper wifiHelper;
wifiHelper.SetStandard (WIFI PHY STANDARD 8021lax
5GHZ) ;

YansWifiPhyHelper wifiPhyHelper =
YansWifiPhyHelper::Default ();

wifiPhyHelper.SetPcapDatalinkType (YansWifiPhyHelp
er::DLT IEEE802 11 RADIO);

wifiPhyHelper.Set ("TxPowerStart",

DoubleValue (13));

wifiPhyHelper.Set ("TxPowerEnd", DoubleValue(13));

wifiPhyHelper.Set ("RxNoiseFigure", DoubleValue
(7)) 7

wifiPhyHelper.Set ("ChannelWidth", UintegerValue
(channelWidth)) ;

wifiPhyHelper.Set ("Frequency",
UintegerValue (5180)) ;

wifiPhyHelper.Set ("Antennas", UintegerValue(l));

wifiPhyHelper.Set ("ChannelNumber",
UintegerValue (42));

YansWifiChannelHelper wifiChannelHelper;

wifiChannelHelper.SetPropagationDelay
("ns3::ConstantSpeedPropagationDelayModel") ;

wifiChannelHelper.AddPropagationLoss ("ns3::FriisP
ropagationLossModel", "SystemLoss",
DoubleValue (1), "Frequency", DoubleValue(5.18e9));

wifiPhyHelper.SetChannel
(wifiChannelHelper.Create

0))
wifiHelper.SetRemoteStationManager ("ns3::Constant
RateWifiManager", "DataMode", StringValue

( "VhtMcs" + Vht), "ControlMode", StringValue
("VhtMcs0")) ;

WifiMacHelper macHelper =
HtWifiMacHelper::Default ();

macHelper.SetType ("ns3::AdhocWifiMac");

NetDeviceContainer devices = wifiHelper.Install
(wifiPhyHelper, macHelper, nodes);

return devices;

}
Fig. 7. Code Snippet for Net Device Configuration for ALC-ARQ
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D. Mobility model In NS-3

Mobility models are used to track and maintain the
current Cartesian position and speed of a node/object
(https://www.nsnam.org/docs/models /html/mobili
html). It is composed of a set of helper classes, which
can be used to place nodes and set up their mobility. In
our proposed scenario, the sending nodes are flying
away from the BS with a specific velocity while relay
node is located on a fixed position away from the BS.
The transmission link between relay node and BS is

guaranteed as ideal. The two mobility models
ConstantVelocityMobilityModel.cc and
ConstantPositionMobilityModel.cc were

used to set the Cartesian position of the sending node
and both BS and relay node respectively. The mobility
model configuration is presented in Fig. 8.

MobilityHelper mobility;
mobility.SetMobilityModel ("ns3::ConstantVelocityM
obilityModel") ;

mobility.Install (nodes);

for (uint32 t i=1 ;
{
Ptr<ConstantVelocityMobilityModel> cvmm =
DynamicCast<ConstantVelocityMobilityModel> (nodes.
Get (1) -> GetObject<MobilityModel>());

(distance, 0,0));
(0.2,0,0));

i<nodes.GetN() - 1; i++)

cvmm->SetPosition( Vector
cvmm->SetVelocity ( Vector

}

MobilityHelper relay mobility;
Ptr<ListPositionAllocator> positionAlloc =
CreateObject<ListPositionAllocator>();

positionAlloc—>
Add (Vector (relay position,2.0,0.0))

)) i
positionAlloc->Add (Vector (0.0, 0.0, 0.0));

relay mobility.SetPositionAllocator (positionAloc) ;
relay mobility.SetMobilityModel ("ns3::ConstantPos
itionMobilityModel") ;

mobility.Install (nNodes - 1));

Fig. 8. Code Snippet for ALC-ARQ Mobility Configuration

(nodes.Get

IV. Simulation experiments and results

To understand the difference of packet delivery
efficiency of ALC-ARQ between point-to-point and
multi-hop (one relay node between source node and
destination) topology, the testbed shown in Fig. 9 is
used to set up the technical and execution requirements
for the simulation stand where flying source nodes
stream video data to the base station on the ground.
The relay node and BS are placed symmetrically 25 m
apart from each other where the path between them is
ideal. The source nodes during transmission are flying
away from the base station location toward the relay
node, the distance between BS and source node when
starting the simulation is 0 m, by the end of simulation,
the distance is dependent on the Wi-Fi standard
transmission capabilities and its configuration
parameters. Other simulation parameters are listed in
Tab. 1.

The performance of ALC-ARQ while using the
Gilbert — Elliott model for artificial packet loss is
investigated. The dependence of Packet Loss Ratio on the
distance between the source and destination node is
explored, in addition to the position of the source-node,
the mobility of nodes and the time required to switching
to a relayed transmission. The improvements which ALC-
ARQ has given related to the Packet Loss Ratio and
topology change compared to classical well known
routing protocols such as Optimized Link State Routing
Protocol (OLSR) and Ad hoc On Demand Distance Vector
(AODV) were shown. The effect of recovery process on the
application level one-way transmission delay was derived.

TABLE 1. Simulation Parameters

Parameter Setting

Channel delay model ConstantSpeedPropagationDelayModel

Propagation loss model FriisPropagationLossModel

Transmission protocol UDP
Application data rate 6 Mbps
Packet size 1250 bytes
Mobility speed [1; 60] km/h

Simulation topology End to End; Multi-hop

Number of transmission
nodes

PLR measurement
window

[1; 10] nodes

[60; 740] packets

248 packets for source nodes; 148
for both relay and BS

Y /* —
_[:]_\, R

BS e,
[ o | L) —
el w
=

Playback buffer size

—

N2
10}

> >
* N4
=
Fig. 9. Testbed for Simulation Scenario

Fig. 10 shows the results of packet delivery
simulation using artificial packet loss and burst length
for ALC-ARQ method. The simulation results present
the theoretical analysis for the efficiency of the method
and its ability to recover lost packets on the application
layer while using a non-reliable transmission protocol
on the transport layer. It is obvious that the packet
delivery is enhanced by the use of ALC-ARQ where the
path is in pure conditions (0.15-0.6 in Given PLR axis).
The reason is the lightweight packet request scheme on
the application level that uses dynamic NACK packets to
request lost packets of different burst size; this scheme
does not require a high competition for media access,
processing time and buffer management for packet
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recovering. We further investigate the cooperative
transmission of ALC-ARQ by measuring the packet loss
rate for mobility scenario. Fig. 11 represents PLR
measurements for cooperative transmission. The
threshold value after which the transmission is
switched to cooperative is set to 0.1.

PLR without ARQ PLR with ARQ
0,7
0,6 n,L12
= 05 / |
o
% 04
£ 0,32
o 0,3
o 02
04 Aoy 0141 014
' 10,068 s 60490005
0 602 gggg Hro—0:0240—0,02070:0427 05 |
001 003 005 007 010 015 030 0,60

Gilbert-Elliott Given PLR

Fig. 10. Packet Loss Rate Measurement for Artificial Packet Loss
Model. Burst Length Equals 18 Packets

PLR without ARQ PLR with ARQ
0,14 ‘
012 0,128
?f 0,1 0,096
0,08
§ 0,072
Z 0,06 —
= 0,04 —
0,02 1 0,022 %,02
0 A—0—a—0—0—0—n-g—rg0 GMMB%

2 3 4 5 6 7 8 9 10 "
Simulation time (Sec)
Fig. 11. Packet Loss Rate for Cooperative Transmission

for Threshold Value Equals 0.1 (10%) and Nodes Velocity Equals
14 km/h

As we see in Fig. 11, while the source node is flying
away from the BS (node velocity = 14 km/h), for each
time value, ALC-ARQ calculates the packet loss rate and
compares it to the threshold value. On second 9, the
transmission was switched to cooperative. This change
in the transmission topology is noticed by the sharp
decrease in the value of packet loss rate.

For this simulation, it should be noticed that the
threshold value was set to the PLR values measured
without ALC-ARQ packet recovery. However, the system
user can also set the threshold value for PLR of ALC-ARQ.

To justify the effectiveness of the ALC-ARQ proposed
method, a comparative analysis with some well known
routing protocols such as OLSR and AODV should be
conducted in terms of declaring the link state
information, rapidity of relaying, and transmission range.
In Fig. 12, we present the simulation results of the packet
loss rate measurement for OLSR, AODV, and ALC-ARQ at
different threshold values. As we can see from this figure,
because ALC-ARQ does not have to periodically
announce the information about the relay’s state, it

means less number of transmission is required, the
overhead of flooding messages is in its minimal value
compared with routing protocols. From the point of
view of declaring link state, rapidity of relaying, and
knowing that routing protocols do not provide any error
control processes, our method provides better rapidity
of relaying and better transmission range. From the
graph, it is shown that AODV takes 2 measurements (38
and 39 m) to maintain routing tables, get information
about nodes before switching to relay transmission. For
OLSR it is shown that switching to relay transmission
takes longer by 4 measurements (37, 38, 39 and 40) to
maintain routing tables, select the path and carry out the
handshake procedure before switching to relay
transmission.

Fig. 13 represents the results of PLR measured for
different source-node velocity values. As we can see, the
method maintains its stability in terms of relaying
process and packet recovery along the range of
transmission through the relay node, the threshold
value defined for each simulation was 0.1 (10 %). The
difference between the results was the distance at which
the relay node was activated: 37 (Fig. 13a), 36 (Fig. 13b)
and 36 m (Fig. 13c). For packet recovery effectiveness
for the second phase (where the relay node is active and
starting from position 58 m), we recorded an increase in
PLR values measured on the same node position for
different velocities. For example, for position 61 m, 15
km/h = 0.041; 30 km/h = 0.08; 60 km/h = 0.22. This is
related to signal strength and the transmission range for
physical and data link layers.

Fig. 14 represents the analyses of a sequence of 700
successfully received packets by BS by order. The PLR
value measured for the given sample was 0.09 (9 %) for
both graphs; transmission without relay (transmission
delay for DI link) and with relay (transmission delay for
Rl link). It is shown that if the Transmission experiences
some loss events, and then the one way-transmission
delay for the recovered packets increases for both
graphs. For DI link, if the transmission is lossless, the
average transmission delay is between 0.85 and 0.96 ms.
and the average delay for recovered packets is between
1.67 and 1.77 ms. For RI link, if the transmission is
lossless, the average transmission delay is between 1.89
and 1.95 ms and average delay for recovered packets is
between 5.51 and 5.54 ms. For comparative results, if
the relay node is active, the lossless transmission delay
increases by 1.96 times the value of transmission delay
without relay node. The increasing rate totally conforms
to the assumptions of the theoretical study since the
sending packets are sent through two sub-links passing
by the same process. Although, if the transmission
experiences loss events then the average delay for
recovered packets is increased by 3.3 times the value of
recovered packets using the direct link. This is because
relay node have to forward NACK packet to source
nodes if the requested packets no longer exist in its
buffer, which needs extra time for retransmission.
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V. Conclusion

In this work the effectiveness of the ALC-ARQ
proposed method was justified in comparison with
OLSR and AODV routing methods in terms of the link
state information, rapidity of relaying, and transmission
range. The method has the ability to recover lost
packets on the application layer while using a non-
reliable transmission protocol on the transport layer.
The packet delivery is enhanced where the path is in
pure conditions as a result of the lightweight packet
request scheme on the application level that uses
dynamic NACK packets to request lost packets of
different burst size, this scheme does not require a high
competition for media access, processing time and
buffer management for packet recovering. The
cooperative transmission of ALC-ARQ was investigated
by measuring the packet loss rate for mobility scenario.

While the source node is flying away from the BS at
certain time, the transmission was switched to
cooperative, where the change in the transmission
topology is noticed by the sharp decrease in the value of
packet loss rate. The threshold value was set to the PLR
values measured without ALC-ARQ packet recovery;
however, it can also be set to the threshold value for
PLR of ALC-ARQ. Because ALC-ARQ does not have to
periodically announce the information about the relay’s
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AHHOTanms: Cmambs nocesiujeHa HAy4yHoll npobsieme uHmMezpayuu 2paHu4HbIX 8blYUCAeHUl 8 CMPYKMypy cemu
«8030dyx—-3ema8» 0413 cemell HHmepHema Beuwjell 8vicokoll u ceepxsvicokoli naomHocmu. [lodob6Hble npobaembl A86-
J51tomcesl Haubosiee AKMya/AbHbIMU Ce200Hs1 8 C8513U € Nosi8AeHUeM KOHYenyuu UHIMme2pupo8aHHbIX cemell «kKOCMOoC—
803dyx—3ema—-mMope». PaspabomaHa modenb cemu, 8 Komopoll npedN0HCEHO 015 yMeHbUWEHUS 3a0epHCKU U IHep20-
nompe6.1eHust UCN0/16308aMb MO6UNbHbIE CePBEPbI 2PAHUYHBIX 8bIYUCAEHUL, PACNOI0HCEHHbIE HA 6€CNU/A0MHbIX J1e-
mameasHbix annapamax (BI1/IA), a makce memod 8bl2py3Ku mpaguka ¢ Ha3eMHOU cemu Ha MOGUIbHblE cepaepbl
2paHu4HbIX 8blvucaeHuli Ha BIIJIA. [Ipu amom npoyedypa evizpy3ku mpaduka s18/51emcsi mpexyposHesoll, a Ha 0Ko-
HeYHbIX ycmpolicmeax ucno.1b3yemcsi npo2pamMmHbiii npoPuaupo8 UK, KOmopblil onpedessiem CA0HCHOCMb 8bIYUC-
J5iemMoll 3a0a4u U no pe3y1bmamam e20 pabomul MeEXaHU3M NPUHAMUS pewleHus desiaem 8b1800 0 Heobxodumocmu
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C HazeMHOU cemu Ha cepgepbl 2paHU4HbIX 8bivucaeHull BII/IA pazpabomaH memasgpucmuyeckuli as120pumm Ha oc-
HOBE XaoMmu4eckoz0 «posl ca/bhy. Pesy1omambl MoOdeaupo8aHusi NOKA3AAU, Ymo nped 10iceHHble Modesb U Memod
obecnevusarm cyujecmeeHHoe yMeHbuleHUe 3a0epHcKU U I3Hepaonompeb/ieHus,, @ makice 00U 3a6/10KUPOBAHHBIX
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Abstract: The scientific challenge of incorporating edge computing into the air-ground network architecture for high
and ultra-high density Internet of Things networks is the focus of this article. These issues are particularly important
right now because of the concept of "space-air-ground-sea"” inegrated networks. A mechanism for offloading traffic
from the ground network to mobile edge computing servers on UAVs has also been devised. This network model
suggests using mobile edge computing servers deployed on unmanned aerial vehicles (UAVs) to reduce latency and
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power consumption. At the same time, a software profiler is utilized on the terminal devices to identify the difficulty of
the computed task and, based on that determination, a three-level technique for offloading traffic is used.
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BBeaeHue

PasBuTue ceTeil CBA3U B HAcCTOsllee BpeMs OCY-
I1eCTBJISIETCS B HaNpaBJEeHUH CO3/aHUsI UHTErpupo-
BaHHbBIX CeTel CBA3U «KOCMOC—-BO3JyX—3eMJIsI—-MOpe»
(SAGSIN, a66p. om anea. Space—Air-Ground-Sea
Integrated Networks) [1]. 9To HM B KOel Mepe He OTpH-
LlaeT JOCTHXKeHUH B 06J1aCTH CEeTeH CBA3W IATOro U
LIeCTOTO MOKOJIEHUH, ceTell CBA3U BbICOKOM U CBepX-
BBICOKOH IJIOTHOCTH, CeTel CBA3U C yJbTpaMaJbIMHU
3aZiepkkaMH [2, 3]. HanpoTuB, nHTerpanus pecypcos
B ceTu SAGSIN gomxHa no3BOJUTh 3QPEKTUBHO UC-
[10/1b30BaTh BO3MOXXHOCTH TAKUX CeTeH.

CueHapuM BBICOKOIIJIOTHOI'O U CBEPXIJIOTHOTO I10-
CTpOeHUsI ceTel CBAA3U [4, 5] mpu3BaHbI B OJIHON Mepe
HCII0JIb30BaTh BO3MOXHOCTHU KOHIeNuuu MHTepHeTa
Bemeli, a ceTu ¢ yabTpaMaJsiol 3a/lepKKOH — KOHIEeI-
uuu TaktuabHoro MHTepHeTa. [1s pemienus 3ajad no
MOCTPOEHUIO TAaKUX CeTel TpebyeTcs HCIOJIb30BaTh
HOBbIe TEXHOJIOTMU B 00JIACTU CETEN U CUCTEM CBS3U
[6]. K TakvM TEXHOJIOTHUSM OTHOCSITCS, HAIIPUMep, pac-
npejeseHHble rpaHuyuHble Bbluuciaenus (MEC, a66p.
om aHesa. Mobile Edge Computing) [7-10] u 6ecniuioT-
Hble JieTaTeJbHble annapatsl (BIIJIA) [11-15].

BecnuyioTHbIe JleTaTe/IbHbIE aNllapaThl MOTYT ObITh
WCI0/Ib30BaHBbI /IS CETeBOU MO Jep>KKU B COBpEMEeH-
HBIX CeTAX JJI1 pellleHUs1 pa3HO0OPa3HbIX 3a/a4, TAKUX
KaK yBeJI4YeHHe NOKPBbITUS CETH, TPU Ype3BbIYalHbIX
CUTyalUsX, FPaHUYHbIe BbIYUCAeHUsI Ha 6a3e BIIJIA u
T. 1. [16-21].
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B cTaTbe uccieayeTcsas BO3MOXHOCTb MCIOJIb30Ba-
Hus BIIJIA B kauecTBe MOOUJ/IbHBIX CEPBEPOB IPaHUY-
HBIX BBIYMC/IEHUH A4 TOAeP>KKHW Ha3eMHbBIX BbICOKO-
IJIOTHBIX U CBEPXIJIOTHBIX ceTell UHTepHeTa Belei ¢
L[eJIbl0 YMeHbIIEeHUs1 3aJepKKU U 3HepromnoTpebiie-
HUS, a TaKXKe YMeHbllIeHHUsl JOJIU 3a6JI0KUPOBaHHbBIX
3a/ja4 NpU BbIIPYy3Ke TpadHKa B BO3AYLIHbINA CETMEHT
cetu (BIIJIA). dTa nenb JocTUraeTrcsa NyTeM paspa-
O60TKH MOJIe/IM CeTH, METO/Ia BBITPY3KH TpaduKa U OIl-
TUMHU3ALUM NOJY4YEHHBbIX pellleHUH C HCIO0Jb30Ba-
HHUEM MEeTa3BPHUCTUYECKOTO0 aJI'0OPUTMA Ha 6a3e XaoTH-
yeckoro SSA (a66p. om anes. Salp Swarm Algorithm -
QJITOPUTM «POSI CaJIbII»).

Modeab cemu. PazpaboTaHHass MoZieJib CETH IpeJ-
cTaBJieHa Ha pucyHke 1. OHa BKJIIOYaeT B ce0s1 Ha3eM-
HbIM U BO3AYUIHBIA CETMEHTHI.

A) HazeMHBbIi1 cerMeHT

HaseMHBI cerMeHT mpejcTaBisieT co60i ceTh UH-
TepHeTa Belljeil ¢ BBICOKOH MJIOTHOCTBIO UJIU CBEPXBbI-
COKOM IJIOTHOCTBIO C pacnpejieleHHbIMH OKOHeu-
HBIMHU YCTPOMCTBaMHU. JTO 4YeTbIpeXypOBHeBasl CeTb,
s obecriedeHUsi GYHKIMOHUPOBAHUS KOTOPOM HC-
noJsib3yetcsd TexHosiorusa MEC.

[Tepsvlii yposeHb BKIIOYAET B cebsl pacnpesiesieHHble
ycTpoiictBa [oT, HanpuMep, JaTYUKHU U UCIIOJHUTEIb-
Hble MEXaHU3MBbl. ITH YCTPONUCTBA UCIIOJIb3YIOT U3Me-
peHUs1 HapaMeTPOB OKPYKaIoOIel cpeJibl.

Puc. 1. PaspaGoTaHHasi MoAeJIb CeTH
Fig. 1. Developed Network Model
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CLeHapyi BICOKOIJIOTHOTO U CBEPXIIJIOTHOTO pas-
BePTBHIBaHUS MpeJoJaraeT, 4TO KOJUYEeCTBO TaKHUX
YCTPOUCTB OY/IeT OYeHb BEJIMKO; OHU MOTYT GbITh pac-
npejiejieHbl 10 LIMPOKOMY JiMana3oHy obJacTel, Noj-
JlepKUBAIOT pas/JMyHble MHTepdelchbl, B TOM 4YHCJe
nHTepdeic «Bo3ayx—3ems» (A2G, abbp. om anas. Air-
to-Ground) c BILJIA.

HasemHbie pacnpejiesieHHbIE CepBePbl IPAHUYHBIX
BeruucaeHud (G-MEC, a66p. om aHnesa Ground MEC)
NpeJCTaBJSIOT CO60M 8Mopoli ypogeHb TaAKOU CETH.

Tpemuii ypogeHb 06pasyeTcs 1LI03aMu ceTH UHTep-
HeTa Belneil. 3TOT ypoBeHb NpeACTaBJseT COO0N UH-
Tepdeiic Mex/ly OKOHEYHbIMU YCTPOUCTBAMU U 06.J1a4-
HbIM cepBepoM ceTu UHTepHeTa Bemeit [22]. [Ipu sToM
npezmnoJiaraeTcs, 4To Bce uuio3el [oT B paccmaTpuBae-
MOM CeTH NOJKJIIOUEHBI U K BO3JYILIHOM IJIOCKOCTH.

Yemeepmbulil yposeHb — 3TO NPUKJIALHON YPOBEHB, a
MMeHHO: 06JIaYHbIN cepBep npuioKeHUH. Bce cobpan-
Hble JaHHble nepegatoTcs yepes [oT-11t03b1 UK BO3-
JYIIHBIA CETMEHT Ha CepBep NPHUJIOXKEHUH, IJe AaH-
Hble aHAJIM3UPYIOTCA U XpaHATCA. [IpUHATBIe AaHHbIE
npeJiBapuTe/JbHO 00pabaTbIBAlOTCS HAa OKOHEYHBbIX
YCTPOMCTBAaX U IPaHUYHBIX, UTO ObeclieyMBaeTCcs Ha
OCHOBE pa3paboTaHHOr0 MeTO/a BEITPY3KHU Tpaduka.

B) Bo3aymiHbIi cerMeHT

Bo3ayurHbIil cerMeHT BKJIIOYAET B ce651 MHOXKECTBO
BIIJIA, HanpyuMep, MMKPOZPOHOB U KBaJpOKONTEPOB,

pa3BePHYTHIX AJs NoAAepKU cetell UHTepHeTa Be-
el BBICOKOM U CBEPXBbICOKOUW MJIOTHOCTHU. Kaxkzabii
BIIJIA umeeT nBa uHTepderica cBsa3u: A2G u A2A (a66p.
om aHa. Air-to-Air - «<Bo3ayx—Bo3ayx»). A2G — 3To UH-
Tepdelic, UCONb3yeMBIN AJI1 CBA3U C HA3€MHBIM Cer-
MeHTOM, a UHTepdeiic A2A - a5 cBs3u Mmexay BIIJIA.

Kaxxppiii BIIJIA uMeet rpanuyHbii cepBep A-MEC
(a66p. om anea. Air MEC) a5t npejocTaB/IeHUs BBIYHC-
JINTEJbHBIX pecypcoB HazeMHoW ceTd. A-MEC mnpeg-
cTaBJisieT c060M MUKpPOO6JIaYHbINA cepBep, ob6ecrneyu-
BaIOLMU poLeAypy BbIFPY3KU TpadHUKa.

Kaxpapiii BIIJIA o6cayKUBaeT KJacTep OKOHEYHbIX
ycTpoiicTB UHTepHeTa Benieil. [Ipu aToM ycTpoiicTBa
[oT pewatoT, NpUCOESUHUTBLCH JIU K KJaCTepy y3Ja
BIIJIA unu cBsa3atbes ¢ [oT-11030M HA OCHOBE UHAU-
KaTopa ypoBHsS npuHuMaemoro curHana (RSSI, a66p.
aHes. Received Signal Strength Indicator). OkoHeuHoe
yctpoiicTBo loT pewaeT Takxke, k kakomy BIIJIA npu-
COeIMHUTBbCA WJM TNpPUCOeJUHUTBbCA K loT-umumrosy,
cpaBHUMBas ux RSSI.

MartemMaTu4yeckas MOJe b HCCHEAYEMOﬁ CeTHu
H €€ COCTABJIAKIINX

[Ipexxie Bcero, onpezesuM Heo6XOAUMbIe AJIS HC-
cJefj0BaHUs TapaMeTphl U nepeMeHHble. B Tabaune 1
NpYBeJeHbl 0603HAaYEHHS BCEX PACCMAaTPHUBAEMBIX Ia-
paMeTpOB U NlepeMeHHBbIX.

TABJIMIA 1. [lapamMmeTpbl M NepeMeHHbIe
TABLE 1. Parameters and Variables

O6o03HaueHue Onucanue
D Ha6op BI1JIA, pa3BepHYThIH B BO3AYIIHON MJIOCKOCTH
R mEca BrruucinTe ibHBIE pecypcel cepBepa MIK-A
N O6wee yncsio pa3BepHyThIX BIIJIA B Bo3nyxe
h Bricora BIJIA
Xy XapaKTepuCTUKU MecTomnosioxkeHUst BI1JIA (AByMepHble Ha3eMHbIe KOOPAUHATHI)
XDj, i XapakTepuCcTUKH MecTonosioxkeHus i-ro BIJIA, Di (AByMepHble Ha3eMHble KOOP/HHATBI)
hpi Bricora i-ro BIIJIA (D;)
ppi Tekymee Mectonosioxxenue i-ro BIUIA, [l
TDi Tpaexropus BIIJIA D;
GP! MHoxecTBO X MecTonosioxkeHu# BIIJIA D;, popmupyromux Tpaekropuro T2
G MHoecTBO y MecTonoJsioxkeHul BIIJIA D;, popMupyroiyx Tpaektopuro T2
I Ha6op okoHeuyHbIX ycTpoHCTB loT, pa3BepHyThIX B HA3eMHOM CerMeHTe
M O611ee KoJIMuecTBO YCTPoUCTB [0T, pa3BepHYTHIX B HA3€MHOM CerMeHTe
Py Tekyiee Mectonosioxxenue loT-ycTpoiicTsa I
X1, Yij XapakTepHUcTUKH MecTonosiokeHHd loT-ycTpoiicTBa Ij(MecTonosioxeH e xy)
C Ha6op chopMHUpOBaHHBIX KIaCTEPOB
CMc J-¥ 4i1eH kiaacTepa i-ro kjaactepa (Ci)
Ki O61ee KOJIMUECTBO Y4JIeHOB KiacTepa i-ro kaacrep (Ci)
G Ha6op loT-11/11030B, pa3BepHYThIX B HA3€MHOM CErMeHTe
w O6uiee kosmyecTBO [0T-111/11030B, pa3BepPHYTHIX B HA3€MHOM CerMeHTe
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0603HaueHue OnucaHue
Liipj PaccrosiHue mexzay okoHeyHbIM ycTpoiicTBoM [oT [iu BIIJIA D;
Liig PaccTosiHue Mexly okoHeYHbIM ycTporcTBOM [0T [; u loT-1to30M Gy
aDi [IpopomxuTenbHOCTb nosieta BI1JIA D;
hgj BricoTa loT-uut03a Gi
XGiy YGi x-y MectonoJsioxeHus loT-mo3a G
ts [Ipofo/KUTEIBHOCTD BPEMEHHOT0 HHTepBasa
YnesPi KoadouuueHnt ycunenus kanana BIIJIA D;ans n-ro kaapa
Yo [IpyHMMaeMast MOLHOCTb Ha 3TaJIOHHOM PAacCTOSHUH 1 M
Qcipi JHeprus, notpebsieMasi B BocxoAsiLieM coeuHeHuu Mexay loT-ycrpoiictBoMm [ju BIIJIA D;
Qc-pigj JHeprus, noTpedJisieMasi B HUCX0OAs1EeM coejuHeHUH Mexay BIIJIA D;u loT-ycTpoiicTBoM I
o2 MouHocTb Lyma
B [lnpuHa nos10CkI WyMa
S KoJsindecTBo JaHHBIX B 33aJja4e, T. €. pa3Mep B 6alTax
Z 06beM JJaHHBIX, OJIyYeHHBIX B pe3y/IbTaTe 00pabOTKH BBITPYKEHHOH 3aa41
Qum-pi JHeprosaTpaThl BI1JIA DiHa MexaHH4YecKHe onepaLuu
Vpints BekTtop ckopoctu BIIJIA D;Ha n-oM Kazpe
Mbpi Macca BIIJIA Di
UAVp Upnentuduxanus BIIJIA
Deius,ii Pemenue loT-ycTpoiicTBa Ii npucoeAMHUTLCA K KaacTepy BIIJIA
NCpit Tpe6yemblie (CPU) uukibl 415t 06paGoOTKH OAHOTO 61Ta AAHHBIX
Dh-tor BpeMms1, HeoGxoguMoe /11 06pabOTKH BBIYMCIUTEBHOH 3a/jauH JIoKalbHO Ha loT-ycTpoiicTBe
Qexec-tor JHeprus, Heob6XxoAUMas /151 06pabOTKY BBIYMCIUTENIBHOM 3a/ja4y JIOKaabHO Ha loT-ycTpoiicTBe

Qavailable-aft-loT

OcraBuasica aHeprus loT-ycTpoiicTBa nocsie 06paboTKHU 3aJa4u ¢ ucnoJib3oBaHueM loT-pecypcoB

Qavailable-bef-loT

JlocTynHbll ypoBeHb aHepruu loT-ycTpoiicTBa nepes 06paboTKOM BHITPYKEHHOU 3a/jaun

Qrh-tor [ToporoBslif ypoBeHb 3Hepruu okoHeyHoro loT-ycTpoiicTBa

Salloc-loT Pecypcel 06pa6oTku okoHeuHOro loT-ycTpoiicTBa, Bbl/ie/IeHHble /Il BBIUMCIUTEbHON 3a/Ja4U

WioT 061Me pecypcbl 06paboTKu okoHeuHoro loT-ycTpoiicTBa

B0t BrHapHoe pelieHMe 0 BbIrpy3ke omnpepessieTcs loT-ycTpolicTBoM

Ba-tor BrHapHOe 3HepreTH4ecKoe pellleHHe 0 BBIrpy3Ke, puHsAToe [oT-ycTpoiicTBOM

Bo.ior BrHapHoe pelleHMe 0 BbITpy3Ke 110 BpeMeHH onpeesieTcs [oT-ycTpoiicTBoM

T [ToporoBoe BpeMs BbIYUCJIUTENbHON 3aia4y o ep>KUBaeT TpeGoBaHUs TapaMeTPOB KadyecTBa o6cayxuBaHus (QoS)

Dhcge O61uiee Bp(iMH, HeoOXxo0/JMMoe /i1t 06pabOTKH BbIYUCIUTENbHOM 3a/ja4u Ha cepBepe G-MEC, 3anpolieHHOe OKOHEYHbIM
IoT-ycTpoiicTBoM

Dexec-6-MEC O611ee BpeMsi, He06X0JUMOE /1JIs1 BBINIOJIHEHUS BBIYMCIUTENBHOM 3324 Ha cepBepe G-MEC

Salloc-6-MEC Pecypcel 06paGoTku 6710ka G-MEC, BblieIeHHbIE [J1s1 BBIYMCIUTENBHON 3a/ja4

WG-MEC 06mue pecypcel 06pa6oTku 6710ka G-MEC

Tup-j-i O611ee BpeMs1 BOCXOSALLEH IMHUH CBSI3U MeXAy OKOHeYHbIM loT-ycTpoticTBoM [ju loT-1mo30M Gi

Tup-Gi-ij O611ee BpeMs1 HUCXOAsIIEro KaHata Mexy loT-mio30M Giv okoHedHbIM loT-ycTpoiicTBoM [

Tu-v-ljGi 0611as 3aJiep)KKa epe/jauy o BOCXOAsIIeN JIMHUU CBSI3U MeXy OKoHeYHbIM loT-ycTpoiictBoM [ju loT-uutwo3om G;

Ta-tx-Gi--ij 0611as 3ajiepKKa nepeJjauu o HUCXOAsILel JJMHUH CBsi3u Mexay loT-1io30M Giv okoHedHbIM loT-ycTpoiicTBOM I

Tpro 3aZiepKa pacIpocTpaHeHHUs

Bar-¢-mec BrHapHoe pelleHHe 0 IPUHATHY 3alpoca Ha BbIrPy3Ky, npuHaToe G-MEC

Disnic Oo6ee BpeMs, Heo0xoAuMoe st 00paGoTKU BBIYUCINTEIbHOM 3aiauM Ha cepBepe A-MEC, BBIrpy>KeHHOM OKOHEYHBIM
IoT-ycTpoiicTBoM

tupi O61ee BpeMsl BOCXO/sLeH JIMHUH CBSI3M, HE0O6X0AUMOe JJIs1 BBITPY3KH JIAaHHBIX 3aia4u ¢ okoHeuHoro loT-ycTpoiicTBa
[iu BIIJIA Di

Law-Di-lj 061iee BpeMsl HUCXOAsIEN IMHUHU CBA3H, HE06X0JuMoe /iJIst OTIpaBKH pe3ysbTaTa ¢ BIIJIA DiHa loT-ycTpoiicTBo Jj
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0603HayeHue OnucaHue
Dexec-a-mec O611ee BpeMsi, HEO6X0AMMOe J/Is1 BBIOJIHEHHSI BbIYUCJIMTENbHOM 3a/ja4u Ha cepepe A-MEC
Salloc-a-MEC Pecypcel 06pa6oTku 6/10ka A-MEC, BblJje/ieHHbIe /1Jis BBIYUCIUTEIbHON 3aja4U
WA-MEC 061ue pecypcbl 06pa6oTku 6;10ka A-MEC
Tu-tx-1j-Di CyMMapHasi 3a/iepkKa repe/iayy 1o BOCXOAsALed JIMHUM CBSI3U MeXy OKOHeYHbIM loT-ycTpoiictBomM Iju BIIJIA D;
Td-tx-Di--1j CyMMapHasi 3a/lepKKa repeiayy 1o HUCXOos1el TMHUHY cBsizu Mexay BIIJIA Diu okoHeuHbIM [oT-ycTpoiicTBOM )
Bp-4a-MEC BuHapHoe pellleHUe 0 BpeMeHHU NPUHSITHS 3alpoca Ha BhIFPY3Ky, NpuHsAToe A-MEC
Ba-a-mec BuHapHOe 3HepreTUYecKoe pelieHue 0 NPUHSATHUHU 3anpoca Ha BeIrpy3Ky, npuHsaToe A-MEC
10 WHpukaTop pexxuma
Qrn-tor [ToporoBblil ypoBeHb 3HEPTUU OKOHeuyHoro loT-ycTpoicTBa

Qavailable-aft-A-MEC

OcraTok 3Hepruu BIIJIA nocsie BbINOJIHEHUS 33/Ja4M C UCII0JIb30BaHUEM pecypcoB A-MEC

Qrn-a-mec [Toporosslii ypoBeHb 3Hepruu BIIJIA

Qexec-a-MEC [loTpe6./ieHre 3HEPryuy U3-3a BbIYMCIEHUH DY BbINOJHEHUH BbIIPY>KeHHOU 3aa4yu B A-MEC
Bar-a-mEc BrHapHoe pelleHHe 0 IPUHATHY 3alpoca Ha BBITPY3Ky, NpuHAToe A-MEC

0] HaGop nosuuuii BIIJIA, D;, B KaXi0M BpeMEHHOM HHTepBaJie

ap BecoBoii k03pdpuLeHT BpeMeHU

oo BecoBoii k03¢ PpuLHEHT 3HEPrUH

Vnax MaxkcuMasnbHas ckopocTb BIIJIA

Diy ANd Ymax-Di

Xmin-Di Xmax-Diy }/min-

MuHHMa/IbHOE U MaKCMMaJIbHOE I0JIOKEeHUAB KoopruHaTax xy BIIJIA Di

Salloc-A-MEC-max

MakcuMaJsibHble BBIYUCIUTENbHbIE pecypcChbl A-MEC, KOTOpble MOT'yT OBITh BbIJeJIEHbI OJIA BBIYMCJIEHUH

Salloc-A-MEC-T}

Pecypcel o6pa6oTku A-MEC, BbizesieHHbIe [JIs1 BBIYUC/IEHUH, CB3aHHBIX C 3ajadei Tj

P BekTop noJioxkeHud cabll

ns 06111ee KOJIMYECTBO CaJibIl

F [TosioxeHre UCTOYHHUKA SHEPTUHU

Us BepxHsda rpaHuLa, CBA3aHHas C KaX/bIM U3MePeHHeM B IPOCTPAHCTBe MOUCKA
Ly HuxHAA rpaHyIa, cBsA3aHHAs € KQXKbIM U3MepeHHeM B NPOCTPAHCTBe MOKCKa
Ci, Cz and C3 Koaddunuenrnr SSA

A Teky1asa Bepcus SSA

Amax MakcrMasibHOe KOJIMYeCTBO uTepanuii SSA

m KoJimdecTBO M3MepeHU B IPOCTPaHCTBE OUCKA

Rb-pienes JlocTiKuMasi CKOPOCTb BBITPY3KU B N-OM BpeMEHHOM UHTepBaJie

B Bo3ayuiHOM cermeHTe co3znaeTtcs Habop BIIJIA D

(kaxkgpiit BIIJIA umeet rpaHuyHbli cepBep MEC-A c
BO3MOXXHOCTbIO PecypcoB 06paboTKU Rumec-4), onpefe-
JIEHHBIH B cJle[lyI0llieM BUJle:

D ={D,,D,,Ds,--,Dy} mupu VN ER, (1

rae N — o61iee KoJiM4ecTBO pa3BepHYThIX BI1JIA B BO3-
JAYUIHOU MJIOCKOCTH.

TpexMepHasa JekapToBa CUCTeMa KOOPAMHAT C KO-
opAWHATaMHU (X, y, h) UCTIOJIb3yeTCs )it onpe/esIeHus
MectonosioxkeHus BIIJIA u IoT-ycTpoiicTB, kKak moka-
3aHO Ha PUCYHKe 2.

MecTtonosioxenue BIIJIA xapakTepusyeTcs AByMep-
HOM Ha3eMHOU KOOPAMHATOH X My ¥ BbICOTOH h. Takum
o06pa3oM, Tekylee MectonoJsioxxeHue BIIJIA D; paBHO
PPiy xapakTepusyeTcs Xpi, ypi U hpi. OxoHeuHble [0T-
YCTpPOMCTBA pacnoJsoXkeHbl B IIJIOCKOCTH Xy B Pa3HbIX

MecTax. Kaxxabiit BILJIA gBuxeTcst o Tpaektopuu TPic
dUKCHpPOBaHHOM BBICOTOU hpi, UMesl ABa Habopa Me-
CTOIOJIOXKEHUH XY, G 1 GyP'.

(Xp1, Yo1, hp1)

(=

Puc. 2. BIIJIA B TpeXMepHBIX KOOpAUHATAaX
Fig. 2. UAV in Three-Dimensional Coordinates
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Proceedin

Cetu IoT ucnosib3yoT HA6Op OKOHEYHBIX yCTPOUCTB
I, onpenenenHsblii B (2). Pacnosioxenue loT-ycTpoiicTB
I paBHO PV u xapakTepusyetcs xij U yij. HexoTopsble
YCTPOMCTBa CrpynmnupoBaHbl B KiacTepbl BIIJIA, a
OCTaJIbHbIE y3J1bl B3aUMO/ENCTBYIOT HENOCpeCTBEHHO
co uuTr03aMu. Habop pa3BepHyThIX KJIaCTepOB paBeH C,
onpezeseHHOMY B (3, 4).

I={Il,12,13,"',IM} HpI/I VMER, (2)
C={Cl,CZ,C3,'“,CN} npu VN E IR, (3)
Ci = {Di; CM1Cip CMZCi;"',CMkiCi } (4)
npu VK, ER,C;cC,D, €D, CM“ €1,
rae M - o6ilee KoOJMYeCcTBO pasBepHyThiXx [oT-

ycTpocTs; CM; - j-ii yneH i-ro kjaactepa; Ki — obuiee
KOJIMYeCTBO YJIEHOB i-I'0 KJIacTepa.

Ha6op loT-1m11030B paBeH G U onpefieisieTcs ceay-
I0LMM 06pa3oM:

G ={G,,G;,,G3,+++,Gy } npu VW € R, (5)

rge W — o6iee kosindyecTBo loT-1111030B.
PaccTtosHne Mexay OKOHeYHBIM yCTpoucTBOM UH-
TepHeTa Bewel I; u BIIJIA DjpaBHO Liip, B COOTBET-

cTBUM C (6), a paccTosiHHE A0 11032 Gj, paBHO Liig Kak
3TO onpejeseHo B (7).

LIi,Dj = J(x,i - "Di)2 + (v - yDj)2 + hD,-Z' (6)

g, = J (ot = )"+ O = ve)) +ho 2. ()

Kaxxgpiii BI1JIA uMeeT NpoA0/KUTENBHOCTD M0JIeTa
dPi, koTopasi 3aBUCUT OT IHEpPruu, NoTpebisieMOil B
npolueccax CBSI3Y, BbIYUCAEHUHN U noJieTa. [Iponecchl,
npoucxosauue Ha ogHoM BIIJIA, oTaimyaroTca ot npo-
[[eCCOB, MPOUCXOAALIMX HA APYroM; TaKUM 06pasoM,
[IPOZOJKUTENIbHOCTD NoJsieTa pa3Hbix BIIJIA HeoiuHa-
koBa. O6liee BpeMs MoJieTa pa3bUBaeTCsl Ha BpeMeH-
Hble HHTepBaJbl C JJINTEJbHOCTbIO HHTepBaJa ts, IpU
3TOM NPOLECCHI CBSA3U U BBIYUCJI€HUH BBINOJHATCA B
3TUX UHTepBaJjax. B TedeHHe Kax[0oro BpeMeHHOTO
HMHTepBaJa ts MectonoJsioxeHue BIIJIA annpokcuMupy-
eTcst Kak ukcupoBaHHOe. Habop MecTOno10KeHUH Xy
cooTBeTCcTBYeT TpaekTtopuu BIIJIA Di 1 MoxeT ObITh
onpe/iesieH CJleyI0IUM 00pa3oM:

Electronics, photonics, instrumentation...

GxDL — {xDitS:xDiZtS: xDistSv "'vxDith } v Di € D, (8)
Gy" = (pd™ oS, ypi >y} VD €D, (9)

[Ipy ucno/sIb30BaHUM HEOPTOTOHAJBHOIO MHOXe-
ctBeHHOoro jpoctymna (NOMA, a66p. om aHesn Non-
Orthogonal Multiple Access) Bce okOHe4YHbIE YCTpPOU-
CTBa OJJHOBPEMEHHO HCIOJIb3yIOT OOIIYI0 AJHTENb-
HOCTb Kajpa s AJs Nepejayd AaHHBIX 110 BOCXOAS-
IeMy M HUCXOJALEMY KaHaiaM. Bysem mnpezmoJa-
raTte, 4To cBA3b MexAay BIIJIA u loT-ycTpoiicTBamMmu
OCyLIEeCTBJISIETCS B Ipejesax IpsiMOi BUAUMOCTH.

TakuM 06pa3oM, ycuieHne KaHasia JJjisl n-ro Kajpa
MOKHO pacCcYuTaTh 1o BbipaxkeHuwo (10), rae yo - Ko-
3pdULMeHT yCUIeHUs KaHaJla Ha 3TAJIOHHOM pacCTo-
SIHUM B OJIUH MeTp, KOrja IepejaBaeMasl MOLIHOCTb
coctaBJjsieT 1 Br.

Mojesib 3HepronoTpesaeHus

BIIJIA noTpeb6siI0T 9HEPTHI0 TpeMs ciocobaMu: Mo-
TpebJieHUe 3HePTUH U3-3a BbIYMCIEeHUH, NoTpebieHue
JHepryuy u3-3a CBAA3U M NOTpebsieHHe IHepruu Ms-3a
MexaHHYeCKHX ollepaliuil. JHeprus, noTpeb/seMas us-
3a BBIYMCJIEHUH, PACCUUTHIBAETCS] HA OCHOBE KOJIMYe-
CTBa BBITPYKaeMbIX JJaHHbBIX. JHeprus, noTpebiseMas
13-3a CBSA3Y, OCHOBaHa Ha 00'beMe JJaHHBIX, llepe/iaBae-
MBIX 10 BOCXOJSIEH U HUCXOAALIEH JUHUAM CBA3U
[23]. dHeprus, notpebsieMasi B BOCXOJSIIEM coeJUHe-
Huu Mexay loT-ycrpoiictBoM [ju BIIJIA D;, paBHa Qc.jjpi
M PacCYMTBIBAETCS HA OCHOBE 00'beMa BBIIPYKaeMbIX
JlaHHBIX S, Kak oTMe4yeHO B (11). OTMeTHM, 4TO 3HEP-
rusi, noTpebasieMasi B HUCXOASIIEM COeJUHEHUN MEX-
Ay BIJIA Di u loT-ycTpoiictBoM [}, coctaBasaeT (¢-pij U
paccyMThIBAaeTCA Ha OCHOBe 00'beMa JlaHHBIX, He CBs-
3aHHBIX C 06pabOTKOM 3ampoca Ha BBITPY3KY Z, KaK B
(12). KaHan MozenupyeTcst aAAUTUBHBIM GeJIbIM rayc-
COBBIM LIYMOM MOILHOCTH G2 M LUMPHUHOM 10JIOCHI B.

JHeprus, noTpebdaseMast IPU CBSI3U [0 BOCXOAsIIeH
W HUCXOZALlEH JIMHUSM CBSI3H, PacCYMTHIBAETCS B
BUze BoipaxkeHui (11, 12). [lorpebienue sHepruu us-
3a MeXaHM4YeCKUX omnepanuid (m-pi CMOJEJUPOBAHO B
[24] 1 MoOXeT OGBITH PACCYUTAHO JJIS JJIUTEJbHOCTH
BPEMEHHOI'0 MHTepBaJ/la Ha OCHOBE BEKTOPa CKOPOCTH
BIIJIA V, u maccsl BIIJIA mpi no BbpaxkeHusm (13, 14).

tuzs.sut.ru
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Qyr—pi (epi ™™, ypi™*) = Ovsmmts”VDiMS"2 vneR,D; €D,

(13)

[lvp;

dopMuUpoBaHHUE KJIacTepa

Knacteps! popMupyroTcs mo payHgam, o aBe ¢pasbl
Ha KaX/bli payH/[; ¢asza GpopMHUpOBaHUS KjaacTepa U
¢dasza obecrneyeHus cBA3U. B Havyase KaXk0ro payHja
Kaxabli BIIJIA TpaHcavdpyeT coobliieHHe 0 coeJluHe-
HUU B GopMaTe, Ipe/iICTaBJIeHHOM B TabJuIe 2.

TABJIMLIA 2. ®opmaT co0GLIeHMS 0 IPUCOEeJUHEHNH
TABLE 2. Format of Join Message

CooO11eHMe 0 IpUCOeJUHEHUHU

TexHuyeckue
Upentudukauus
XapaKTepPUCTUKU KaHasla
Wpentuduxatop, ID | Pacnonoxenue
BIlJIAIp XDi‘ Vi ‘ Hpi

Coo6leHHEe O IPUCOEAUHEHUH COLEPKHUT UAEHTHU-
¢uxkanuto BIUJIA: upentuduxatop BIIJIA (UAVp),

0
Dclus—Ii, =1 (Lli,aj'min (Lli,Dj)) k!

OkoHeuHble loT-ycTpoiicTBa mpu Ha/JU4YUU KpaT-
yapuiero nyTy K BbiopanHoMy BIIJIA otnpaBisioT oT-
BETHOE COOOLIEHNEe C MOJIOXKUTEJIbHbIM DeIleHHueM O
Kks1acTepusanuu. TakuM o6pasoM, GopMHUpPYyIOTCS KJa-
cTepbl, B KOTOpbIX BIIJIA BbIcTynaeT B poJik TOJI0BHOTO
y3Jla KJacTepa, ¥ 3Tan GOpMHUPOBaHUs KJacTepa 3a-
kaHuuBaeTcs. OkoHeuyHble loT-ycTpoiicTBa B3auMoO-
JIeCTBYIOT U OOMEHUBAIOTCs JAaHHBIMU C TOJIOBHBIM
y3Ji0M ksactepa (BIIJIA), koTopbli yripaBJisieT KJaacTe-
poM Ha ¢ase obecreyeHHUs CBS3H.

MeToA BbIrpy3KH Tpadpuka

PaccMoTpuM pa3paboTaHHBI MeTOJ, BbITPY3KH
TpaduKa C Ha3eMHOUM ceTH Ha MOOUJIbHBIE CEPBEPHI
rpaHU4HbIX BbluKcaeHUU Ha BIIJIA. OxoHeunble [0T-
YCTPOUCTBa 00pabaThIBAIOT JaHHbIE, UCIIOJIb3Ys UMe-
IOLIMECS] Y HUX PECYPCH, T. €. OCYLIeCTBJISAETCS JIOKab-
HOe BbINIOJIHEHNE TpebyeMbIX 33/a4. Takoe pelieHue
JIONYCTUMO JIJIs1 TOJIBKO /A4 33/Jja4, TpeOyoIMX orpa-
HHUYEHHBIX PeCYpCOB, B TOM YHCJIe U 3HEPropecypcoB.
3azaum, Tpebyolie 60JbIINX PeCYPCOB, CleAyeT Ie-
peHocutb Ha G-MEC wiu Ha A-MEC. PazpaGoTaHHBIH
METOJi BbIIPY3KH SBJSIETCS OWHApPHBIM, IMOCKOJIBKY
npeAmnoJsiaraetcs, 4to BIIJIA HMCnoab3yIOTCS TOJIBKO
JIJ151 IO/LleP>KKH BBICOKOTIJIOTHBIX U CBEPXIIJIOTHBIX Ce-
Tell UHTepHeTa Belllell 1 He UMEIOT HHBIX JIOKAJbHBIX
3aza4. Ha pucyHke 3 npejcTaB/ieH aJropuTM peasusa-
[[MY pa3paboTaHHOTO METO/A BBITPY3KH C YKa3aHUEM
OCHOBHBIX 1aroB. OKOHe4YHble YCTPOMCTBA M GJIOKHU

nts” _ \/(xDints — xDints+1)2 45 (YDints _ yDints+1)2 ; VneR Dl. -
s

IF (Lli(,-. < min(LIiD.))
) )
IF (L,LG], > min(L,i‘Dj)) v (Lli,Gj — 0)

(14)

KOOpAWHaThI MecTonoJsioxkeHus BILJIA (x,y u h) u Tex-
HUYEeCKUe XapaKTepPUCTUKHU KaHaJsia cBs3U. OKOHeYHble
IoT-ycTpoiicTBa nosy4aroT cOODLIeHUs 0 IpHUCOoeJUHe-
Huu oT BILJIA u pemiatoT, ciieyeT JiM IPUCOeJUHUTLCS
K BIIJIA niu B3auMoercTBoBaTh c [oT-111030M.

OxoHeyHoe [0T-ycTpOHWCTBO BBIYMCJSIET PACCTOS-
Hue j0 BIIJIA LipjHa ocHoBe (6) u paccTosinue o loT-
ui03a Lig Ha ocHoBe (7) M BbIOGHMpaeT KpaTyaWlIMH
nyTb. [oT-ycTpolcTBa, KOTOpPHIE MOJy4Yal0T HECKOJIBKO
COO0O0IIEHUN O MPUCOEIMHEHUH, BbIOUPAIOT TOT, Y KO-
TOPOTro KpaT4alUIWM NyTh CBSI3U, U CPABHUBAIOT 3TOT
MyTb C NyTeM K 6umkaiueMy loT-mto3y. Bosee Toro,
IoT-ycTpoiicTBa BHe 30HbI AelicTBUA [0T-111/11030B, BbI-
6upatoT 6amxanmui BIJIA aia nprucoeiHeHHUS.

TakuM 06pa3oM, pellieHHEe O IPUCOEAUHEHHUH K KJIa-
ctepy BIIJIA Dcius IpUHUMAETCS COTJIaCHO BbIPAXKEHUIO:

vDeD, Lel (15)

MEC ucnonb3yoT paHee pa3paboTaHHYIO CTPYKTYPY,
npejACTaBJeHHYIO B [25].

BIIJIA M0OHO paccMaTpUBaTh KaK MOGUJIbHbIE CEP-
Bepbl TPAHUYHBIX BBIYMCJIEHHUM, KOTOpble MOJy4aloT
BBITPY>KE€HHBbI€ 33/1a4M OT OKOHe4YHbIX [0T-ycTpoiicTB
a1n60 06pabaThIBAOT UX CaMHM, JM6GO MEPEeHOCAT Ha
Jpyrue TpaHUYHble BBIYUCJIWTEJNbHbIE y3Jbl. BbI-
rpy3ka Tpaduka MexxJy Ha3eMHbIM U BO3YLIHBIM Cer-
MeHTaMHU OCYIIeCTBJSAeTCs 0 BOCXOAALIMM U HUCXO-
JsIUM HHTepdelicaM ¢ UCNOJb30BaHUEM AyIJIeKca €
4acTOTHbIM paszfeseHrneM. NOMA ucnosnb3yercs Ajs
yJIy4qIeHHs CBI3HOCTH M ClIEKTPaJIbHON 3P PEeKTUBHO-
CTH 06CIYKHUBAEMBIX KJIaCTEPOB.

Pa3spa6oTaHHBIH MeTO/, BBITPY3KH COCTOUT U3 TPeX
YPOBHEH, KKJbIH U3 KOTOPBIX NPEACTaBAsIET COO0U
cepBep TpaHWYHBIX BbIYMCJeHUH. Ha OKOHeuHBIX
YCTPOWCTBAaX €CTb HPOrpaMMHBIA NPOUIMPOBIIUK,
KOTOPBIA BBIYUCSAET CleluUKALUU 33a4H, BKJIIO-
yasi 06'beM JAHHBIX, T. €. pa3Mep B 6ailTax S U Tpebye-
Mble IIUKJIbI [leHTpabHoro npoueccopa (CPU, a66p. om
aHes. Central Processing Unit) a1 06paboTKH 0JHOTO
o6uTa gaHHbIX NCbit

[11aHUPOBILHK peCcypcoB OKOHEYHOr0 yCTPOHCTBA
NpeAoCTaBAseT MeXaHU3My NPUHATUS pelleHUuH Jo-
CTYNHBIE B HACTOSILIlee BPEMSI PeCypChI /IJIsl peliaeMoin
3a/jayu. MexaHU3M NPUHATHSA peLIEeHUH OKOHEYHOro
YCTPOUCTBA PacCYUTHIBAET HEOOXOJAUMOE BpeMs JJIs
006paboTku 3a7a4u Dh-1o1, HEOOXOMMYI0 SHEPT IO A1
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06paboTku 331a4U Qexec-or U OCTATOYHYIO S3HEPTHUIO 110~ Qexec—1or = S-NCpitEcyc—1or (17)
csle 06paboOTKU 3aaYd C UCIOJb30BAaHUEM PECYpPCOB

'Qavailable—aft—loT =
10T, Qavailable-aft-loT CTEAYIOIIUM 06pa30M:

(18)

= Qavailable—bef—loT = Qexec—1o0t-

S.NCp;;
Dy—tor = 5 » 8attoc-1o1 € Wior (16)
alloc—IoT
M3Beneyenne
cneumdukal it 3agayum (paavep, orpaHmyeHns QoS)
B fa NocTarouHo
nbc')';'(‘;ﬂ’gng 1IN UIMEIOLLMXCS PeCcypCcoB?
3anpocuTb Ba 3anpocuts
Bbl ¥:3Ky B. Dclus-I== BbIDY3KY B
G-MECun3 Gi A-MECwn3Di

G-MEC npoBepsieT
YCIIOBUSI BbIPY3KN ?QOS, E)

MornoxuTensHoe peLueHue MonoxvTensHoe peLleHve G-MEC nposepsieT

ycnosusi Bbirpyskn (QoS, E)

A A
OTpULETENbHOE PewweHMe MpuyHATL 3aNpPoC Ha BbIrpy3ky MpuyHATL 3aNpoc Ha BbIrPy3Ky OTPULATENBHOE pelweHYe
3anpocuTb BbIrpy3ky B NA-
po MECFS)y e
OTKNOHMTB 3aMPOC Ha BbinonHuts B G-MEC BeinonHute 8 A-MEC
BbIPY3KY
3aBepumThb 3anavy MornoxuTentHoe pewenue A-MECs nposepsieT

YCnoBuA BbIrpy3ku
(GoS.E)

MpUWHATL 3aNpoc Ha BbIrPy3Ky

OTpuuarenbHoe peLueHmre

OTKNOHWTL 3anpoc Ha BbIrpy3Ky

BbinonHuts B NA-MEC

B8aBepwmTh 3agavy

KoHew

Puc. 3. A/ITOPUTM BBIrpy3KH TpaduKa AJIs pa3paGoTaHHOT0 MeTOAA
Fig. 3. Offloading Traffic Algorithm for the Developed Method

Ha ocHoBe paccuuTanHbIXx napameTpoB QoS, 3a- rpaHuuHbii cepBep MEC.
JEepKKU U 3HepronoTpebyeHUs TPUHUMAETCS pellle-

BuHapHoe pelieHUe BBITPY3KH Brlor paccUUThIBa-
HUe 06 06paboTKe Ha MeCTe WJIU Nlepefjayd 3a/jlauu Ha

eTcs ceyIIrM 06pa3oM:

tuzs.sut.ru
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[lycTh AOCTYNHBIX PecypcoB, BKJIIOYasi 3HEpProImno-
TpebJieHHe, OKOHEYHOTO YCTPONUCTBA AOCTATOYHO JJIs
BBINIOJTHEHUS 33/]a4d. B 3TOM ciiydyae 6GUHapHOe pelie-
HUE O BbITPY3Ke MUHUMAJBHO, T. €. Brlor = 0, U yCTpOH-
CTBO He BBINIOJIHAET BBIIPY3Ky. O/JHaKO, eC/1M pecypcoB
HeJ0CTaTOYHO, BKJIIOYash OrpaHUYEeHUs 110 IHEPromno-
TpebJIeHUI0 YCTPOWCTBA, KOHEYHOEe YCTPOWCTBO pe-
1I1aeT nepejaThb 3aj4ayy, T. €. Bror = 1, HA COOTBETCTBY-
IOILUI rpaHuyYHbIN cepBep MEC.

YcTpolicTBo, nojakiwdyeHHoe K loT-1uito3y, T.e. He
ABJiAOLeecs 4ieHOM kjaactepa BIIJIA, 3anpamunBaer
BbIrpy3Ky B G-MEC. Coob1ieHue ¢ 3alIpOCOM COIEPKUT
Heo6X0oAMMYH UHGOpPMaLUIo 11 00PabOTKH 33424 U
naeHTudukayuu ycrpoicrea. G-MEC obpabaTbiBaeT
NOJIy4eHHble 3alPOChl Ha BBIFPY3KY U OTHpPaBJSeT UH-
dopmanio o 3a/laue B MEXaHU3M MPUHATHS pelleHuNn:
NPUHATBE WJIHA OTKJOHUTB 3alpocC. ITO 3aBUCUT OT J0-
CTYNHBIX BBIYUCIUTENbHBIX pecypcoB G-MEC u orpanu-
yeHui QoS 3anpamrBaeMol 3aaa4u. [l1aHMpoBIIMK pe-
cypcoB G-MEC npepocTaB/isieT MeXaHU3MYy NPUHATUSA
pelleHUH AOCTyIHbIe PeCYpChI /151 IPUHATHS pelleHns
0 IpyeMe WU OTKJIOHEHUHU 3allpolleHHOH 3a/JauH.

Mexanusm npuHaTUA pemwenuit G-MEC Beryuciser
BpeMsi, HeobxoAuMoe JJisi 06pabOTKH 3aJla4yd 1o 3a-
npocy Dhé-mec, clejyloliuM o6pasoMm:

Dexec—c-mec = ﬂ'
Satloc-G-MEC (22)
8atloc-6-mEc € WG-mEC)
Dy—g-mec = Dexec—c-mec + Tup-1j-ci + 23)
+ Taw—gi-1j»
Tup-1j-6i = Tu—tx-1j—¢i * Tpro» (24)
Taw-gi-1j = Ta-tx-ci-1j + Tpro- (25)

3aTeM MexaHU3M NPUHATHSA pelleHUuN onpesessieT
OWHApHOE pellleHre 0 NPUHSATHH UJIM OTKJIOHEHHUH 3a-
1poca Ha BBITPY3KY Bar-6-MEc IyTeM CpaBHeHUs 06111ero
BpeMeHHU, He06X0JUMOro /i1 06paboTKH 3anpolleH-
HOM 3aja4yu Dne-mec, co BpeMeHeM QoS. Ilpu oTpuna-
TeJIbHOM pellleHHH 33a/1a4ya 3aBeplIaeTcs.

Bar—c-mec = I(Dp—g-mec, © =
_ {1 IF (Dp-g-mec < T)
0 IF (Dp-g-mec > 1)

(26)

BbIrpyska B BO3AYIIHbIH CETMEHT

B ciyyae, ecim MexaHW3M IpPUHATHUS pelleHUN
YCTPOMCTB - YJIEHOB KJjacTepa, NOJK/INYEHHBIX K
BIIJIA, oTKJIOHSIET JIOKaJIbHOE BhINOJIHEHHE 3aJa4HU, TO
YCTPOMCTBA 3aNnpallvBalOT BBIIPY3KY ¥ COOTBETCTBY-
tomero BIIJIA depe3 uHTepdelc BocxoAsALed JUHUN
cBs13u. CepBep rpaHUYHbIX BbruncaeHuid A-MEC 6ecniu-
JIOTHOT'O JleTaTeJIbHOI0 annapaTa o6pabaTbliBaeT Io-
JlydeHHble 3allpoChl Ha BbITPY3KY OT 00C/IyKMBaeMbIX
OKOHEYHBIX YCTPONCTB, yTeM U3BJiedeHUs1 UHPOpMa-
MU 06 YCTPOWCTBE U BBIMOJIHSIEMOM 3a/jaue U Mpeo-
CTaBJIsIeT UX MEXaHU3MY NPUHATHUS pelieHnit A-MEC.

MexaHM3M NPUHATHSA peLIeHHWU TakKXKe IOoJydaeT
“HPOPMAILMIO O JOCTYNHBIX B JJAHHBIM MOMEHT Bpe-
MeHH pecypcax OT IJIAHUPOBIL[HMKA PECYPCOB U BbIUKC-
JisieT BpeMsi, He006X0JUMOe /1Jis1 06pabOTKH 3aNpolleH-
HOU 3a7ia4H, Dna-mec. DTO BpeMs BKJ/IIOYaeT BpeMs BOC-
XoJAuleld JUHUU CBSI3H, HE0O6X0AUMOeE ISl BBITPY3KHU
JaHHbIX 33/1a4M B BI1JIA tup-ij-pi, BpeMs HUCXOASIEN U -
HUU CBSI3U JJI1 OTIIPABKHU pe3yJibTaTa tdw-pi-j, U BpEMS
BBIUMCJIEHUH texec-4-MEC. AHAJI3 PACYETOB BPEMEHH Ile-
penayu Mo BOCXOASAILEN U HUCXOASILEN JIMHUSIM CBA3U
npencrasJieH B [Ipunoxenuu | k cratbe [26].

Dyn_a-mec = Tup-1j-pi + Taw-pi-1j +

27
+Dexec—A—MEC' ( )
S.NCypit

Dexec—a-mec = 6—'
alloc—A-MEC (28)
Satioc—a-mec € Wa—mEC)
Tup—lj—Di = ly—tx—1j-Di + Tpro' (29)
Taw-pi-1j = Ta-tx-pi-1j + Tpro- (30)

Jlanee MeXaHU3MOM NPHUHATHUS pellleHUH BbIUMCIISA-
eTcs BpeMs B IBOMYHOM popMaTe ¥ IpUHUMAETCS pe-
meHue o HpI/IHHTI/II/I WJIN OTKJIOHEHUH 3anpoca Ha BbI-
I'PY3KY Bpa-MEc IyTEM CpaBHEHHUS 0OIL[Er0 BpeMeHH, He-
06X0AMMOro [iJisi 06paboOTKH 3ampoIleHHOW 3aJjauH,
Dhra-mec, co BpeMeHeM QoS.

Bo-a-mec = I(Dh—p-mEc, T =
_ {1 IF (Dh-p-mec < 1)
0

IF (Dp-p-mec > 1)

[Ipy oTpuuaTesbHOM pelieHUH, T.e. Ppamec = O,
BIIJIA Di 3anpamnBaeT pecypchl y cocefHero BIIJIA.
BIIJIA Di nepepaet 3anpoc Ha Bbirpy3ky BIIJIA B poe.
Cesi3b Mexay BIIJIA ocyuiecTBsieTcs o paHee pa3pa-
60TaHHOH cxeMe MapLIpyTU3aL My, pe/CTaBJeHHON B
[27]. KpoMe TorO, 6GMHapHOeE pelleHue 0 NIPUHATHUU 3a-
poca No BbIIpy3Ke Po-4-Mic PaCCYUTHIBAETCH IyTEM
cpaBHeHUsd ocTaBluelics aHepruu BIIJIA D;inocnie Bbl-
MOJIHEHUS 3aNMpolleHHON 3a4a4uu Qavailable-aft-A-MEC C T1O-
poroBbiM ypoBHeM 3Hepruu BIIJIA ¢ Qrr-a-mec. BILIA
CHayaJ/la pacCUYUThIBAET PACXOJ, SHEPTHUHM HA BbIYHUCIIE-
HUe 3anpallinuBaeMoi 3a4auu (exec-a-Mec, KaK B (32), u
pacxo/i 3Hepruu Ha nepejadyy pe3yJbTaTOB pacueTa
Qcpigj, Kak B (12):

(B

Qexec—a-mec = S- NCbitECyc—A—MEC' (32)
Qavailable—aft—A—MEC = Qavailable—bef—A—MEC -

33

Qexec—a—mEc — QC—Di,Ij (R;xm'nts; yDintS)' (33)

Bo-a-mEc = I(Qavaizabze—aft—A—MEc:QTh—A—MEc) =

_ {1 IF (Qavaitabie-aft-a-mec < Qrn-a-mec)  (34)
0 IF (Qavailable—aft—A—MEC > ‘QTh—A—MEC)‘

Bar—a-mec = Ba-a-mec N\ Bp-a—mec- (35)

[Ipu oTkase o npueMe 3anpoca Ha BeIrpy3Ky BIIJIA
3ampallurBaeT BbIrpy3Ky y cocegHero BIIJIA B poe ¢ go-




Proceedin

CTYNIHBIMHU pecypcaMu. Becnu0THBIA JieTaTeJbHbIN
anmnapaT D; nepejiaeT 3anpoc Ha BbIFPY3KY COCEAHUM
BIIJIA. 3TOT 3anpoc IPpUHUMAETCS U 06pabaThIBAETCS C
NOMOIIbI0 ONMMCAHHOTO paHee airoputMa. CocefHue
y3JIbl OTIIPABJISAIOT OTBETHI /11 IPUHATHSA UM OTKJIOHE-
HMS 3alPOCOB Ha BbIrpy3Ky, a BIIJIA 3aBepiuaeT 3aga4y
WJIY BBITPY>KaeT ee Ha OCHOBe I0JIy4eHHbIX OTBETOB.

OnTMMH3aLMs CPeAHEro 3HepronoTpe6aeHus
Y 33eP>KKH AJ11 06paGoTKH 3a/a4, BBITPYKEHHBIX
Ha BIIJIA, c noMoub10 XaOTUYE€CKOI0 «pos CaJIbI»

OnuvcaHHas paHee cxeMa BbITPY3KH NOTPEOISEMO
3HEpruHu U 3aiepKKa, He06X0AUMbIe JJIs1 BbIIIOJTHEHUS
BBIYMCJIUTE/BHBIX 33/la4, B OCHOBHOM 3aBUCHUT OT Me-

cronoJioxenus BIIJIA. OcHOBHas Lesib 3TOrO pasjesa —
ONTUMHU3UPOBATh 3HEPronoTpebseHne 1 MUHUMHU3U-
pOBaTh CPEJHIOI0 33EPXKKY [Jis BBINOJHEHUS 3374
BBIT'PY3KHU.

3a/jlaya ONTUMHU3ALUU OMNpeesseTcs CAeLyIIuM
0 BbhIpaXkeHUI0 (36) npu orpaHudeHusx (37-42), rae
@ — MHOXecTBO no3unuit BIIJIA Di B KaXKJ0M BpeMeH-
HOM HUHTepBaJie; ap U 0o — BeCOBble KOIPUIUEHTHI
BpeMEeHU U 3HEePTUH, COOTBETCTBEHHO; Salloc-A-MEC-max —
MaKCUMaJibHble BBbIYMCAMTENbHble pecypcbl A-MEC,
KOTOpble MOTYT OBbITh BbIJ|eJIEHBI [IJIsi BbIUUCIEHUH;
Vmax — MakcuMasibHasi cKOpoCTb BILJIA; Xmin-pi, Xmax-Di,
Ymin-Di, Ymax-Di — MUHAMaJIbHble U MaKCUMaJibHble KOOP-
AuHaTtsl xy BIIJIA Di.

k k
m(;n(z aDDh—A—MECDi'U + Z (206 (Qc—m,zj (Z; xDints. yDintS) + 'QC—I}',DL'(S' xpi"t, ypi™*) + Qexec—A—MEC)): (36)

j=1 j=
C1:
nts _ nts+1)2 nts _ nts+1)2 (37)
Niew xpi™*1)? + (Vpi Ypi )/t < Vpax VNER, D €D,
S
C2:
38
Xmin—Di < XDi < XmaX—Di v Di €D, ( )
C3:
39
Ymin—Di < YDi < YmaX—Di v Di €D, ( )
C4:
Nf_pi
(40)
Z Salloc—A—MEC—Tj < Sallac—A—MEC—max v Sallac—A—MEC—Tj: Salloc—A—MEC—max € Wa-mEC)
j=t
C5: 1)
Bar—a-mec € {0,1},
Cé:
Ny_pi
Z BAF—A—MEC—Tj < k;. (42)

[TepBoe orpanuyeHue C1 BBOJUTCS JIJisl TOT'O, YTOODI
ckopocThb BIIJIA B J1to60i1 MOMEHT BpeEMEHHU He MPEBbI-
11aJjia MakcuMasibHo#. OrpanudeHus C2 u C3 BBoAATCSA
JlIs1 obecredeHus TOro, YToObl Kaxkabii BIIJIA mokpbI-
BaJI TOJIBKO 3alJIAHUPOBAHHYI0 06J1aCTh M0JIETA U U3-
6eras croskHoBeHUM Mexay BIIJIA pos. C4 rapaHTH-
pyeT, YTO BbIUMCJAUTEJbHbIE PECYPChl, HAallpaBJIEHHbIE
Ha 06paboOTKy pas3/IMUHbIX NapasljieIbHO BBINOJIHSIE-
MbIX 3a/]ay, MEHbllle, YeM MaKCHMaJlbHble pPecypchl
BIIJIA, Beifie/ieHHBIE AJ1S BbIYUCAEHUH.

XaoTH4YeCcKHi «po¥ caJIbl» A1 NOJIy4YeHUs
ONTHMaJIbHBIX No3unuii BIIJIA

SSA - 3TO ocHOBaHHBIN Ha MONMYJSALMU CajbIll MeTa-
3BPUCTUYECKUI METO/], KOTOPBIH UMUTHPYET IOBE/E-
HUe caJibll B OKeaHax [28]. 3TO OTHOCUTE/IbHO HOBBIN
KJIacC ONMTHUMHU3ALMH pPOSl YaCTHIL, KOTOPbIA HUMHUTH-

pyeT ceMeicTBO canbn [29]. Ilonysnsuusa canbn co-
CTOUT U3 JIBYX THIIOB: CaJbIbI-IU/iepa U CaJbIbI-NO-
cnefoBaTtens. Canbna-auzep sBAsETCsS NMepBOU caslb-
ol B LleMOYKe U OTBeYaeT 3a PYKOBOJACTBO POEM.
CaJibIibl, KOTOPBIE CAEAYIOT 32 CAJIbIION-JIU/IEPOM K UC-
TOYHUKY HHUIIM, SIBJSIOTCS CaJbIaMHU-II0C/Ie/l0BaTe-
MU, Kaxkas casbra 3aHMMaeT m-MepHOe POCTPaH-
CTBO IIOMCKa, Ile m 0603HaYaeT KOJUYECTBO NepeMeH-
HbIX B JJaHHOM 33/laye, aHAJIOTUYHO JPYTUM aJIrOPUT-
MaM Ha ocHOBe pos [28]. Casbnbl UMEIOT BEKTOP M0JI0-
*KeHUs P! 13 ns 371IeMeHTOB, KOTOPBIN MpeCTaBJIsIeT 006-
IIee KOJIMYEeCTBO PAa3BEPHYTHIX POEB U ONpeJesieTcs
ceayomuM 06pa3oMm:

pi — {Pli,Pzi,P3i;"':Pmi }, i=1,234,-,n. (43)

Casbnbl MLIYT «MECTO MUILM» B MPOCTPAHCTBE U B
pe3yJibTaTe MOUCKa OOHOBJAIOT CBOU NMO3ULUU /10 TEX
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1op, MOKa He JOCTUTHYT UCTOYHMKA IPONUTAHUS, T. €.
ONTUMAaJIbHOrO pelnleHus. CoryiacHO ypaBHeHUsIM (44,
45), rpe F ykasbiBaeT noJioxkenue nuiy; U v Ly — Bepx-

F+¢ ((U,,J. —U,) G+ L,,J.),

B = G (U = U) G + L),

J

1 _
1::].z=§(p].Z+PjZ ) 2<z<ng, z€z',

Pa6oTa ajnropuTMa ocHOBaHa Ha Ko3dPHUIMeHTax
C1, C2u C3, KOTOpBIE UCTOIB3YIOTCS AJis1 OGHOBJIEHUS
MOJIOXKEHUS CAJIbIIbI IPU KaXKJ0M UTepaLUH.

Koaddunuent Ci BBOAUTCA [Js MNOAJAepKaHUSA
YPOBHSI CTAOUIBHOCTH MEXAY Pa3BeAKON M 3KCILIya-
Tauen U onpeesieTcs caeyoIuM 06pa3oMm:

2

C, = Ze_(ﬁ) , (46)

rae A - TeKyllad UuTepanud,; Amax — MaKCUMaJIbHOE KO-
JIN4eCTBO I/ITepaLll/IIjI.

Jpyrue koapduuueHTH MOTYT GBITH OGHOBJIEHBI C
HCII0JIb30BaHUEM CAy4alHbIX QYHKIMNA CO 3HAYEeHU-
samu oT 0 g0 1. [l npeajiaraeMoit Mo/iesIi Mbl BBOJAWM
XaO0THUYeCcKHe KapThbl AJi1 06HOBJeHUs Ko3dduuueH-
TOB paccMaTpuBaemoro SSA [30].

PaCCManI/IBaeMaﬂ KapTa ABJIAeTCA JIOTUCTUYECKOH
H onpejesigeTcd cJjieAyrlnuM o6pa30M:

y(A+1) =ay(d)[1-y(A)],a=40y(0)=0,7. (47)

Takum o6pasom, C2 MOKeT GbITH OGHOBJIEH CJIeAYIO-
UM 06pa3oM:

G = y(A). (48)

B SSA mapasisiebHO BBINOJIHSIET OMCK B paboyeM
NPOCTPAHCTBe, YTOObI NMOJIYYUTh pellleHHe, TpeCTaB-
Jisiolee co60i Ha6Op ONTHMAaJIbHBIX NOJI0XKEHUN posi
BIIJIA B TeyeHMe KaXJOoro BPeMEHHOTO WHTepBaJa.
AnropuTM 1 BBINOJIHAET NOCTAaBJEHHYIO 3a4a4y U IO-
JlydaeT ONTHMaJIbHOe pelleHue. AJITOPUTM UCIOIb3Y-
eTCsl BO BJIO)KEHHOM IIMKJIe C paHee NpeJCcTaBJleHHbIM
aJrOPUTMOM BBITPY3KH.

ANTOpPUTM «poOst CaIbll» HAYMHAETCS C MHUIMAIN3a-
LMY Ha4daJIbHbIX NapaMeTpoB SSA Ha OCHOBe XaoTHYe-
CKMX KapT, BKJI0Yasi HUXKHIOIO U BEPXHIOIO TPaHULYy, a
TaK)Xe MaKCHUMaJ/ibHOe KOJIM4ecTBO MTepalui. 3aTeM
OH CJIy4aliHbIM 00pa30M MHHULUAJIU3UPYET Ns CaJbIIb,
NpeJCTaB/AKIIHe KOJUYEeCTBO MeCTOINOJIOKEeHUH
BIIJIA. Tlpucnoco6/ieHHOCTDb Pa3J/IMYHbBIX CabIl, B TOM
YyHcJe BeAyIIUX U BeJOMBIX, ONpefesasaeTcs C MOMO-
mblo (36). «MecTo NPONUTAHUSA» CYUTAETCS MECTOM C
HauboJsblIel MPUCIOCOOJIEHHOCTbIO Casblibl (post
BIIJIA). [TapaMeTpbl SSA OGHOBJISIOTCS, U B pe3yJb-
TaTe — MeCTONoJIoXKeHuUs casblbl. [Iporecc o6HOBIIe-

HsISl U HUKHSSL TPAHULB], CBSI3aHHbIE C KaX/AbIM U3Me-
pEeHUEM B MPOCTPAHCTBE MOMUCKA, CaJbla-JUJep CHa-
Yyajia 0GHOBJISIET CBOE MOJIOKEHUE; 3aTEM BCE CJIEYI0-
IIM€ CaJIbIIbl BBIC/IEXKUBAIOT €TO.

C;>0
’ ] = 112'31"'1m: (44)

€y <0

(45)

HUA MeCTOIIOJIOKEHUSA CaJbIlbl NMOBTOPSETCA O TexX
op, NoKa He 6y/eT HaW/JJEHO ONTUMAJbHOE pelleHre
WJIM He Oy/ieT JOCTUTHYTO MaKCHMaJIbHOE KOJIMYeCTBO
HATepanum.

AJITOPUTM 1. XaoTudeckas SSA AJisd oNTUMaJIbHOTO
noJsioxkeHus BILVIA

1: Initialize Up, Lb, Amax, m, ns

2: Initialize positions of salps Pj (j=1, 2, 3, ..., ns)

3: While (A < Amax)

4: Calculate the fitness function of each salp position

5: F = The best salp position

6: Update the value of C1 (using (46))

7: Calculate the logistic map’s current value y(A)

8: For (m =1: m < ns) do

9: if(m==1)

10: Update the position of the leader (P') (using
(44))

11: else

12: Update the position of follower salp (P/) (using
(45))

13: end if

14: end for

15: Adjust salps based on Uy and Ly

16: Call offloading algorithm

17: Update the best salp based on the results of offload-

ing algorithm
18: A A+1
19:  ReturnF

PEBYIIBTHTLI MOAE/IMPOBAHUA

Pa3spaboTaHHble pellleHHs ObIIM TPOMO/IETUPOBAHbI
B cpege NS-3 Ha ocHoBe LIMosim framework [31].
KpomMme Toro, B mporecce oLleHKH XapaKTEePUCTHUK pa3pa-
OOTaHHBIX pelleHWH Oblla HCIOJb30BaHA Cpeja
Cloudsim [32]. B kauecTBe Ha3eMHOM CeTU paccMaTpU-
Basack ceTb [0T ¢ 1000 oKOHEeYHBIMU YCTPONRCTBAMU U
JIByMs LIJIIO3aMM, pacnpesie/leHHbIMU Ha IJIOWAAHu 25
kM2 BospyiiHass ceTb cocrtosiia u3 uyeTbipex BILJIA,
HaxoAIMUXCsA Ha paBHOU BeicoTe 30 M. B Tabsmne 3
NpeJicTaBJeHbl pacCMaTpUBaeMble NapaMeTphbl CeTU U
MO/leJIMPOBaHMs, a B TabJsne 4 — MUHUMaJbHOE U MaK-
CcMMaJIbHOe N0J103keHud Xy kaxgoro BIIJIA. Pacniosioxe-
Hue loT-1111030B NpeicTaB/IeHo B TabJuLe 5.

UTo6bI OLIEHUTb XapaKTEPUCTUKH pa3paGoTaHHbIX
peleHUH /11 apXUTEKTYPhI paclipe/ieIeHHbIX PaHUy-
HBIX BBIYUCJIEHUH «BO3yX—3€MJISI» U ONITUMU3UPOBAH-
HOH MoJes, ObLIM PacCMOTPEHBbI YeThIpe CUCTEMBI,
KOTOpbIe ONPeJeSIOTCS CIeAYIOINM 06pa3oM:
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— Cucrema (1): npeacTaBJisieT TPaAULIMOHHbBIE CETH
[oT 6e3 noaaepxku G-MEC wiu A-MEC;

— Cucrema (2): npeacrasssier ceTb 0T, noaaepxu-
BaeMyl0 TOJIbKO Ha3eMHOH IIMHOMN pacnpejeseHHbIX
rpaHUYHbIX BbIYHCJIEHUH; pa3BepHYThI cepBepbl G-MEC;

— Cucrema (3): npejacrasisieT co6oi ceTb [oT ¢
nojaepKkou pacnpeneneHdbix G-MEC u A-MEC: pas-
BEPHYTHI KaK COOTBETCTBYIOIINE CEPBEPHI;

— Cucrema (4): npefcraBisieT 060U ONTUMHU3UPO-
BaHHYIO CUCTEMY «BO34yxX—3eMJisi»; U cepBepbl G-MEC,
u cepBepbl A-MEC noaaepxuBarT ceTb [0T.

TABJIMLA 3. [lapamMmeTpbl MOAETUPOBAHUA
TABLE 3. Simulation Parameters

[TapameTp LleHuTH
CeTeBas 30Ha 5 x 5 km?
N 4
w 2
M 5x5km?
B 4
o? 2
Yo 1000
hpi 20 MI'y,
ts -60 nbm
Vimax -30 nb
Vi 30m
Ecyctor 45 mc
Qrhetor 50 m/c
Ec¢ye-a-mic €(1,50)m/c
Qrh-a-mEC 1J/TTy
WA-MEC €[1.0,3.0] I'Ty
WG-MEC €[1.5,5.0] I'T
WioT €[0.5,1.0] I'Ty
Tapp-1 7 Mc
Tapp-11 10 mc
Tapp-lll 16 mc
Tapp-Iv 24 mc

TABJIMLA 4. MUHMMaJ/IbHOE U MAaKCUMaJIbHOE MOJI0KEHHe
C KOOpAMHATaMHU Xy AJis1 Kaxaoro BIIVIA

TABLE 4. Minimum and Maximum Position with xy Coordinates
for Each UAV

Di Xmin-Di Xmax-Di Ynin-pi Ymax-pi
1 4 5 4 5
2 4 5 0 1
3 0 1 4 5
4 0 1 0 1

TABJIMLA 5. PacnosoxxeHue [oT-1uiw030B
TABLE 5. IoT Gateways Location

Gi Xei Yei

1 1 2,5
2 4 2,5

JHepromnoTpebieHUe, 3a/jeP>KKaA U JOCTYIHOCTD AJI
pelleHus BBIYUCIUTENbHBIX 33/1a4 PACCMaTPUBAIOTCS
KaK TMokKasaTeau (QYHKIMOHUPOBaHUS cucrteM. I[lo-
TpebJieHUe 3JIEKTPOIHEPTUHM OLLeHUBAJIOCh AJS TpeX
cucteM: TpaauiuoHHod cetH [oT, T.e. cucremsr (1),
pa3BuTol ceTv [0T «BO31yx—3€eMJIsI», T. €. CUCTEMBI (3),
Y oNTUMU3UpOBaHHOU ceTH [0T «BO3Ayx—3eMa», T. €.
cucteMbl (4).

Ha pucyHke 5 npejcraBjieHO CpaBHEHHE CPeHET0
3HepronoTpedseHrs B MPOLEHTAX [Jis TPeX CHUCTEM
MpHY pa3HbIX 3HAYEHUSAX YMC/a pelllaeMbIX 3ajJa4 A/
Ka)k/Ioro OKOHEYHOTO yCTPOUCTBA.
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Puc. 5. CpeaHee 3HepronoTpe6jaeHne NpU pa3HOM YK cIe
pelaeMbIx 3aa4 (B NPOLeHTAX OT HA4Ya/IbHOI'0 3HAYEeHUs
AOCTYIIHOTO 3HEepronoTpes/ieHus1)

Fig. 5. Average Power Consumption at Different Number of Solved Tasks
(as a Percentage of the Initial Value Available Energy Consumption)

JTu 3HavyeHUs ObLIM 3aPUKCHUpPOBAHbI NPU 3aJaH-
HOM YHCJle OKOHeuHbIX ycTpoicTB — 1000, a 3aza4u oT-
HOCHUJINUCH K KaTeropud Il (06paboTka HenmoABHXKHBIX
n3o6paxkeHuii). IlorpebseHre 3HEPruM yBeJUYHUBA-
eTcsl 10 Mepe YBeJUYeHUS YHCJA BBIYHUCIUTETbHBIX
3aJlad Ha OKOHEYHBIX YCTPONCTBAX, OJHAKO pa3pabo-
TaHHas MOJieJib «BO3AyX—3eMJIsI» COXPaHsSeT IHEPTUI0
JJIs1 GOJIbLIEr0 4YHC/Ja BBIYMCAWUTENbHBIX 33aJay Mo
CcpaBHeHHUIO ¢ TpaguuMoHHbIMU ceTsaimu [oT. [Ipegiara-
eMasi MOJie/ib CHU)KaeT 3HepronoTpebseHUe B Cpej-
HeM Ha 27 % 1o cpaBHEHHUIO C TPaJULMOHHON Moje-
abto [oT. bosnee Toro, onTuMusupoBaHHasa ceTb [oT
«BO3AYX—3€eMJIsSI» MMO3BOJIIET SKOHOMHUTb ellje 60JIbIIe
aHepruu. [Ipy aToM flocTuraeTtcs 60j1ee BbICOKasi 9HEp-
roa¢pdpekTUBHOCTSH (B cpeiHEM Ha 6 %) 0 cpaBHEHUIO
C MOJZIEJIBIO0 «BO3/IYX—3€eMJISI».

Ha pucyHke 6 moka3aH NpOLEHT 3HepronoTpebdie-
HUS JIJIsl TPEX CUCTEM B YEThIpeX KaTeropusx MpuJo-
YKEHU: mepBasi — 3TO 06JierieHHble MPUI0KEHUS], KO-
TOpble BKJIIOYAIOT MPOCThIe 33/]a4U, HAIPUMep TaKHE,
KOTOpble HeOOX0JUMBI JIJisl 06pabOTKH MPOCTHIX BE6-
CTpaHUI; BTOpasi — MPHUJIOXKEHHUST Ha OCHOBe HeIo-
JBWDKHBIX U300paKeHUH; TpPeTbsl — MPOCTble BUJEO-
MPUJIOKEHUs], KOTOPble TPEGYIT JOCTATOYHO MpO-
CTy10 06pabOTKy BU/€0; YeTBepTasl KaTeropusi BKJIIO-
yaeT paboTy ¢ 360-rpaZlyCHbIMU IaHOpaMaMHU U o6pa-
O0TKOU BUIE0, HAIPUMep, AOMOJHEHHOU peabHOCTH.
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[Ipu nepexose U3 NepBOil KATETOPUHU B UYETBEPTYIO 3a-
Jlaul TPeOyT Bce 6oJiee BBICOKUX PECYPCHBIX BO3-
MO>KHOCTEH, YTO CHUKAaeT BEPOSTHOCTb JIOKAJIbHOIO
BbINoJIHeHUA. O4YeBHUJHO, YTO 3HepronoTpebdseHHe
JUJIS pellleHus 3aZ,a4 60Jiee BBICOKUX KaTerOpUH BhIIIIe,
yeM y 60Jiee HU3KHUX KaTeropui.
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Fig. 6. Average Power Consumption for Various Types of Applications

[Ipu 3TOM 4HCJIO pa3BepHYTHIX YCTPOUCTB COCTAB-
jgsino 1000 ycTpoHCTB, a 4MC/I0 33Zay Ha KaxJoM
ycTpoictBe — 10. Kak BUAKM, paspaboTaHHas cucTeMa
«BO3/JlyX—3eMJIsI» CHIXKAaeT 3JHepromnotpebjeHne B
cpeaHeM Ha 29 % 1o cpaBHEHMUIO C TPaJULMOHHbIMU
CeTsIMH, B TO BpeMsl KaK OIITUMHU3UPOBAHHASA MO/ieJib
M03BOJISIeT CHU3UTb NOTpebJieHne aHepruu Ha 9 %. Ha
pHUCYHKe 6 MOXXHO 3aMeTHUTb, YTO pa3paboTaHHas CU-
CTeMa M ONTUMU3UpPOBAHHAs CUCTeMAa I03BOJISIIOT CHU-
3UTb 3HepronoTpedieHUe Ha 60Jiee BLICOKUN IPOLIEHT
JUIsl TIPUJIOKEHHUH C GoJiee BBICOKOUM pabodyell Harpys-
KOM, HanlpuMep, TpeTbell U 4eTBepPTOM KaTeropuHu.

BivsaHMe NJIOTHOCTH pacnoJioKeHUs OKOHEeYHbIX
YCTPOMCTB Ha 9HEepreTUYeCcKHe XapaKTePUCTUKH ObIJI0
TaKXXe IPpOaHaJU3UPOBAHO AJI TPpeX yIOMAHYThIX CU-
creM. Ha pucyHke 7 mokasaH MpOIeHT 3HEPTONOTPeD-
JIeHUsl TpeX CHUCTeM C pa3HbIM YHUCJIOM OKOHEYHbIX
YCTPOMNCTB.
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Fig. 7. Average Power Consumption at Various Number
of Nodes Deployed

Kosm4yecTBO OKOHYEHHBIX YCTPOUCTB B CETH Ha4yU-
Haznock ¢ 600 u 66110 yBesinyeHno o 1200. PaccmaTtpu-
BaeMble 33/laud OTHOCHJIUCb KO BTOPOH KaTeropu, a

YHCJI0 33/ja4 Ha KaXZJ0M OKOHEYHOM yCTPOMCTBe paB-
HsJIOCh fecaTU. PazpaboTaHHas Mojesb «BO3AyX—
3eMJIsl» CHU3WJa oTpebieHre SHeprUU B CpeJHEM Ha
19 % no cpaBHEHMIO C TPAJUIIMOHHOM CEThbIO, @ ONTH-
MHU3UPOBaHHas MoJieJib 00ecrnednsa CHUKeHHe ellje Ha
4 %. /lns ceTH ¢ 60JIbIIMM YUCIOM Pa3BEPHYTHIX OKO-
HEYHBbIX YCTPOMCTB pas3paboTaHHass MoJeJb IN03BO-
JIsileT CHU3UTh NOTpebieHne 3HepTUX Ha 27 % 1o cpaB-
HEHMUIO C TPAJAULUOHHON MOJEJIbI0. ITO CBSA3AHO C BbI-
COKOU Harpy3Koi Ha Ha3eMHOE€ UCIIOJIHEHHE IPU NJIOT-
HOM pa3BepTbIBaHUU TPaJULIMOHHOU Mojenu. OTme-
THUM, 4YTO pa3paboTaHHas CxeMa BBITPY3KH, ecTe-
CTBEHHO, CHKaeT o611iee MOTpebJIeHre JHEPTHUMU.

3aZiep:KKa — BaXKHeHIINH oKa3aTesb CETH, aHa/IU-
3UpyeMblil B IIpoliecce OLEHKH ee QYHKLHMOHHUPOBa-
HuA. CpeJiHAA 3a/ep>KKa 06pabOTKH pacCMOTPEHHBIX
BBIYMCJIMTE/bHBIX 33/ja4 OblJIa U3MepeHa AJIs paHee
YIOMSAHYTBIX YeThIpex cucTeM. [Ipy 3TOM U3MeHAJI0Ch
YHCJIO Pa3BEPHYTHIX yCTPOMCTB, TPEOYEMBIX K PEILIEHHIO0
BBIYMC/IMTENbHBIX 33/la4 M KaTerOpUH NPHUJI0KEHHUH.

Ha pucynke 8 npepgcraBiieHa cpefHsAs 3aJepKKa,
Heo6xoauMasi JJid 06paboOTKU BBIYMCIUTENbHBIX 3a-
Jlay B KaXK/JJ0M M3 YeThbIpex pacCMaTPHUBAEMBbIX CUCTEM
C U3MeHeHUeM YUciIa 3a4ayY, TpedyeMbIX [IJisl BbIIIOJHE-
HUS KaXKJbIM OKOHEYHbIM yCTPOWCTBOM. JTH MOKa3a-
TeJid ObLIK onpefeneHbl A1 1000 TakuX yCTPOUCTB U
3a/ja4y NPUJIOKEHUH BTOpPOH KaTeropuu. PazpaboraH-
Hasl CHCTeMa «BO3/JyX—3eMJIsI», T. €, cucTeMa 3, obecme-
4yuBaeT 60Jiee BbICOKYI0 3QPEKTUBHOCTb CUCTEMBI 110
3a/lepKKaM, 4YeM TpaJULHOHHbIE CHCTEMBbl 06e3 rpa-
HUYHBIX BBIYHCJIEHUH U cucTeMbl ToJibKO ¢ G-MEC. 3To
noBbllieHHe 3¢ PEeKTUBHOCTU BO3pacTaeT C yBesuye-
HUEM YMC/Ia BBIYMCIUTENbHBIX 33/ja4 HA OKOHEYHbIX
ycTpoicTBax. BHeapenue cepBepoB A-MEC oGecrneun-
BaeT BBITPY3Ky BBIYMCIUTENbHBIX 33/1a4 U, TAKUM 06-
pa3oM, COKpalaeT obllee BpeMs, HEO6X0UMOe JJIsi
06paboTKK 3TUX 3ajay. boJsiee Toro, paspaboTaHHas
ONTUMHU3UPOBaHHAsA MOJeJb 0beclieduBaeT JOMNOJTHU-
TeJIbHOE CHUKEeHM e 3a/Iep>KKU B cpeJiHeM Ha 2,5 %.
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Fig. 8. Average Delay for Four Systems with Different Number of End
Devices

Ha pucyHke 9 nmokasaHa cpefiHss 3ajepxKa ob6pa-
O0TKHU 33/1a4 B KaXKJ0W CUCTEME U3 YeThIpeX paccMar-
pHBaeMbIX CUCTEM /IJIs UeThbIpeX KaTeropuil npuoxe-
HUHN. ITU 3HAYeHUsl ObLIM MoJydeHbl AJs ceTu ¢ 1000
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OKOHEYHBIX YCTPOUCTB U [JIeCAThIO 3a/jJadaMU Ha KaX-
JIOM M3 HUX. Pa3paboTaHHbIe CUCTEMA «BO3/yX—3€MJISI»
¥ ONTUMU3UPOBAHHAS CUCTEMA CHUXKAIOT CPEJHION0
3aJlep>KKy, He0OX0JUMYI0 A/ 06pabOTKU BBIYMCIHU-
TeJIbHBIX 33/1a4, 0COGEHHO YeTBEPTOHN KaTErOPHHU.
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Fig. 9. Average Delay at Different Number Computing Tasks

Kpome Toro, 6blla U3MepeHa CpefHssl 3ajJiepiKKa
JUIs1 YeTbIpexX CUCTeM C pa3HbIM YMCJIOM OKOHEUYHBIX
YCTPOWCTB, pe3yJibTaThbl IpecTaB/IeHbl Ha pucyHkKe 10.
JTH nokKasaTeJy O6bIJIM OLlEHEHbI AJIs CJIy4asi, KOorAa Ha
KaXk/I0M yCTPOMCTBe ObIJIO JleCATh 3a/ja4 BTOPOH KaTe-
ropuu. Kak nokasbIBalOT pe3y/1bTaThbl, C YBeJUUEHUEM
YyHcJla OKOHEYHBIX YCTPOUCTB TPaAULMOHHbIE MOJIeU
He MOTYT NOAJEePKUBATh TPeObyeMylo 3aJlepKKy, B TO
BpeMs KakK pa3paboTaHHas CHUCTEMA U ONTHUMH3HPO-
BaHHas CHCTeMa JJOCTUTAIOT CYLIeCTBEHHO 6oJiee BBI-
COKOU 3¢EKTUBHOCTH i1 obecliedeHUs] 3HAYEHUH
3aJlep>KKHY, [VIaBHBIM 06pa30oM B CLieHapUsX IJIOTHOTO
pa3BepThIBaHUS.
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Fig. 10. Average Latency for Four Systems with Different Number
of Computing Tasks for End Devices

TpeTbuM wucciefyeMbIM IOKa3aTesJeM SIBJISETCS
NPOLEHT 3a6JIOKHPOBAHHBIX 33Jja4, KOTOPBIH MOXHO
WCIO0JIb30BaTh B KayecTBe MepPbl AOCTYNHOCTH CH-
creMbl. Yucsio 3a6JI0KMPOBAHHBIX 33734 PUKCHPOBaA-
JIOCh /151 KQXK/I0W CHCTeMbl B pPa3HbIX ciy4vasax. Ha pu-
cyHke 11 mpejcraBJieH NMPOLEHT 3a6GJIOKMPOBAHHBIX
3a/ja4 JJIs1 YEThIPEX YIIOMSHYThIX CUCTEM NPU Pa3Jny-
HbIX 3HaYEHHUAX BbIUUCIUTENbHBIX 33/4a4 A5 OKOHeY-
HBIX yCTpoUcTB. C yBe/IMYeHHEM YK CJIa 33/ja4 IPOLEeHT
3a0JI0KUPOBAHHbIX, ECTECTBEHHO, YBEJHUYUJICS BO BCEX

YyeTbIpex CUCTeMax, YTO CBSI3aHO C HEXBATKOM BbIYHC-
JINTeJbHBIX pecypcoB. OflHAaKO MPOILEHT 3a6JI0KHUPO-
BaHHBIX 33/1a4 J/151 pa3paboTaHHOM CUCTEMbI «BO3/yX—
3eMJisI» MeHbllle, YeM y TPAJULMOHHBIX U Ha3eMHbIX
CUCTEeM. ITO CBAA3AHO C I0NIOJIHUTEJIbHBIMHU PeCypCaMHy,
NnpeJoCcTaBAseMbIMH CO CTOPOHBI BO3JYLIHOTO Cer-
MEeHTa CeTH.
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Fig. 11. Percentage of Blocked Tasks for Different Values of Computa-
tional Tasks for End Devices Tasks

Ha pucyHnke 12 npezacTtaBJ/ieHbl pe3yJibTaThl OLLeHKU
npoleHTa 3a6JI0KMPOBAaHHBIX 3a/ja4 [JIs1 YeThIpeX CU-
CTeM [0 YeThIpeM KaTeropusM npusoxeHuil. Kak no-
Ka3bIBalOT pe3yJbTaThl, NPOLEHT 3a6J0KUPOBAHHBIX
3a/la4d yBeJIMYMBAETCA A1 TpeThel U YeTBepTOH KaTe-
FOpUil MPUJIOKEHUH; OJHAKO 3TO yBeJUYEeHHUE MUHMU-
MaJIbHO JJIs1 pa3pabOTaHHOHW CHUCTEMBI «BO3JAyX—
3eMJIsI» U ONTUMU3UPOBAHHOMN CUCTEMBIL. ITO CBSI3aHO
C TeM, YTO [JiJisl 9TUX KaTeropui NpuioKeHu Tpedy-
10TCs1 60J1ee BbICOKHE BbIYUCIUTENbHbIE PECYPCHI, YTO
yMEHbIIAET BEPOSTHOCTb JIOKAJbHOTO BbINOJIHEHHS.
[IpensioxkeHHbIE pelleHUsT 06ecrneYrBaeT [OTOJIHU-
TeJIbHYI0 BO3MOXXHOCTb C MUCIOJb30BaHUEM pPeCypCcOB
BO3/YLIHOTO CErMeHTa CETU AJs1 BBIIPY3KH JAHHBIX,
CHWKasi BEpPOSITHOCTb GJIOKHPOBKH 33/,a4H.
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Fig. 12. Percentage of Blocked Tasks Depending on the Application
Category

Ha pucynke 13 npeacTaB/ieHbl pe3yJbTaThl MO 3a-
6JIOKMPOBAHHBIM 33/ia4yaM B IPOLEHTHOM COOTHOLIIe-
HUM [JI9 4eThIpex CUCTeM IpHU Pa3HOM KOJIMYecTBe
OKOHEYHBIX YCTpoMCTB. [lo Mepe pocTa yucaa Takux
YCTPOWCTB yBeJMYMBaAETCA BEPOSITHOCTb 6JOKUPOBKHU
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M3-3a BICOKOU Harpy3KH Ha JOCTyIHbIe pecypchbl. Of-
HaKo NIpeJjlaraeMble pelleHMs, KaK y»Ke OTMeyasoch
BbIllIE, 06eCHeYrBalOT JOMOJHUTENbHbIE PECYPCHI Ye-
pe3 BO3/YyIIHbIN CErMEHT CETH.
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Fig. 13. Percentage of Blocked Tasks for Different Number of End Devices
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Ha pucyHke 14 nokasaHbl pe3y/ibTaTbl MOJEJIUPO-
BaHUA JAJIs YeTbIpeX CUCTeM NPHU Pa3JMYHOUN MJIOTHO-
CTH yCTpOUCTB. [IpensioxkeHHble MOJie/Ib U METOJ, 110-
KasaJsiu 6osiee BBICOKYI0 3pEeKTUBHOCTb JJIs1 3HAYe-
HUH 33/lep>KKU BO BCEM Juana3oHe IJIOTHOCTH, 0CO-
6eHHO IpHY BbICOKOH MJIOTHOCTU Ha3eMHOU ceTH. [lis
ceTell CO CBEPXBBICOKOW MJIOTHOCTBIO TPaJULIMOHHbIE
Mozenu [oT He MOTYT LOCTUYb CBEPXHU3KOW WJIH AaxKe
HU3KOU 3a/iepkku. OHaKO NpeJJioKeHHble MOJeJb U
METOJ MOTYT MOJAAEPKUBATh NMPUJI0XKEHUSA C yJIbTpa-
MaJsIoH 3a/lepKKOU Jlaxke NPU CBEPXBBICOKOH NJIOTHO-
CTU Ha3eMHOU CeTH.
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3akK/r0yeHue

PelwreHa Hay4yHas npo6J/ieMa, OT/IMYAOLIAsACA OT U3-
BECTHBIX Te€M, UTO NpeAJI0KeHbl MOJieJlb U MeTO/| UH-
Terpalny rPaHUYHbIX BEIYHUCJIEHUN B CTPYKTYPY CETH
«BO3JyX—3eMJisl» A ceTed UHTepHeTa Beweil BbicO-
KO U CBEPXBbICOKOU MJIOTHOCTH, OCHOBaHHbIE HA WH-
TerpajibHOM pellleHHWH 33/]a4 10 pPa3MellleHUI0 IPaHuy-
HbIX cepBepoB Ha BIIJIA u onTHMU3aLUK CTPYKTYpPhI
CeTH C MCI0JIb30BaHWEM META3BPUCTUYECKOT0 aJro-
pUTMa «pOsi CaIbII».

Jlns pellleHHMs Hay4yHOW 3aJjayd UHTerpaluu rpa-
HUYHBIX BbIYUCJEHUH B CTPYKTYpPy Ce€TH «BO3AyX-—
3eMJisi» sl ceTell MHTepHeTa Bellleld BbICOKOW U
CBEPXBBICOKOH MJIOTHOCTHU pa3paboTaHa MOJIENb CETH,
OTJIMYAIOUIASICA OT U3BECTHBIX TEM, UTO [JIJIsl yMeHbIlle-
HUS 33JIEPKKU U IHEPTrONnoTpebieHHUs] B TaKOU CETH
npeaaoxeHo ucnosb3doBaTb MEC Ha BIIJIA, a cBs3b
Me/ly Ha3eMHbIM U JIETAIOLIMM CETMEHTOM obecneyu-
BaTb C HUcloJb30BaHueM NOMA.

JU1a peleHMd 3afaYd MHUHUMHU3ALMMU 33JepKKU U
3HepromnoTpebjieHUs1 B pa3paboTaHHOM MoJead Hpea-
JIOXKeH MeTO/Ji BbIIPY3KHU TpadrKa C Ha3eMHOM CeTH Ha
MEC nHa BIIJIA, oT/IMYarolmuicsa oT U3BECTHBIX TEM, YTO
npoueAypa BeIrpy3KU TpaduKa sIBJISETCS TPEXypOBHe-
BOW, IPUYeM Ha OKOHEYHBIX YCTPOUCTBAX UCMOJIb3YeTCA
MIPOrpaMMHBIN TPOGUIMPOBILIVK, KOTOPBIM ONpeseseT
CJI0’KHOCTb BBIYMC/ISIeMOM 3a/la4yy U 10 pe3yJibTaTaM ero
paboTbl MeXaHW3M NPUHATHS pelLleHdus ompejessieT
Heo0X0AUMOCTb BBIrpy3kH Tpaduka. Kpome Toro, Ha
BTOPOM YpOBHe nponeayphbl cepBep BIIJIA, Ha KoTopbIi
BBITpYKaeTcst TpPapHUK, MOXKET B YCIOBUSAX HEJOCTATOY-
HOTO 00'beMa PecypcoB NMPUHSTH pelIeHUe BbITPY3UTh
Tpaduk Ha cepep fgpyroro BIIJIA.

Jlyis1 perieHUs1 HAYYHOU 3aJla4M ONITHMU3AI[UU CTPYK-
TYpbI CETH «BO3/yX—3eMJIsI» JJis ceTell UHTepHeTa Be-
e BbICOKOW U CBEPXBBICOKOW IJIOTHOCTH, B OTJIMYUE
OT U3BECTHBIX pellleHuH, IJisT MUHUMU3aLUU 33/IePXKKU
U JHepromoTpebseHUs NpPU BbIrpy3Ke Tpaduka c
Ha3eMHOU CeTH Ha cepBepbl 'PAHUYHBIX BbIYHCIEHUN
BI1JIA 6b1s1 pa3paboTaH MeTa3BPUCTUYECKUN aITOPUTM
Ha OCHOBE XaOTUYECKOT0 «POsi CAJIbII».

Pe3y/sibTaTbl MOZieIMPOBAaHUSA 0Ka3alH, 4YTO paspa-
O60TaHHble MOJie/lb U MeTOJ, UHTerpall PaHUYHBIX
BBIYMCJIEHUH B CTPYKTYPY CETH «BO3JYX—3eMJISA» JJIs
ceteil UHTepHeTa Beleil BBICOKON M CBEepPXBBICOKOM
IJIOTHOCTH 06eCreyrnBalOT YMEHbIIEHNE 3aJePKKHU /10
60J1ee, 4eM B 2 pa3a 10 CpPaBHEHMIO C CeTbI0 6e3 UCTI0JIb-
30BaHUsl TEXHOJIOTUM TPAaHUYHBIX BbIYMCIEHUH U Ha
30-40 % no cpaBHEHMIO C CeTbI0 C UCIOJIb30BaHUEM
TOJIbKO Ha3eMHbIX I'PAaHUYHBIX BbIYMCJIeHUH. Kpome
TOT0, UCNI0JIb30BaHUE ONTUMHU3ALU Ha OCHOBE METa3B-
PHUCTHUYECKOTO XaOTUYECKOTO «POsI CAJIbI» AAeT JOMOJI-
HUTEJbHBIN BIMTPBILI 0K0J10 10 % 1o cpaBHEHHIO C UC-
M10JIb30BaHMEM HEONITUMHU3MPOBAHHOIO aJITOPHUTMa.

Takum 06p330M AOCTUTaeTCAd YMEHbIIEHHe SHePIo-
l'IOTpe6J'IeHI/IH A0 60]’[66, 4yeM B 2 pa3a 1o CpaBHEHHIO C
ceThbl0 6€3 HCNO0JIb30BaHUSI TEXHOJIOTHUH FpaHHUYHbIX
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BblYMceHUN. KpoMe TOro, ucnoJsib30BaHre ONTHMHU3a-
MM Ha OCHOBE META3BPHUCTHUYECKOTO XAaOTHUYECKOTO
«posi cajJbll» JJaeT OMOJHUTEJIbHBINA BBIUTPHII B 5—
10 % o cpaBHEHUIO C UCNOJIb30BAaHUEM HEONITUMHU3U-
POBAHHOI0 aJTrOPUTMA.

PesysbTaT paboThI MOKa3au YMeHbLIEHUE IO 3a-
0JIOKMPOBAHHBIX 33/la4 1O BBIFPY3Ke Tpaduka B Je-
CATKH pa3 [0 CPaBHEHUIO C CEThbIO 6€3 HUCN0JIb30BaHUSA

CnUCOK UCTOYHHKOB

TEXHOJIOTMI rPaHUYHBIX BbIUYKCIEHUH, B Pasbl 10 CpaB-
HEHMIO C CEThIO C UCMOJIb30BAaHUEM TOJIbKO Ha3eMHbIX
IPaHUYHbBIX BbIYMCJIeHUH. Hcrosib30BaHUE ONMTHMMU3A-
MM Ha OCHOBE METa3BPUCTHUYECKOT0 XaOTHUYECKOTO
«pOsi CasIbII» He IaeT NPaKTUYeCKU 3HaYUMoro 3adpdekra
10 CPaBHEHUIO C HEONTUMU3UPOBAHHBIM aJITOPUTMOM.

OnpeseneHbl 3aBUCUMOCTH 3HAYe€HUH 3aJlepiKKH,
3HepronoTpeb6/eHus U 1011 3a6JI0KUPOBaHHbIX 3a/ia4
10 BBITpY3Ke TpadHuKa.
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BBeaeHue

[IporHo3vpoBaHue 3HepreTUYECKUX [apaMeTpOB
pasuoTpacc fBJSETCA aKTyaJbHOW 3aZjlayeld, BO3HU-
Kawulel B pouecce NJIaHMPOBaHUSA pajuoceTel pas-
JINYHBIX YaCTOTHBIX IUANIA30HOB, B TOM YHCJIEe U AUa-
nmasoHa o4yeHb HU3Kux yactoT (OHY) [1,2]. C atoit
L|eJIbI0 UCHOJIb3YIOTCSl KaK BOJIHOBble METOJUKH, Ja-
I0ll[Me CTPOroe pelleHUe PaCHpOCTpaHeHUs paJiho-
BOJIH B BOJIHOBOJe, 06pa3oBaHHOM cdepuyecKUMU
MOBEPXHOCTSAMU 3eMJU U HoHOCPephl [3], Tak U cKau-
KOBbI€ METO/AUKH, MIPE/ICTABJIAIOINE HAPS>KEHHOCTh
[0J1s1 B TOYKE NMpUeMa B BUJ€ CYMMbl HECKOJIBKHUX JIy-
Yyel (MOJ) € pa3HbIM KOJIMYECTBOM CKAa4YKOB M 3€MHOM
BOJIHHI [4]. Ec/iv /151 yueTa XapaKTepUCTUK MOHOChe-
pbI U MO/ CTUJIAIOIEeNl TOBEPXHOCTU BOJIHOBblE METO-
JUKU OOBIYHO IMOJIb3YIOTCA 3HAYUTEJNbHbBIMU MpHU-
GJIDKEHHUSIMU peasIbHbIX XapaKTEePUCTHK, YTO CBA3aHO
€ 0COGEHHOCTSIMU peLIeHNs] BOJHOBBIX YPaBHEHUH, TO
CKAuKOBble METOJUKHU 006J1aJJlaloT 6oJsiee NMPOCTHIMHU
aJropuTMaMM yd4yeTa YKa3aHHBIX MapaMeTpoB. JTO
JlaeT BO3MOXXHOCTb B MOJIHOW Mepe UCI0Jb30BaTh
CTaHJapTHY10 MoJesb HoHOochepnl [5-7] u uudpoBbie
KapThbl O/ CTU/IAOILEeN TOBepXHOCTH 3eMuH [8, 9].

CraHgapTtHasg Mogzenb uoHocohepnl (IRI, ab6p. om
aHes. International Reference of Ionosphere) - aTo
MeX/yHapoJAHBbIA IMPOEKT, crnoHcupyeMblii Komure-
TOM 1o KocMudeckuM ucciaegoBanusiM (COSPAR) wu
MexayHapoAHBIM coro3oM paguoBemanus (URSI).
YKasaHHble OpraHU3anUy CO34aMH pabodyro rpynmy,
B KOTOPYIO BOIIJIN NPECTABUTENN PA3JIUIHBIX CTPaH,
B TOM 4ucse u u3 Poccuu. B koHne 60-x rogoB 6bl1a
CO3/laHa 3MIMpUYecKas CTaHAapTHasi MoJesb HOHO-
chepbl HA OCHOBe BCEX JOCTYNHbIX UCTOYHUKOB JjaH-
HBIX. BBINyI[eHO HECKOJIBKO BapHaHTOB MoJesu. s
JAHHOTO MeCTOIOJIOKeHUsA, BpeMeHU U fgaTbl [RI
NpeJoCTaBAseT CpefHEeMeCsSYHble 3HAYEHHUs 3JIeK-
TPOHHOW IJIOTHOCTH, 3JIEKTPOHHOM TeMIepaTyphl,
TeMIlepaTypbl MOHOB U COCTaBa MOHOB B JAMalla3oHe
HOHOChEPHBIX BBICOT, KPUTHYECKUE YAaCTOThl U APY-
rve laHHbIe.

LudpoBble KapThl 3JEKTPUUECKUX XapaKTEPUCTUK
noActunarwueit nosepxHoctu 3emau B OHY-puana-
30He MpPEeACTABJSIOT CO60M HAGOP YUCIOBBIX MacCU-
BOB C reonpuBsa3Kod. 061mas MeToAuKa GpOpMUPOBA-
HUs UGPOBBIX KAPT U3JI0XKeHa B cTaThbe [9].

B ckaykKoBBIX MeTOAMKaX XapaKTePHUCTUKH HOHO-
chepbl ¥ NMOACTUIANOIENA MOBEPXHOCTH 3€MJIU Y4U-

TBIBAIOTCS C MOMOILIbK COOTBETCTBYWIIUX K03)du-
nueHToB oTpaxeHus [10]. KoadounuenTtnr oTpaxke-
HUS OT MOHOCOeEpPHI NMOJYYAIOTCI HAa OCHOBE 3MIHUPHU-
YeCKHX JAHHBIX, alIPOKCUMUPOBAHHbIX QYHKIHUAMH,
3aBUCAIIMMU OT HHJEKCa COJHEYHOW aKTHBHOCTH
F10.7, kocuHyca 3eHuTHOTrO yrJa CoJiHIa B TOYKE OT-
paXKeHHUs COS Yy Y NPOU3BEJEHHS] YAaCTOThI 3JIEKTPO-
MarHUTHOM BOJIHBI Ha KOCHHYC yrJla HaZleHWs Ha
rnoHocoepy fcos i.

Kpome k03 PuLIeHTOB OTpaXkeHUsI OT IMOBEPXHO-
CTU 3eMJIM, XapaKTEPUCTUKU MOACTUIAOLEN NOBEPX-
HOCTU BJIMSIIOT TaKXXe Ha JyarpaMMy HalpaBJIEHHO-
CTH Nlepejarollleld U IPUeMHON aHTEeHH, YTO YYUThIBA-
eTcsl C MOMOLIbI0 MONMpPaBOYHOro K03dPuLEeHTa aH-
TeHHbl. PeKOMeHJ0BaHHbIN cHoco6 pacueTa, NpUBe-
JeHHbIN B [10], faeT ToJIbKO MOAYJIb KO3POULMEHTA],
B TO BpeMs Kak Jpyrue crnoco6sl [11, 12] npexcras-
JIeHbl JIU60 TAGJUYHBIMH, JIUOO rpadUYeCKUMU pe-
3yJbTaTaM{, YTO He IMO3BOJISIET UCIOJIb30BaTh HUX B
aBTOMaTH3WPOBAHHBIX METOAUKAX. YKa3aHHbIE He/l0-
CTaTKHU ONpeJeSoT LeJib CTaThbU, KOTOpas 3ak/ya-
eTcsl B pa3paboTKe aBTOMATU3UPOBAHHON METOAUKHU
ydyeTa BJIUSIHUS HapaMeTpoB chepuvyecKodl MHOACTH-
JIaloIIed MOBEPXHOCTU C KOHEYHOW MPOBOAMMOCTHIO
Ha XapaKTepUCTUKH aHTEHH Ha pajuoTpacce Juama-
3oHa OHY, mo3Bosdmouel paccYUTBIBaTb MOAYJIb U
apryMeHT NONPAaBOYHOr0 aHTEHHOTO Ko3dduImeHTa.

MeToauka

B cooTrBeTcTBUH c [11, 13] nonpaBo4YHbIHA K03bdu-
LUEHT aHTeHHbl, pacrnoJioKeHHON Ha cdepuyeckoi
MOBEPXHOCTHU C KOHEYHOH NMpPOBOAMMOCTBIO, paccyu-
TBIBAETCS Yepe3 NapaMeTp NOTeph:

A = 8(ka)'/3, (1)

rae & = \/2meyf /20; €y — 3MeKTpUUecKass MOCTOSTHHAs
(®/m); f - yactoTa (I'y); o - npoBogumMocThb (CM/M);
k= 2711 A- AauHA BOJIHBI B BakyyMme (M); a = 1,25;
R, = 8495000 - sddexTuBHBIN paguyc 3eMJH TNpH
HOpMaJIbHOUM pedpakuuu (M); AUIJIEKTPUYECKUN Na-
paMeTp onpeiessieTcs 0 BhIPAXKEHHUIO:

£

oO=—=7 2

(60moa)?/%’ (2)

rje € - OTHOCUTe/bHAd AU3JIeKTpUYecKas MpoHHUIlae-
MOCTb.

'paduky nmapamMeTpoB A U o TOKa3aHbI HA pUCYHKe 1.
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Puc. 1. Koa¢ppunmeHT noreps (a) u gusjieKrpudeckuii kKoappunueHr (b)
Fig. 1. Loss Factor (a) and Dielectric Factor (b)

JJ1 pacyeTa BeJMYMH € U G Ha OCHOBe LIH(POBBIX
KapT [9] TpebGyeTcs He TOJIBKO OlpejiesieHne KOOp/U-
HaT TOYKH DACMOJIOXKEHUsI NepefjaTyrMKa WM MpUeM-
HUKa, HO U OTpe/ieJIeHHOW 06J1acTH 3eMHOM MOBEPXHO-
CTH, OKpY»alolllel 3Ty TOYKY U y4yacTBywlleill B pop-
MHUPOBaHUU 3JIEKTPOMArHUTHOH BoOJIHBL Eciu yroa
MecTa 0, T. e. yroJl Mexx/Jly HallpaBJeHHeM Ha TOYKY OT-
paxkeHUs1 OT MOHOChEPHI M KacaTeJbHOW K MOBEPXHO-
CTH 3eMJIH, ABJIIETCS HEOTPHULATENbHBIM, TO C YKa3aH-
HOM 1Le/bl0  BblJE/NseTC 006/1acTb ITPOCTPAHCTBA,
y4acTBylollasl B epeiaye 3J1eKTPOMarHUTHOM BOJIHBI,
KOTOpasli B COOTBETCTBUM C HNpPHUHLUIOM [lodreHca-
@®penens npefcTaBisieT coboil anuncous. B ¢pokycax
3JUIMIICOMJA HAXOAATCSA TOUKM INepefayd WU HpuéMa
[14-16]. O6sacTh, BAMAKINAA Ha pPaCIpPOCTpPaHEHHE
3JIEKTPOMarHWTHOW BOJIHBI, SIBJISIETCS CEYEHHUEM 3JI-
JIMIICOW/Ia 3eMHOM NOBEPXHOCThIO. [IpeHe6perast Kpu-
BHU3HOU 3eMJIM, MO’KHO CYUTATh 3Ty 06/1aCTh 3JIJIUIICOM.
Bosibas mosyock, Masiast OJIyoCh 3JJIMIICA U CMellle-
HUEe TOYKH IlepecedyeHUs] OCH 3JUIMICA ¢ 3eMHOU Mo-
BEPXHOCTBIO ONPEAEAITCSA U3 BbIpaxkeHUH (3-5).

B RJAR(AR +12h1hy)

2a = ; 3
AR + 3(h, + h;)? (3)
oh = VAR(AR + 12h1hy) @

3[AR + 3(hy + hy)?]’

R h, — hy
C =

3(h1+h2)2 ! (5)

2(hy + hy) [1 Rt ]

rae R - paccTosiHUe MeX/ly TOYKaMH OTpaXkeHUs (KM);
A - IJKHA BOJIHBI HA 33/laHHOM YacToTe (kM); hy, h, -
BBICOTBHI TOYeK oTpakeHus (km); h; = 0 - gja nmepe-
Jlarolleit aHTeHHbl; hy, = 0 - /1 IpUeMHOMN aHTEHHBI.

Ecsiu yros MecTa 8 oTpuLaTeIbHBIH, TO IPU pacnpo-
CTpaHEHUU PaZHOBOJIHBI HAG/IIOAAETCSI MEXaHU3M TaK
Ha3bIBaeMOI'0 «IpPOCKaab3bIBaHUs» [17], T.e. 4acTb
MyTH JIyd MPeoJ[0JIeBaeT BAOJIb 3eMJIH AUPPAKLHUOH-
HOM BOJIHOM M 4YacTb NYTH - 110 NPSIMOJUHEHHON Tpa-

eKTOpHUU HOHOChepHOU BoIHOU. B aToM ciy4dae 60J1b-
1asi OCb 3JJIUICA TPUHUMAETCS paBHOM AUPPAKLHOH-
HOMY CerMeHTy TPaeKTOpHH, a Majas N0JIyocb — pac-
cuuTbiBaeTcs o opmyse (4) npu hy = h, = 0.

[locsie Toro, Kak MOJy4YeHbI 3JeKTPUUECKHE XapaK-
TEPUCTHUKH MOACTUJIAIOLIEH MOBEPXHOCTH U BBIYMC-
JIeHbI TTapaMeTphl A U O, pacCUUTHIBAETCS NMONPABOY-
Hbll aHTeHHbIN K03$PULHEHT, KOTOPbIN [/ paccTo-
SIHUSA, He NPEeBBIIIAIOLIEr0 IPaHUIy ONTUYECKOIo ro-
pPHU30HTa, onpejeseTcs no opmy.e:

e—LXt

N A ORITAG R (6)

1 1
raeX = (kz—a)3 ;q = —i (kz—a)s T]?O; W, (t) - uHTerpan ipy;
Z /Mo - KOMIJIEKCHBIH TapaMeTp, onpejesisieMbli uepes
MOBEPXHOCTHBIM MMIeEJAHC Z, NPUOJU3UTEIBHO paB-
HbIi BOJIHOBOMY CONPOTHUBJIEHUIO Cpefpbl, U1y = 120T.
KoHTyp uHTerpupoBaHus ' mpoxoguT U3 6€CKOHEYHO-
CTM BJOJb KpUBOH e~™/3 1o Hyna M yXOAUT BAOMb
JleiCTBUTE/IbHOM 0CU B 6eCKOHe4YHOCTh [11].

e —ika6

F =

WHTerpasbl IWpU MOTYT ObITH BEIYUC/IEHBI IO $op-
MyJIaM:

. L E =
Wi(t) = —ie 3 §t§ [ge th], (7)
o _am M oy [2 _@m 3
Wi(t) = —ie 3 EtHE [ge th], (8)

3
rae Hl(z) [z] n Hz(z)[z] - OyHKIMM XaHKeJs BTOpOro

3 3
poaa nopsaka 1/3 u 2/3, COOTBETCTBEHHO.

3a mpejesaMu 06J1aCTH TeOMeTPUYECKOH ONTHKHU
aHTEeHHbIN KO03)PUIUEHT CBOAUTCSA K 6€CKOHEYHOMY

psafy BUJA:

1
e —i(ka)30tg

[ee]
1 _ . —ika®
F' = —2i/me 5

5=0 (ZETS - qz) Wy (Z%TS)’ ©)




Proceedin

I/le T, - KOPHH CIelHalbHOr0 ypaBHeHUs PUKKaTH: B 6/10ke 8 moJIyyeHHbIe MapaMeTphl JUIHICA Tpe-
v . 06pa3yloTca B OGBEKTHI TeONpUBA3KH geoshape.
Tt +1=0. (10)  Mocne yero mo kapTaM 3/eKTPHYECKUX INapaMeTPOB

MO CTU/IAOINEN TTOBEPXHOCTHU BBIYUCASIOTCA 3dPdek-
Metonyka peannsosana B Bujle ckpunta Matlab v rypypie snavenns € u o [9]. [las aToro HaiisenHble
NOKA3aHa B Ka4ecTBe 6JI0K-CxeMbl HA PUCYHKe 2. T10- 5y ynryveckue o6acTu mpeoGpasyloTcss B pacTpo-

Cne 3amycka CKpUINTA 3arpyarmTc CTPYKTYPBl  pgyie  Macku MOCPeACTBOM ~ GYHKUMH —vec2mtx
PtsStruct u DiffErr ¢ UCXOAHBIMU JAHHbIMHU, KO-

Topble POPMUPYIOTCA B COOTBETCTBUM C YaCTHBIMU
MeToauKamu [16, 18]. [lasee mocienoBaTeJbHO OT-
KpPBIBAIOTCS LMKJbI 10 MaKCHUMaJbHOMY y4YHUTbIBae-
MOMY KOJIMYECTBY CKAa4KOB (MOJ), KOJIMYECTBY pac-
CYUTBHIBAEMBIX YAaCTOT U YUCJIY CKAuKOB B MoJe. B
6J10Ke 5 ImpoBepsieTCs yCJIOBUE HaMW4yud Audpakiu-
OHHOTO MNyTH, B 3aBUCHUMOCTH OT 4ero BbIGHMpaeTcs
crnoco6 pacyeTa 06/1aCTH, CylLleCTBEHHO BJIMAIOILEN Ha
XapaKTePUCTUKHA aHTEHHbl INPU PacCnpoOCTPaHEHUHU
JMB 3asaHHOM 4aCTOTHI IPU 3aJJaHHOM yTJle MeCTa —
610k 61 7.

(6510 9). C moMoOIIbI0 MAcOK Ha PACTPOBBLIX KapTax
3JIEKTPUYECKUX XapaKTepPUCTUK NOJACTUJ/AIOIeN Io-
BEPXHOCTH BBIJIEJIAIOTCA MacCHUBBI BEeJIMYMH € U O.
B kauecTBe 3¢ PEKTUBHBIX 3HAYEHUM HCIMOJIb3YIOTCS
MeJlMaHHble 3HAYeHHUs] MPOBOJAUMOCTU U JJU3JIEKTPU-
YeCKOW NMPOHUILAEMOCTH, HAa UX OCHOBE C IOMOILbIO
dyHKIMU FresZonesCalc pacCYUTBIBAIOTCA NONpa-
BOYHbIE aHTEeHHbIE K03 dunuenTs! (610K 10). [Tocre
3aBepIleHUs pacyeToOB BCe JaHHble 3aMMCHIBAIOTCA B
CTPYKTYpy FresZones.

PtsStruct — cTpykTypa, cogepxatias McxoAHble AaHHbIe
[nsi pacyeTa u pe3ynbTaTbl pacyeTa TPAaeKTOPHbIX NapamMeTpoB
TPaccChl MCXOAA U3 YCIOBUS PaBHbIX ANUH CKaYkoB [16].
DiffErr — cTpykTypa cogepxallas, yTouYHEeHHble TPaeKTOpHbIe
BBOA UCXOAHBIX napamMeTpbl TPacchl, paccYuTaHHbIe NCXOAS U3 YCIoBUS

famHbIx | T TTTTTT paBHbIX yrros mecta  [18].

l i=1:PtsStruct.numHops CZ?

f=1l:numel (... g
PtsStruct.fregs)

I
j=1:1 @

lefPathInd

OnpepeneHve napameTpos obnactn OnpepgeneHne napameTpog obnactu
Bnusiowet Ha PPB npu andpakunoHHom Bnusiowwen Ha PPB, npu noHocdepHom
pacnpocTpaHeHun SMB pacnpocpaHeHun SMB

FresZones. (hopXX) .TxAntZone FresZones. (hopXX) .TxAntZone
FresZones. (hopXX) .RxAntZone = FresZones. (hopXX) .RxAntZone =

A @

FresZones. (hopXX) .TxAntZone.
geoshape{f, j}=geoshape(...)
FresZones. (hopXX) .RxAntZone. Y
geoshape{f, j}=geoshape (...) j==i

I !

Sigma2=vec2mtx (geoshape{f,j}, ... f==numFregs
Sigma,RefCellObj) *
Eps2=vec2mtx (geoshape{f,j}, ...

Eps,RefCellObj) i==numHops

l FresZones
10
FresZones. (hopXX) .TxAntZone.

FantIndex (f, j)=FresZonesCalc(...)
FresZones. (hopXX) .RxAntZone.
FantIndex (f, j)=FresZonesCalc(...)

Puc. 2. Byiok-cxeMa METOAUKH y4YeTa BJIMAHUS NapaMeTPoB chepruuecKoii NoACTI/IaIIei IOBEPXHOCTH
C KOHeYHO¥ NPOBOAMMOCTbIO HA XapaKTePUCTUKH aHTEHH

Fig. 2. Flowchart of the Methodology for Accounting the Influence of Parameters of a Spherical Underlying Surface with Finite Conductivity
on Antennas Characteristics
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PeSy.J'll:TaTl:l H BbIBO/JbI

[Ipumepsl pacyeTa MoAy/s W aprymMeHTa IoIpa-
BOYHOTO aHTEHHOTO K03¢PHULIeHTA [/l YCJIOBUN 0 =
= 5CmM/M, € = 80 1/M nokasaHbl HA PUCYHKe 3.

C noMoluipl0 pa3paboTaHHONH METOJUKU MPOBeAEHbI
pacyeThbl NONPABOYHbIX aHTEHHbIX KO3 PUIUEHTOB J1Jis
pagdoTpaccbl ¢ HavyaJoM B Touyke 54,4504° c.ui,
26,7811° B.1. ¥ KOHIIOM B Touke 23,3869° c.i1., 63,5690°
3.4. Ha pucyHke 4 mokasaHbl 06J1aCTH HOJICTUJIAIOLIEN
MOBEPXHOCTH, BJIMSIOIINE Ha XapaKTEPUCTUKU Tepesa-
oled U NMpPUEMHOW aHTEHH COOTBETCTBEHHO [Js 5
CKa4yKOBOrO Jiyya ¥ paboyeil yactoThl 3 K['L. L|BeTOBbIM
rpaZiieHTOM Ha pUCYHKaX 0603HauyeHa MPOBOIUMOCTb.
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15-cKayKOBBIX JIydell Ha 3aJJaHHOU pajuoTpacce. Kak
BUJHO U3 TabJiul, pU GoJiee MOJIOTUX TPAEKTOPUSX,
T. €. IPY MeHblIeM KOJIMYECTBE CKa4KOB, BJIUsSHUE M0/ -
CTUJ/IAIONlell MOBEPXHOCTU C KOHEUYHOM NpPOBOAMMO-
CTb10, IPUBOJUT K 6OJIbLLIEMY 3aTYXaHHUIO 3JIEKTpoOMar-
HUTHOH BOJIHBL CyIleCTBEHHOE, HO MEHbIIIee BJIUSHHUE,
OKa3bIBaeT [AW3JEKTpUYecKass MPOHULIAEMOCTb MOJ-
CTUJIAKIeNd NOBEepPXHOCTH. [l mepejarolied aHTeEH-
Hbl, PaclloJIOKeHHOH Ha Cyllle, MOJAYJ/b MOIPAaBOYHOTO
koadpouumreHTa Ha 3-9 % HuKe, yeM [AJIS IPUEMHOMN
aHTEeHHbI, pacloJIO)KeHHON Ha NMOBEPXHOCTH MOPCKOM
BOJIbI.
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Fig. 3. Magnitude (a) and Argument (b) of the Correction Antenna Coefficient
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Fig. 4. The Area of the Underlying Surface That Affects the Characteristics of the Transmitting (a) and Receiving (b) Antennas
at the 5-Hop Electromagnetic Wave Propagation with the Frequency of 3 kHz
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TABJIMLA 1. [lonpaBoYHbIe aHTEHHbIE KO3 PUIMEHTBI
JAJIA nepejaonieil aHTeHHbI

TABLE 1. Correction Antenna Coefficients for the Transmitting Antenna

TABJINLIA 2. [lonpaBo4Hble aHTEHHbIE KO3 PHULMEHTBI
JAJIS1 NPMEeMHOM aHTEHHBI

TABLE 1. Correction Antenna Coefficients for the Receiving Antenna

Napamerp YacToTa, KosmmyecTBo cKayKoB J1y4ya Napamerp YacToTa, KosnyecTBo cKayKoB J1y4a
Kl'y 5 10 15 KI'y 5 10 15
o, CM/M 3-30 0,01 0,01-0,003 0,003 o, CM/M 3-30 5,67-5,70 5,70-5,71 57
g, 1/m 3-30 8,3 8,3-5,4 54 g 1/m 3-30 69,35-69,23 | 69,22-69,20 | 69,21-69,19
3 0,74 0,91 0,95 3 0,76 0,91 0,98
|Fyl 10 0,75 0,92 0,96 |F| 10 0,77 0,97 0,99
30 0,75 0,90 0,93 30 0,81 0,99 0,99
3 -0,06 2,69 1,0 3 1,22 3,68 2,28
arg(F;), rpaz 10 -1,50 -1,13 -1,16 arg(F,), rpag, 10 1,89 2,53 0,97
30 -5,54 -4,17 -3,6 30 2,74 1,23 0,52

PaspaboTtaHHass METOAMKA MOXET ObITh UCIOJb30-
BaHa /JIs pacyeTa NONPAaBOYHBIX aHTEHHBIX K03ddu-
[MEHTOB NpPH pacyeTe 3HEPreTHYECKUX NMapaMeTpPOB
pafuoTpacc CKAYKOBbIMH METOAAMHU.

Kpome Toro, c noMo111b10 NIONPaBOYHOTO aHTEHHOTO
K03 dUIMeHTa pelraeTcss pSAA YaCTHBIX 33/a4, TAKUX
KakK ompejie/ieHre YPOBHS HANPSKEHHOCTH 3JIEKTPO-
MarHUTHOTO MOJISI Y HW)KHEro Kpasi HOHOChephl npu
M3BECTHBIX XapaKTEPUCTUKAX H3JydaTesis, YPOBEHb
10Jisl, U3MePeHHbI NPUEeMHON aHTEeHHOH, Majaoliei
BOJIHBI, 2 TaK)Xe JuarpaMMa HalpaBJeHHOCTH aHTEH-
HBI C yYeTOM KOHEYHOU MPOBOJUMOCTU ChepruyecKon
MOJICTUJIAIOILEN TOBEPXHOCTH.

CnUCOK MCTOYHUKOB

[lepcieKTHBHBIM HallpaBJeHUEM JiIsI IPOJOJDKe-
HUS UCCIEe[0BaHUSA C TOYKH 3pEHUs] peasn3alyu Ma-
IIMHHBIX aJITOPUTMOB SIBJISETCS CIOCO6 ONpesiesleHUs
06J1acTy, yyacTByoleld B OPMUPOBAHUHU AUarpaMMbl
HaNpaB/IeHHOCTH aHTeHHbl. XpaHeHUe NMOJHON Lud-
pPOBOHM KapThbl MOACTUJIAIOIIEN NOBEPXHOCTH B 3aBU-
CUMOCTH OT ee paspelleHHUs MOXKeT 3aHUMaThb /I0 He-
CKOJIbKUX TUTA0alT B ONepaTUBHON MaMATH, IO3TOMY
ee 00paboOTKa 3aHUMaeT JAJUTeJbHOe BpeMs (mpu
MPOBE/JIEHUH CEPUU PACYETOB — JI0 HECKOJIbKHUX YaCOB).
llesilecoo6pasHo npopaboTaTk BONPOC NpeABapUTeEb-
HOTO BblJleJIeHUs1 yYacTKa KapThl, MOAJexallero oo6-
paboTke (Taisia), KOTOPBIN OYyAeT 3arpy»kaThbCs U 00-
pabaThIBaThCS OT/EJbHO OT 0611ei KapThl.
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Abstract: This paper presents a developed system for testing the accessibility of the virtual machine deployment
service in the cloud. The methods used for monitoring cloud systems based on open-source solutions such as
Kubernetes, Prometheus, and Selenium are discussed. The key stages of the system design are described, including
requirements gathering and analysis, architecture, and implementation features. This system allows for the
prevention of potential issues before they arise, as well as increasing IT service reliability. Integration with open -
source systems helps to reduce the cost of system development and operation and speeds up implementation time.
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AHHOTauMA: B daHHoll cmambe npedcmas/eHa pa3pabomaHHas cucmema mecmuposarus docmynHocmu cepau-
ca pazeepmul8aHuUsl BUPMYANbHLIX MAWUH 8 0b.1ake. PaccmompeHrbl Memodbl, Ucno1b3yemsle 019 MOHUMOPUH2A
06/1a4HbIX cuCmeM Ha OCHOBe peuwleHUll C OMKpbIMbIM UCX0OHbIM Kodom (om aHea. Opensource), makue Kak
Kubernetes, Prometheus u Selenium. OnucaHbl KAK4egble 3mansl NPOEKMUPOBAHUSL CUCMeMbl, A UMEHHO c60p U
aHa/aus mpebosaHuli, apxumekmypa, a makijce 0co6eHHocmu peaauzayuu. /JaHHas cucmema nosgoisiem npedy-
npedums 803MOJCHble NPob.1eMbl 00 UX BO3HUKHOBEHUS, d MaKice nosblcums HadexcHocmb cepauca. Mnmezpayus
€ cucmemamu Ha OCHOB8e OMKPbIMbIX UCXOOHbIX KOO08 N0380./151em YMEeHbWUMb CMoUMOCMb paspabomku U 3Kc-
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njayamayuu cucmembvl, d makie yCKOpumMs Cpoku 8HedpeHust. [JaHHas cucmema makyce Moxcem 6bimb 6bICMPO
adanmupoeaHa u HaCMpoeHda ¢ yyemom KOHKpemHbix nompe6Hocmetl. [lis aHaau3a yeaecoobpasHocmu nocmpo-
eHuUsl cucmeMbl 6bL1a COOPAHA NPOU3BOACMBEHHAS] CMAMUCMUKA pe3epaupos8aHuli 8UpmyasbHblX MAWUH C NOMO-

Wb cucmemsl MOHUMOpUHZa Prometheus.
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Introduction

Cloud providers offer various types of services, such
as hosting virtual machines, data storage, databases,
analytics, and more. Typically, access to these services
is provided both through a web interface and an API
(Application Programming Interface) - a set of inter-
faces for software integration with services via various
protocols. Monitoring the availability and performance
of cloud systems and services is one of the most im-
portant aspects of ensuring their stable operation, as
well as identifying and fixing issues that arise during
operation. Specialized software is used to monitor the
availability of cloud services. One popular open-source
solution is the Prometheus monitoring service [1].
This monitoring system allows you to collect and store
performance and availability data in the form of time
series - sequences of values that change over time.
The collected data can be analyzed using various
methods, such as visualization, statistical analysis, and
machine learning.

In this study, a new method for testing and monitor-
ing a cloud service was proposed. This service allows
users to rent virtual machines in the cloud and choose
one of the offered types of virtual machines with a
specified amount of RAM, processors, and storage.
This type of service is very popular for both enterpris-
es and individual users and allows significant re-
sources to be saved by providing compute resources
on demand.

The object of scientific research

The object of the research is the internal cloud plat-
form of the Intel company [2], which allows develop-
ers and researchers to use computing resources to test

and optimize their applications and algorithms. The
platform also provides extensive capabilities for man-
aging infrastructure for computing and efficient re-
source management and is used for various tasks, such
as processing big data and machine learning. Intel is
one of the world's leading manufacturers of electronic
devices and computer components, including micro-
processors and chipsets for client computing systems
and data centers, chips for artificial intelligence sys-
tems and the Internet of Things, and non-volatile
memory.

One of the key services of the cloud platform is
VMaaS (Virtual Machine as a Service), which provides
virtual infrastructure. By analyzing the reservation
statistics of virtual machines within the internal cloud
(Figure 1), one can infer that there is a continuous in-
crease in the demand for virtual infrastructure, there-
by necessitating a greater emphasis on ensuring the
service's stability and reliability.

The aim of the research is to develop a method and
system for testing the availability of virtual machine
deployment service in the cloud based on Prometheus
and Selenium [3], characterized by the following scien-
tific novelty:

- Implementation of a service for testing virtual
machine deployment in the cloud;

— Integration of Prometheus and Selenium tools
with the deployment service and defining scenarios
for monitoring and testing cloud resources;

— A new method for collecting and analyzing data
on availability using Prometheus and Selenium, in-
cluding identifying performance issues and optimizing
the operation of the virtual machine deployment ser-
vice in the cloud.

VM reservation count

01/06 01/11 01/16 01/21 01/26 01/31 02/05 02/10 02/15 02/20 02/25 03/02 03/07 03/12 03/17 03/22 03/27 04/01

Fig. 1. The Number of Reservations for Virtual Machines in the VMaa$ System from 06th January 2023 to 01st April 2023
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Research Methods

The main functional requirement for testing a cloud
subsystem is the ability to create and delete a virtual
machine with specified characteristics such as memory,
processor, and disk size. As a part of this research a user
interface was chosen for interaction with the testing
system. This allowed not only to ensure the maximum
correspondence of the test scenario with the end user
behavior in the system, but also to organize the collec-
tion of metrics for analyzing the quality of services that
provide functionality, with the aim of identifying poten-
tial problems before users report them.

The following functional requirements were formu-
lated for the developed subsystem:

1) Implementation of login to the cloud system;

2) Navigation through the interface, localization,
and selection of the virtual machine deployment ser-
vice;

3) Creation and deletion of virtual machines;

4) Checking the readiness status of the virtual ma-
chine;

5) Calculation of key service metrics:

— Tracking login time;
- Tracking virtual machine creation time;
- Tracking the overall scenario execution time.

When choosing key metrics, the need for further
predicting the service availability using mathematical
models and event forecasting algorithms to achieve
business goals was considered [4-6]. Creating a virtu-
al machine through the user interface is a process with
many steps, each of which must be considered from
the perspective of potential errors and their corre-
sponding handling, including ensuring reliable and
stable system behavior in case the task unexpectedly
fails.

Therefore, the following non-functional require-
ments were formulated:

- Running the scenario at a specified frequency and
schedule;

— Automatically retrying unsuccessful operations
during scenario execution. Configure the waiting in-
terval between retries and the number of retries;

- Global time limit for the entire scenario. If the
scenario exceeds the specified limit, it should be forci-
bly terminated.

To implement the test scenario with the formulated
functional and non-functional requirements, the Py-
thon programming language, and the selenium-python
library [7] based on the Selenium WebDriver were
chosen. Python is a widely used language [8] that al-
lows applications of varying complexity to be imple-
mented in a short time. It has simple and understand-
able syntax, lack of additional performance require-
ments, and ease of debugging and testing make it an
ideal candidate for this research.

Selenium WebDriver [9], together with the seleni-
um-python library, is widely used for testing web ap-

plications and allows for emulating user interaction
with the browser.
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VictorOps. Grid
W)
lebDriver’

+
Remote WebDriver request

Short-lived
letts jobs
1 1
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Push IM efrics Get N!etrics
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Prometheus Pull
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Gateway Metrics
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Send Grafana

Prometheus
Server

____________

Send Aletts
Fig. 2. System Architecture

Based on the formulated functional and non-
functional requirements, a corresponding architecture
was developed (Figure 2). Kubernetes, an open-source
software for automating deployment, scaling, and
management of containerized applications, was cho-
sen as the platform for implementation, along with a
special type of Kubernetes resource — Cronjob. This
type of resource enables the scheduling and execution
of tasks at specific times, controlling the schedule and
frequency, managing retries in case of errors, and set-
ting a global limit on task execution. The Selenium
Grid subsystem [10] was used to interact with the user
interface of the virtual machine deployment cloud ser-
vice. This component provides a platform for remote
script execution using WebDriver, enabling parallel
execution of test scenarios by running them on differ-
ent instances of remote browsers. VMaaS$ is a cloud
service that provides a platform for deploying virtual
machines. Prometheus was chosen as the main system
for collecting and storing metrics, which also handles
metric processing and notification generation. Alert-
manager processes notifications generated by Prome-
theus and forwards them to VictorOps. This compo-
nent manages and processes incidents in real-time and
allows for notifying relevant teams in case of prob-
lems. Prometheus Pushgateway serves as an interme-
diate layer between short-lived tasks and the main
Prometheus server. This component is necessary be-
cause Prometheus operates on a pull model where it
periodically scrapes target objects for metric collec-
tion via a short interval, while tasks run on their own
schedule, and for efficient metric collection, a push
model needs to be implemented. During task execu-
tion, the task sends an HTTP (Hypertext transfer pro-
tocol) request to Prometheus Pushgateway, which
temporarily stores metrics and serves as the target
object for Prometheus. To create and configure graphs,
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diagrams, and other metric visualization panels,
Grafana [11] was along with Prometheus.

To evaluate the availability of the virtual machine
deployment service, key metrics were selected. The
primary metric was chosen as the user login time,
which is the time during which the user is authenticat-
ed and authorized using registered credentials. The
measurement was taken from the moment the login
form appeared until the user was shown the main
screen with the ability to launch a virtual machine. The
following time_monitor function was proposed for
calculating time metrics.
@contextmanager
def time monitor(

self, metric name:

Optional [datetime] None
) :

str, start time:

start time =
try:
yield
finally:
self.metrics[metric name] =
(datetime.now () start time).seconds

start time or datetime.now ()

The usage of this function for the login process is as
follows:

wrapped login = retry(
on exception=WebDriverException,
to exception=LoginError,
attempts=self.login retry count,
sleep interval=self.login retry interval
) (self.login)
with self.time monitor('login'):
wrapped login ()

The next key metric selected was the instance
launch time, which determines the acceptable limit for
the time we expect the virtual machine to be ready.

with self.time monitor ('launch instance’,
start time) :
self.driver.find element (
By.XPATH,
"//button[@class="btn btn-primary'
text () = 'Launch Instance']"
) .click()
logger.info (f'Instance launched:
{start _time}"')
self.wait running instance ()

and

If this limit is exceeded, the script will terminate
with an error.

deadline = datetime.now () timedel-
ta (seconds=self.wait deadline seconds)
while True:
if datetime.now () deadline:
raise VmProvisioningTimeout (
f'VM provisioning exceeds wait dead-
line.'
'{self.wait deadline seconds}'

)

The last key metric identified was the total time it
took to create a virtual machine, including processing
expected exceptional situations, repeating operations,
waiting for the machine to be ready, and deleting it.
Machine deletion is an important part of completing

the testing scenario, as all resources allocated during
the process must be freed up.

The virtual machine launch time metric was ana-
lyzed, and a threshold value was determined, which
was used in Prometheus to create notifications. To se-
lect the optimal method for determining the threshold
value, it was necessary to check if the distribution was
normal. To do this, the Shapiro-Wilk test was used [12].
The basis of the test is to check the null hypothesis - the
data is normally distributed. The alternative hypothesis
is that the data does not have a normal distribution. The
result of the Shapiro-Wilk criterion is a statistical value
and a p-value. In most cases, the threshold value is
taken as 0.05. If the p-value is less than 0.05, the null
hypothesis is rejected. The SciPy library of the Python
language was used for implementation. The input data
was an array of virtual machine launch time metrics
from Prometheus over the past 7 days.
from scipy.stats import shapiro

from datetime import timedelta, datetime
from prometheus import PrometheusClient

p = PrometheusClient (PROMETHEUS ADDRESS,
PROMETHEUS USER, PROMETHEUS PASSWORD)

query = 'vm test provisioning seconds'
end = datetime.now ()

start = end timedelta (days=7)

step = 600 # 10 min

input list =

p.make range query(start.timestamp(),
end.timestamp (), step, query)

statistic, p value = shapiro(input list)

print ('Statistic:', statistic)
print ('p-value:', p value)

alpha = 0.05
if p value alpha:

print ('fail to reject HO)'")
else:

print ('reject HO'")

As a result, a low p-value of 2.098965063816978e-
31 was obtained, based on which the null hypothesis
was rejected, and it was concluded that the data did
not have a normal distribution.

To calculate the threshold value, the following
method was used - the sum of the median and three
absolute deviations [13]:

Threshold = Median + 3 * MAD

The median of the data was calculated using the
Numpy library in Python, and the mean absolute devi-
ation was computed.

import numpy as np

median = np.median (input list)

mad = np.median (np.abs (input list median))
threshold = median 3 mad

print ("Median: ", median)

print ("MAD: ", mad)

print ("Threshold: ", threshold)
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As a result, the median was calculated to be 131.5,
the mean absolute deviation was 12.5, and the thresh-
old value was determined to be 169.

Results and discussion

A system that collects various key parameters of a
cloud virtual machine deployment service was devel-
oped, based on a real-world scenario that simulates
user behavior.

Q vm_test_provisioning_seconds

Table  Graph 2d7h
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After analyzing the collected data (Figure 3) using
the method of summing the median and three absolute
deviations, a threshold value of 169 was calculated,
which can be used in Prometheus in an expression
describing a potential issue in the virtual machine de-
ployment service. Exceeding this threshold indicates a
deviation from the expected values and requires im-
mediate escalation and technical investigation of the
causes by the relevant support team [14].
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Conclusion

The main result of the work is the developed sys-
tem for testing the availability of virtual machines and
the integration method into the monitoring system of
the internal cloud service of Intel company. The main
test case was proposed and implemented - creating
and deleting a virtual machine using the user interface,
and trigger activation criteria were defined. During the
operation of cloud environments using this system,
problematic areas in the architecture of the virtual
machine creation service were identified, which al-
lowed for timely optimization of the cloud system's
operation. By analyzing the collected data, problems
with the performance of the web interface were iden-
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BBeaeHue

B HacTosilllee BpeMsi B MHpe Bce 0oJjiee aKTHUBHO
HabupaeT 060POTHI YeTBEPTAast MPOMBIIIJIEHHAsS PEBO-
JIIOLIMS, B paMKaxX KOTOPOH B pasJyinuHble chephl Jes-
TEeJIbHOCTHU YeJIOBEKA UHTETPUPYIOTCS TaKHe MepCrek-
TUBHbIE U HAYKOEMKHE TEXHOJIOTUM KaK UCKYCCTBEH-
HbIA HWHTeJ1eKT, UHTepHeT Belell, po60TOTEXHUKA,
TEXHOJIOTUH paclpe/ie/IeHHOro peecTpa (6/JI0KYEHH) U
T. 4. [1].

Be3yc/loBHO U3 BCEro MnepevyrcjJeHHOro pobOThl U
POOOTOTEXHUKA SABJISIIOTCA OJJHUM U3 OCHOBHBIX CTOJI-
MOB JaJIbHEHIIero TeXHUYECKOro IMporpecca, Io-
CKOJIbKY UMEHHO OHU MOTYT 3aMeHUTh JII0/lel Ha omnac-
HBIX U BpeJIHBIX MPOU3BO/CTBAX, 3HAYUTEJIbHO YBEJIU-
YUTb MPOU3BOAUTEJIBHOCTb TPY/AQ, CYIeCTBEHHO II0-
BBICUTh Ka4eCTBO MU3rOTOBJISIEMON MPOAYKIUA U CHU-
3UThb €€ CTOUMMOCTb.

[Io faHHBIM M3 OTKPBITBIX UCTOYHUKOB [2, 3] 06B-
eMbl PbIHKA [TPOMBIIIIJIEHHON POGOTOTEXHUKH, & TAKKe
eXerofiHble IMOCTAaBKU DPA3JUYHBbIX TUIOB IPOMBIIL-
JIEHHBIX POGOTOB HENpPEepPbIBHO YBEJIUYHMBAJIUCH IO-
c/lelHUe HeCKOJIbKO JIeT, U 3Ta TeHJEeHLUs OyJeT co-
XpaHATbCA B GJkaiue roapl (pUCYHKU 1 U 2).
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Fig. 2. The Volume of World Supplies of Industrial Robots

IlocTaHOBKa 33244 UCCIeJ0BaHUA

Bo/sbIIMHCTBO pO6OTOB U POGOTU3UPOBAHHBIX CH-
CTeM B HacTosilllee BpeMs YIPABJIAIOTCS HeNocpej-
CTBEHHO ONepaTopaMM HWJIM NpOrpaMMHO-aInapar-
HBIMU KOMILJIEKCAMH B JMCTAHIIMOHHOM peXHUMe pa-
60ThI. [Ipy BBICOKOHM KOHILIEHTPALUU POGOTOB HAa HEKO-
TOPOM OrpaHUYeHHOH IJIOLAZH, HANPUMED, B paMKax
11€XOB aBTOMATU3UPOBAHHBIX IPOMBIIJIEHHBIX TPOX3-
BO/ICTB, HEU36eXKHO NMOTPedyeTCs UX KJacTepusalus
(HampuMep, 1O TUMNy pellaeMbIX 33jad, Mo pakTopy
B3aMMHOTI'0 PACIOJIOKEeHHUS U T. [.). Takke cTaHET Mpo-
CTO HEBO3MOXKHBIM YIpaBJIEHHE KaXK/bIM OT/IeJbHbIM
pPO6OTOM MO COGCTBEHHOH BhIJI€JIEHHOU JIMHUU CBS3H,
a 3HA4UT, ypaBjeHue OTAeJbHBIMU POGOTAaMHU UK UX
KJacTepaMu GyJeT IPOUCXOJUTH C UCIOJIb30BAaHHEM
JIOKAJIbHBIX BBIYMCJIUTENbHBIX CETeH NpeANpUATUH U
T. 4.

CeteBoil Tpaduk ymnpaBjieHUs pPOOGOTAMU HeU3-
6eXXHO Oy/eT CMellnBaThCsA C APYTHMHU BUJAMU CeTe-
Boro Tpaduka: TaKUMH Kak TpadUK JaHHBIX, peyb, BU-
Jle0 U T. [I., YTO MOKET CO3/aTh IPO6IeMbl IPH €ro J0-
cTaBKke moJjy4daTrent. [lo3ToMy Heo6X0AMMO TLIa-
TEeJbHO U3YYUTb 0COGEHHOCTH CETEBOr0 yIpaBJeHUs
po6oTaMu U po6OTU3MPOBAHHBIMU CHCTEMAaMH, ollpe-
JleJIUTh XapaKTEPUCTUKU TeHEPUPYeMOro Hpu 3TOM
ceTeBOoro Tpaduka, a TakKe — oIlpeJeJUTb HauboJiee
ONTHMAJIBHYIO apXUTEKTYPY CETH JJ1s1 yIIPaBJIeHHs PO-
60TaMu ¥ pa3paboTaTh TPe6GOBaHUSA K KaueCTBY 00C1y-
»KuBaHU4 [4, 5].

Pa3pa6oTka MoAe/IbHOM ceTu

J1s1 u3ydeHuUs1 0cO6eHHOCTeH ceTeBOro yIpaBJleHUs
po6oTaMy, a Takxe IepexBaTa U aHa/M3a reHepupye-
Moro Tpaduka Ha IpaKTHKe Heo6X0AUMO pa3paboTaTh
U peaqu30BaTb MOJeJbHYI0 ceTb [6,7]. MoaenbHas
ceTb OOBIYHO MpeJCcTaB/sseT co60il dparMeHT ceTu
CBSI3U, KOTOPOMY IIPUCYIIY BCE BO3MOXKHOCTH U 0COBEH-
HOCTH CYLIECTBYIOIIUX CeTel (apXHUTEKTypa, CETEBbIE
IPOTOKOJIBI, UCHIOJIb3yeMoe JJj1sl IOCTPOEHHUS CeTH 060-
pyZoBaHHe W KabelM CB3M), a TaKXe HEKOTOpble
JIOTIOJIHHTe IbHbIe clieliudUieckre GYHKIMU — BO3MOXK-
HOCTH reHepalily pa3IMYHbIX BUJ0B CETEBOr0 Tpapuka
M0 33/J|JaHHBIM NapaMeTpaM, BO3MOXXHOCTH OTBETBJIE-
HUs/nepexBaTa CeTeBOro Tpapuka, BO3MOKHOCTH BHeE-
CeHUsI B KaHaJIbl epefjauy JaHHbIX IOMeX (3aTyxaHHe
CUTHaJIa, BHECEHHE IOTIOJIHUTENbHOH 3a/[€PXKKH, JPKUT-
Tepa, MOTepb WM JyIJIMKaLMY CeTeBbIX TAaKeTOB), pac-
HIMPeHHble BO3MOXXHOCTH MOHUTOPUHIA U MPOTOKOJIU-
pOBaHUsI NPOUCXOASIIHUX B CETH COOBITUH U T. .

OCHOBHBIM 3/1EMEHTOM MOJIeJIbHOW CeTH BbIOpaH
po6oT-manunyasatTop «DOBOT Magician», koTopblit
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npeACTaBJseT CO60M MHOTOQYHKIMOHATbHBINA MaJo-
raGapuTHBIA HACTOJIbHBIA POBOT-MAaHUMYJASTOP JJis
NpoBeJleHUs1 UCCIeJOBaHUMN, 00y4eHUs] U TeCTUpPOBa-
HUA B 06s1acTU poboTOoTexHUKH [8]. K npenmyiiecTBam
JIAHHOU MoJiesid po60Ta MOKHO OTHECTH 60JIbLIOE KO-
JIMYECTBO CMEHHBbIX MOAyJel (BaKyyMHasi NPHCOCKA,
MexaHW4YeCKHUH 3axXBaT, Jla3epHbIN IpaBep, AepkaTesib
nuiyiero nepa, 6,10k FDM 3D-neyaTu u fip.), a TaKxKe
BO3MOHOCTb MCII0JIb30BaTh JAaHHYI pPOOGOTHU3UPO-
BaHHYK IJIaTGOPMY /i1 COGCTBEHHBIX Pa3paboToOK U
Hcclel0BaHUM, TOCKOJIbKY JaHHasi MoJesb nMeeT 13
JIOTIOJIHUTe/IbHBIX UHTepdelcoB BBOJA/BbIBO/A AaH-
HBIX JIJ11 yIpaBJIeHWsl HaBeCHbIM 060pyjoBaHueM. Po-
60T nmoaaep:kuBaeT 20 pa3/IMYHBIX SA3BIKOB MPOTpaM-
MUPOBaHUs (BKJ/IKOYAas HauboJiee PacnpoCTpaHEeHHbIe
ceroaHs Python, Java, C++ u ap.).

BHemwHu# BUA po60Ta-MaHUNYJIATOPA CO CMEHHBIM
MOAyJIeM JiepaKaTe sl MULIYILero nepa npeJcTaBJ/ieH Ha
pUCyHKe 3.

Puc. 3. BHemHuii Buj po6ora-manunyaaropa «DOBOT
Magician»

Fig. 3. The Robot-Manipulator "DOBOT Magician"

OcHOBHbIe TeXHUYECKUE XapaKTepHUCTUKH po60Ta-
MaHHUIIYJATOPA IpeJCcTaBJ/IEHbI B Ta6J11/ILle 1.

TABJIMIA 1. TexHu4ecKue XapaKTepUCTUKH
po6oTta-manunyaatopa «DOBOT Magician»

TABLE 1. Technical Characteristics of the Robot-Manipulator

"DOBOT Magician"

XapakTepucTHKa 3HaueHUe
KosnnuecTtBo oceit 4
[Tosie3Has Harpyska 500r
Makc. O6beKT 320 mm
[ToBTOpSIEMOCTD MOJIOXKEHHUS
(ynpaBienue) 0,2 MM
WHTepdelicel USB / Wi-Fi / Bluetooth

NCTOYHUK NUTAHUA 100 B-240 B, 50/60 I'y

IMuTaHue 12 B / 6,5 A IOCTOSIHHOTO TOKa
[ToTpe6aenne 60 Bt Makc.
Pa6oyas TemnepaTypa -10-60°C

Ha pucyHke 4 npuBejeHa CTPyKTypa pa3paboTaH-
HOHM MoOJeJbHOH CeTH, KOTOpask COCTOMT U3 CepBepa,
KJIMEHTA, IIJIF030B JOCTYyNa U CaMOro po6oTa-MaHHUITY-
JISITOpA.

Onepatop

Cepaep
Puc. 4. CTpyKTypa MoJe/IbHOH ceTh
Fig. 4. The Model Network System Structure

Po6or-maHunynsirop

CepBep nepefiaeT KOMaH/ibl YIIpaBJeHHs Yepes CEThb
CBfI3HU K KJIHEHTY, KOTOPbIH B CBOIO o4yepesb IPUHU-
MaeT MOCTyNaKwIlire KOMaH/Jbl U MOOYEpesHO mHepe-
JlaeT HUX Ha po6oTa-MaHumyJsatopa. OmepaTop ocy-
IIEeCTBJISIET HEMPEPBIBHBIA KOHTPOJIb IapaMeTpPOB pa-
60TbI cepBepa, KJWEHTa U CeTH CBA3M, a TaKXe KOH-
TPOJIb COCTOSIHUSA Y KaueCTBO BbINOJHEHHUS TOCTYIA0-
IUX KOMaHJ pPO6GOTOM-MAaHUIYJATOPOM BHU3yaJbHO
WJIY C IOMOIIIbIO KaMepbl BU/I€0HA6II0/J€eHUSs, eCTH BU-
3yaJIbHbIA KOHTPOJIb HEBO3MOXKEH WJIM MO KaKUM-TO
NpPUYUHAM 3aTPY/JHEH.

B cTpyKTypy MOJieJIbHOU CETHU 151 BHECEHUS TOMEX
B KaHaJl nepefladyd JaHHBIX MOXET ObIThb A06aBJIeH
CrenHaJbHbIA y3€J1 TOCTaHOBKH IMOMEX, YTO MTO3BOJIUT
MPOBO/INTH MHOTOIJIAHOBOE TeCTUPOBAHUE KAaK CAMUX
POGOTOTEXHUYECKUX KOMILJIIEKCOB, TaK U BO3MOXHO-
CTel AUCTAHIIMOHHOTO YIPaBJeHNUs] TAKUMU KOMILJIEeK-
caMH 1o ceTH cBAA3U [9]. s ynipaBjieHHUs1 po6OTOM-Ma-
HUNYJISITOPOM OBLIO Pa3paboTaHO CETEBOE MPOTPaMM-
Hoe oGecreueHue (gasee — I[10), koTopoe mo3BoJIsieT
nepeAaBaTh KOMaH/bI C CEpBepa Yyepe3 KJIMEHTOB KakK
OTJIeJIbHBIM POOOTaM-MaHHUIYJISTOPAM, TaK U LeJbIM
KJIacTepaM TaKuX po6oTOB. B 3TOM ciiyyae KIMEHT Mo-
KET BBIMOJHATh GYHKIHWHM KOHTPOJIJIEPA UJM T'OJIOB-
HOTO y3J1a KJIacTepa.

Ba3oBbiii cieHapuii 06MeHa COOBLeHUAMH U IIOCIe-
JlOBaTeJIbHOCTh IEUCTBUH P yIpaBJeHUd po6OTOM-
MaHUMYJSATOPOM JIJIsl CJIy4asi, KOr/Jja B OJHOM CETEBOM
MaKeTe MepefaeTcs OJHA KOMaH/a, MpeACTaBJIeH Ha
pucyHke 5.

’ Cepeep ‘ MaHunynsaTop

e | [ he

OTnpaBka koMaHabl i

MoarBepxaexne
npuema koMaHgbl i

OTnpaska KoMaHb! i
Ha WCTIONHEHIE

BbinonHeHye
KOMaHzb! i,
pacuer
TEKyLUX
KoopmHaT
[Nepepaya
KoopanHaT
lMposepka
BbIMOMHEHNS
KOMaHgb! i,
npoBepka
1ok
BbIMOMHEHNS
MoareepxaeHne
BbIMOMHEHNS
KOMaHgbl |

Puc. 5. Ba3oBblii clieHapuii 06MeHa COO6LeHUSIMH

Fig. 5. Basic Scenario




Tpyabl y4eOHbIX 3aBeJeHnH cBa3u. 2023. T. 9. Ne 3

[lepexBaT reHEpUPYEeMOro B MPOIecce AUCTAHIIUOH-
HOTO YyIpaBJieHHUs pPOGOTOM-MaHUNYJSATOPOM CeTe-
BOro TpaduKa OCYLIECTBJAJICA Ha CETEBOM HHTEp-
deiice knneHTa. |11 nepexBaTa U nNoc/aeAyoLIero aHa-
JIM3a ceTeBOTo TpaduKa UCIO0JIb30BaNIOCh OTKPBITOE U
cBoboaHOo-pacnpocTpaHsemoe [10 [10]. [locneayromas
CTaTUCTHUYeCKasi 06paboTKa pe3yJIbTaTOB U3MepeHUH
MPOXO0/IUJIa C MOMOLIbI0 TaGJUYHOI0 IPoLieccopa.

IlepexBaT U aHa/IU3 ceTeBOro Tpaduka

[lepexBar ceTeBoro Tpaduka OCyLECTBJASJICH JJIs
yeTblpex [IpuyioxeHu:

-1 (6e3 Mopay./ieii) - Ha po6OTe-MaHUNYJISATOPE HE
YCTaHOBJIEHO HUKAKUX CMEHHBIX MOJYJIEH, OCyLeCTB-
JIsleTcs nepeMellleHHe MaHUIyJATopa po6oTa B HMpo-
CTPaHCTBe 110 3a/JaHHbIM KOOPAUHATAM;

— 2 (BakyyMHBIH 3axBaT) - Ha pobOTe-MaHHUITYJIs-
TOpe YCTAaHOBJIEH MOJy/Ib BAKYYMHOTO0 3axBaTa (Ipu-
COCKa), OCYIIeCTBJISIETCA IepeMelleHrne HeGOJbIIOoro
rpy3a B paMKax 30HbI elCTBUSA po6oTa;

— 3 (MexaHHUUYeCKUH 3aXBaT) — TO e, HO MeXaHuve-
CKOTO 3aXBaTa;

-4 (4epueHHe) — Ha pobGOTe-MaHUNYJASITOPE yCTa-
HOBJIEH MOJyJb IMHUIIYLIEro Nepa, OCYLeCTBJSETCS
yepuyeHHe reoMeTpUYecKUX QUryp Ha MNOBEPXHOCTH
JIicTa GyMary.

XapaKTepHUCTUKHY TepexXBa4e€HHOTO B X0/Ie IKCIIEPHU-
MEHTOB Ha 6a3e MOJeJIbHOW CeTH CeTeBOro Tpadpuka
Mpe/CTaBJIeHbI B Ta0/HIe 2 (3[€Ch U Jlasiee, BpeMs Ie-
pexBaTa paBHsieTcst 300 ¢).

TABJIMIA 2. Tpaduk, nocTynawiui oT KJIMeHTa Ha cepBep /
OT cepBepa K KJIUeHTy
TABLE 2. Traffic Coming from Client to Server / from Server to Client

XapakTepH- [Ipunoxenue

CTHKa 1 2 3 4
KosnuectBo
MaKeToB 2/2 2,8/2,8 3,1/3,1 12,7/12,7
B CeKyHJy, n/c
CpeaHuii
pasmMep 55/96 55/96 55/94 55/85
nakera, 6alT
CkopocTb
nepeiayu 895/1565|1228/2118|1363/2354 | 5620/8625
JIaHHBIX, 6UT/C

Kak BMJHO M3 NpejicTaBJIEHHbIX XapaKTepPUCTHK,
JJ15 ceTeBoro Tpaduka, nepe/jlaBaeMoro oT KJMeHTa Ha
cepBep C LiesIbl0 IOITBEPXKeHNs IpMeMa U BbINOJIHe-
HUA KOMaH/J, XapakTepHa ¢pUKCUpOBaHHas JAJHUHA Na-
KeTOB, a A1 TpaduKa, NOCTyNawllero oT ceppepa K
KJIMEeHTY, AJIMHA NaKeTa MeHseTcs B 3aBUCMMOCTHU OT
[Ipunoxenus.

WHTEHCHBHOCTb OTIPAaBKU MAaKETOB JIaHHBIX 3aBU-
CHUT OT CJIOXKHOCTH, pelllaeMbIX pOO0TOM-MaHUITYJISTO-
poM, 3aja4. C oJJHOW CTOPOHBI, YeM OOJIbIIIE YCTAHOB-
JIeHHO€ KOJINY€eCTBO TOYEK B IPOCTPAHCTBE, MEXKY KO-
TOPBIMHU [JIOJDKEH MepeMelaThbCsd MaHHUIYJIATOpP, TeM

6oJiee IJIaBHO OH JBMXKETCS, YTO BaXKHO IPH NepeMe-
IIleHU!U [[eHHBIX TPY30B, IPU MPOBEeHUH BbICOKOTOY-
HbIX MAaHUIYJIALUH, 2 TAK)Ke IPU YepUeHU U TeOMeTpH-
yeckux ¢uryp. C Jpyroil CTOpPOHBI, 3TO YBeJIUUYUBAET
KOJINYEeCTBO Mepe/ilaBaeMbIX KOMaH/,

Peamsanusa YJAYUYILIEHHOI0 aJITOPpUTMA YIIpaB/JI€eHUA

B pesysbTaTe NpOBeJEHHOr0 TeCTUPOBAHUA U
ONBITHOH 3KCIJIyaTallkd pPOGOTOB-MAaHUNYJSATOPOB
ObLJIO YCTAaHOBJIEHO, YTO pa3paboTaHHOe paHee ceTe-
Boe [10 ynpaBsieHus po60TaMy, ClieHapuil paboThI KO-
TOPOro NpeACTaBJIEH Ha PUCYHKe 5, MOKA3aJ10 HU3KYIO
3dpdexTUBHOCTh. DaKTUUECKH, IPOLIECC TTEPEAYU KO-
MaH/| yIpaBJeHUs C cepBepa K KJIHWEHTY U NOATBep-
MJIeHUs UX [IpUeMa B 3TOM C/lyyae HUKAaK He CBSI3aH C
[POLeCCOM BbIIIOJIHEHUS TOCTYNAIOIUX KOMaH/, po6o-
TOM-MaHHUIYJATOPOM. B pesysbTaTe Ha K/IWEHTe 3a
KOPOTKHH ITepro/; BpeMeHH HaKalJIMBAeTCs 60JIbIION
MacCHB 0KH/JAIOLIMX BBIIIOJHEHUS KOMaH/], KOTOPBIE B
c1y4ae BO3HUKHOBEHHSI OIIMOKH BBIINOJHEHUS KOH-
KpeTHON KOMaH/ibl pO60TOM-MaHUIYIITOPOM U HEOO-
XOAUMOCTH JajibHellIel nepe3arpy3ky KJAMeHTa OKa-
3bIBAIOTCS NOTEPSAHHBIMHU.

Bbl/10 NpUHATO pelieHre BHECTU U3MEHEHUS B pas-
paboTaHHoe [10 U peasn30BaTh aArOPUTM, MpeAJO-
>KeHHbI aBTOpOM paHee [11]. Peasusanus ajroputMma
CETEeBOTO B3aMMOJENUCTBHUS MEX/y CEpBEPOM U KJIMEH-
TOM C NMOJK/JIYEeHHBIMH PO60TaMU-MaHUNYITOPAMH
daKTHYecKH sBAseTCS pa3paboTKON ceTeBOro MpoTo-
Ko0J1a IPUKJIAaAHOT0 YpoBHA 1o MoJenu OSI, KoTopbli
6a3vpyeTcsl Ha OCHOBE TPAHCHOPTHOrO MPOTOKOJIA
TCP v B paMKax Hcc/IeOBaHUN INOJy4YuJ pabouee
Ha3zBaHue SRMP (a66p. om aHes. Simple Robot Manage-
ment Protocol). OcHoBHast u/est aJropuTMa 3akJya-
eTcs B [lepe/iaye OT CepBepa K KJIUEHTY He OTZEeTbHbIX
KOMaH/, yIpaBJeHHs], a CEpUi KOMaHJ, IPU 3TOM IOJ-
TBePKJaeTcs KaK MoJiyueHUe, TaK U BBINOJIHEHUE Ce-
puu komaHA. CaMu ke cepUu KOMaH/[, UMeIoT IlepeMeH-
HYyI0 JJIMHY, KOTOpasi 3aBUCHUT OT BEpPOSTHOCTH BO3-
HUKHOBEHHUS OIIMOKU BBINOJHEHUS] KOHKPETHOM KO-
MaHAbl po6oToM. [lockosbKy B paMKax paspaboTaH-
Horo [10 mpoBOAMTCSA y4eT YCHELIHO BBINOJHEHHBIX
KOMaH/|, 1 KOMaH/, BBINOJHEHHBIX C OLTMOKOH, IPOKC-
XOAUT TOCTOSIHHBIM MepepacyeT BEPOSITHOCTH BO3-
HUKHOBEHUS OIINOKU.

Torpa, eciv 0603HAYUTD ONTUMAJIbHOE KOJIUYECTBO
KOMaH/l B CEpUH Kak b”, pa3Mep OJJHOH KOMaH/ibl (KO-
TOPBIN 3aBUCUT OT [IpuoxkeHus ) Kak Spc, CcyMMapHBIH
pasMep CHOyKeOHbIX COOOILIeHUH, NepelaBaeMbIX B
paMKax OJJHOH cepMH KOMaH/J| Kak L, a BepOATHOCTb
OIIMGKY BBINIOJIHEHUS OT/€/IbHON KOMaH/bI KaK Per, TO
pelieHre MOXeT ObITb MOJIY4eHO METOJO0M HaxoX7e-
HUS 3KCTpeMyMa GYHKLHMH, YTO IAE€T B pe3yJIbTATE BbI-
pakeHue AJs b*:

L I?In(1—p,.)? — 4LSpcIn(1 — p,)
2Spc 2SpcIn(1 - pe,) .

b* = (1)
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Proceedin

[Ipu 3TOM 3HAYEHUS Per, Spc, L, b*1ay BBOASTCS ONlEepa-
TopoM [10 u/uUiK pacCYUTHIBAIOTCS aBTOMATHYECKH B
HadaJsie paboThl, HAIPUMeEp, UCXOJS U3 pellaeMo po-
6oToM 33j1auu (ucnosblyemoro [Ipunoxenus). Janee
[0 Mepe HaKoIJieHUs HHOpPMaIMU O BBINOJHEHHbBIX
KOMaH/JaxX U BO3HUKAIOLMX OLIMOKaX NPOUCXOJHUT Ie-
pepacuet b*. CuieHapuli o6MeHa COOOIIEHHUSIMU U TO-
CJIeIOBATEJbHOCTb JAEeNUCTBUM [JI1 ONHCAHHOTO aJIiro-
pUTMa Mpe/iCTaB/IeHbl HA PUCYHKE 6.

PoGor-
’ Cepeep ‘ ’ Knuent ‘ ’ MaHunynATop
Beog Per,
SDC, L
Pacuér
b*Hay
MNepepava Per,
SDC, L, b*Hau
Cepust kKoMaHa
MoarsepxaeHne
npvema cepum
OTnpaBka KoMaHap!
i Ha ucnonHexwe
BbinonHenne
KOMaHApbl i,
onpenenexve
TeKyLnX
Mepeaada KoopamHaT
KoopaMHaT
MpoBepka
BbIMONHEHMS
KOMaHabl i,
npoBepka oLwnBku
BbIMONHEHNS,
MoarsepxaeHne paccuer b
BbIMOMHEHWS Cepum,
nepegava b

Puc. 6. CueHapuii o6MeHa coo61eHuAMU (C peaiusanue
npeJJIoKeHHOro a/iropuTMa)

Fig. 6. Scenario (with the Implementation of the Proposed Algorithm)

C yyeToM BHeceHHbIX B [I0 M3MeHeHUI cOrJiacHO
MpeCTaBJeHHOMY aJITOPUTMY, ObIJI MOBTOPHO MPOU3-
BeJleH MepexBaT U MOCJAEAYIOLUNA aHaJu3 CEeTeBOTO
Tpaduka. Pe3ysibTaThl JAHHBIX 3KCIIEPUMEHTOB MpeJ-
CTaBJIEHHI B Tabjuie 3.

TABJIMIIA 3. Tpaduk, nocTynawiiuii OT KJIMeHTa Ha cepBep /

OT cepBepa K KJIMEHTYy (c peasiu3anyei npe/10>KeHHOT0 ajiro-
puTMa)

TABLE 3. Traffic Coming from Client to Server / from Server to Client
(with Implementation of the Proposed Algorithm)

XapakTepH- [Ipunoxenue
CTHKa 1 2 3 4

KosnuectBo
[IaKeTOB 0,1/0,1 0,1/0,2 0,1/0,2 0,4/0,5
B CeKyHJy, n/c
CpeaHuii
pasmep 56/423 56/468 56/450 56/449
nakera, 6aliT
CkopocTb
nepeiayu 44/541 53/609 56/622 162/1874
JIaHHBIX, 6UT/C

YTo6bl 60JiEe HArJALHO OLEHUTh U3MEHeHHe Xa-
PaKTEPUCTUK ceTeBOro Tpaduka rmocjie peajqusaluu B
[10 ynpaBJsieHUs1 pO60TOM-MaHUIYJISITOPOM YIIOMSIHY-
TOrO BbIllle AJTOPUTMa CETEBOr0 B3aUMOJEHCTBUS,
6bLJI0 TIPOBEIEHO CPAaBHEHUE JAHHbIX U3 TabJuIL 2 U 3.
Pe3y/ibTaThbl CpaBHEHHUsI IPE/CTaBJIEHbI B Ta6IHIE 4.

TABJIMLA 4. CpaBHeHHMe XapaKTePUCTHK CeTeBOro Tpadpuka
TABLE 4. Comparison of Network Traffic Characteristics

Tpadux
[IpunoxeHue /| OT cepBepa K KJIMEHTY | OT KJIMEHTA Ha cepBep
XapaKrepu KosmmyecTBo makeToB B CEKyHAY, I1/C
CTHKA

Beuto | Crano Hsmene- Beuto | Ctano Hzme-

HUe HeHHe

[Ipunoxenue 1 2 0,1 -95% 2 01 [-95%
[punoxenne 2| 2,8 0,2 -93% | 2,8 02 |-93%
punoxenue 3| 3,1 0,2 -94% 31 02 |-94%
[punoxenue 4| 12,7 0,5 -96 % | 12,7 05 |-96%
CPEJHEE -94 % -94 %

CpeznHui pa3Mep nakeTa, 6aiT
[punoxenue 1| 96 423 |+341%| 55 56 +2%
[Ipunoxenue 2| 96 468 |+388%| 55 56 +2%
[lpunoxenue 3| 94 450 |+379%| 55 56 +2%
[lpunoxenue 4| 85 449 |+428%| 55 56 +2%
CPEJHEE +384 % +2 %
CKOpOCTb Nepesayu AaHHBIX, OUT/C

[lpunoxenue 1| 1565 | 451 | -71% | 895 44 [ -95%
[Ipunoxenue 2| 2118 609 | -71% | 1228 53 |-96%
[Ipunoxenue 3| 2354 622 | -74% | 1363 56 |-96 %
[Ipunoxenue 4| 8625 | 1874 | -78% | 5620 | 162 |-97%
CPEJHEE -74 % -96 %

W3 mnpexnctaBieHHBIX B TabuuLe 4 pe3y/bTaTOB
CpaBHEHHUS BMJHO, YTO IOC/Je peaqu3alyd HpejJo-
JKEHHOI'0 aJITOPUTMa 3HAYUTEJbHO COKpaTHU/IACh
Harpyska Ha CeTb IpU JAMCTAaHLMOHHOM yIpaBJeHUHU
po6oToM-MaHHUIyAssTOpoM. Tak, HanpuMep, CKOPOCThb
nepefayy JaHHBIX OT cepBepa K KJIMEHTY COKpAaTUIACh
Ha 74 %, a cpeJHUH pa3Mep nakeTa BbIpoc Ha 384 %.

Ha pucyHke 7 npejcTaBieHbl pacipe/ieeHus JJIMH
MaKeTOB /IJisl CETEBOTO TpaduKa, reHepUupyeMoro cep-
BEPOM U KJIMEHTOM BO BpeMsl IMCTAHLIMOHHOTO YIIPaB-
JIeHUs1 poGOTOM-MaHUMNYJAATOPOM (MHTEepBaJ THCTO-
rpaMMbl paBeH 50 6aiT), a Ha pUcyHKe 8 — pacnpe/je-
JIEHWs1 BeJIMYMH HHTEPBAJIOB BpEMEHH MEX/y OTIIPaB-
KOU NMaKeTOB B CETh /151 TpadHKa, reHepUpPyeMoro cep-
BEPOM U KJIMEHTOM BO BpeMsI IMCTAaHLIMOHHOTO YIIPaB-
JIeHUs1 poGOTOM-MaHUNYJATOPOM (MHTepBaJl TUCTO-
rpammbl - 0,1 c).

JlaHHbIe 3KCIEepUMeHTaJIbHblEe pacnpe/ie/ieHusl Be-
JINYMH WHTEpPBAJIOB BPEMEHH MeXJAy OTHnpaBKol IP-
MAaKeTOB MOTYT ObITh aNMpPOKCUMHUPOBAaHbI CMeIIaH-
HbIM pacnpefie/ieHleM, MJIOTHOCTh BEPOSITHOCTH KO-
TOPOTO OMpe/iesisieTcs Kak:

f) =n1fi(x) +2f2(x) (2)

rae fi(x) — NJIOTHOCTb BepPOSTHOCTH MOAXOASLIEr0
pacnpepesieHus, 1; — BeCOBOM K03pPHULIUEHT.

CBoZHbIE JAaHHBIE 110 BEPOSITHOCTHBIM pacnpejeJie-
HUSM JJIs cepBepa U KJIMEHTa NpeAcTaBJeHbl B Tab-
aune 5.




Tpyabl y4eOHbIX 3aBeJeHnH cBa3u. 2023. T. 9. Ne 3

1,2
EO’B
8
£ 06
=
8
g 04
=
3 02
e )
5 |
E 0 —— - EE_ =
000 0000000000090 0O
D O O O OO OO0 OO OO oS O S
STARIREIRDIPS -IBFTH
oo oocoocoocooooo % T Y Y YT
D DO WWWMmIWOWLWD O OO0 O O O
~ AN O DO N ODD Do D
DO = AN ™ <
- - - - -

[nuHa naketa, 6ant
Puc. 7. PacnpeaesieHne AJIMH reHEPUPYeEMBIX CEPBEPOM
(cuHuM) U kueHTOM (KpacHbIM) IP-nakeToB

Fig. 7. Distribution of IP Packets Lengths Generated by the Server
(in Blue) and Client (in Red)

0,05
0,7 0,04
0,6 0,03
=
805 0,02
504 o
20,3 49 55 61 67 73 79 85
502 N
Z0,1
2 | -
E 0 1 & e T T
1 8 1522 29 36 43 40 57 64 71 78 8 92 99

WHTepBankl BpeMeHu

a)

o
~

005
0,35 0,04
003
0,02
001

0
55 61 67 73 79 85 91

o
SO o L
N W

o
[N

o
o
[3)]

[1MOTHOCTb BEPOSTHOCTM
o
&

1 8 15 22 29 36 43 50|57 64 71 78 8592 99
ViHTepBarbl BpemMeHu

b)
Puc 8. Pacnpege/ieHre BeJIMYMH UHTEPBAJIOB BpEeMEHHU MeXAY
oTnpaBkoi IP-nakeToB OT cepBepa (a) ¥ OT KJIMeHTa

o

Fig. 8. Distribution of Time Intervals between sending IP Packets from
the Server (a) and client (b)

TABJIULA 5. BeposITHOCTHBIE pacnpe/ie/1eHUs], ONUChIBAIOIIE
HWHTEepBaJibl BpeMEeHH MeXK/Ay OTIPaBKOi NaKeTOB B CETh
TABLE 5. Probability Distributions Describing the Time Intervals
between Sending Packets to the Network

OT cepBepa OT KJIMeHTa
Pacnpenene- | Koaddunu- | Pacmpegesne- Koadpouuu-
HUe €HTBI HUe €HTBI

JKCIIOHEHI[U- A=20,69; AByxnapamer- « i 5'73’:
aJibHOE n:=0,71 puieckoe B =002

’ F'amMma n1= 0,64
JIByxnapameT- a=70,01; JIByxnapameT- o=73,72;
puyeckoe 8=0,11; puyeckoe =0,09;
Famma 12=0,51 Famma n2=0,31

B kauecTBe pacnpezesieHUN [OJis allpOKCHMaLUU
BBIOpaHbI: IKCIIOHEHIIMA/TbHOE pacnpejesneHue (rge A
— apaMeTp HHTEeHCUBHOCTH (A > 0); AByxnapameTpH-
yeckoe [‘amMMa-pacnpepesneHue (rze o — napaMmeTp
dopmel (o > 0), B — mapameTp ckopocTtH (f§ > 0).

OneHKa cTeneHU CaMONOAO0GHUA CeTEBOr0 Tpacbmca

Takke JJis1 NepexBayeHHOIo ceTeBOro Tpaduka
OB paccyuTaH Ko3pPUIMEeHT caMononobust (koad-
¢unuent Xepcra (H)) mMeTomoM U3MEHEHUS AUCIEp-
cuu [12]. PacyeT npou3BoAW/ICA HA OCHOBE MHTEpPBA-
JIOB BpEMEHH MEXY OTIIPABKOU MAKETOB OT CEPBEPA K
KJIMeHTy. Pe3y/bTaThl OLlEHKHU NpeJCcTaBJeHbl B Tab-
Jauie 6.

TABJIULA 6. OuneHka caMmonoAo6us ceTeBoro Tpadpuka
TABLE 6. Self-Similarity Estimation of Network Traffic

[MpuoxxeHue
p CpepHee CKO
1 2 3 4 3HavyeHHe
Bazosbrit 041 | 0,49 | 0,53 | 0,58 05 |0,07
ClieHapui

C npenJoXeHHbIM

0,59 | 0,56 | 0,56 | 0,48 0,55 0,05
aJTOPUTMOM

W3 pe3ysibTaTOB OLleHKH K03ddULEHTa CaMOII0/[0-
6us (H) cnenyet, 4yTo Tpaduk, reHepUpyeMbli IpU Au-
CTAaHLUMOHHOM YyIpaBJeHUH pPOOGOTOM-MaHHUIYJIATO-
poM npu paboTe Bcex I[IpuIoKeHHUH MO MpeJJoXKeH-
HOMY a/IFOPUTMYy (IPOTOKOJIy) CETEBOro B3auMOJeH-
CTBUS, UMeeT 6oJiee caMONo06HbBIN XapaKTep, YeM B
6a30BOM CIlEHApUH.

BbiBOABI

B pa6oTe onucaH peasM30BaHHBIN U alpOGHPOBAH-
HbI B XOZie MCC/IeJ0BaHUHN yCOBepIIEeHCTBOBAHHBIN
aJrOPUTM CeTeBOT0 yNnpaBJieHUs1 poO0TaMHU MaHHUIY-
JIITOpaMU. B pe3ysibTaTe npoBefileHHOr0 NepexBaTa U
aHa/M3a ceTeBOro Tpaduka yCTaHOBJIEHO CHW)XKeHHUe
VHTEHCHBHOCTH NOCTYIJIEHUS NAaKeTOB B CETb CBA3H,
CHW)KEHH e UCII0JIb3yeMOM MPOMYCKHOU CIIOCOGHOCTH U
yBeJIMYeHHe CpeJIHETr0 pa3Mepa MaKeTOB IIPH YCJI0BUH
HCII0JIb30BAaHUA NPEJJI0KEHHOT0 aJITOPUTMA.

[IpoBesieHa oleHKa Ko3dduUIMEeHTa caMOmoA00us
ceteBoro Tpaduka (H). [lokasano, 4To nocJie peaausa-
MU TPeJJIOKEHHOTO aJrOPUTMa CTENEHb CaMOIO/0-
6us ceTeBoro Tpadrka Bo3pocia.

HpeACTaBIIeHHbIe pe3yJibTaTbl MOTYT OBITh UCIIOJIb-
30BaHbI 4Jid IpoBeJeHUA UMHUTALlHUOHHOI'O MOJ4EeJINPO-
BaHUA, COBEPIIEHCTBOBAHUA aJITOPUTMOB yIIPpABJIEHUA
OTAeJIbHBIMH pO6OTaMI/I WJIK UX KJIaCTepaMHy, a TaKXKe
AJIA IIJTAaHUPOBAHHUA U pa3BepPTbIBAHHWA aBTOMAaTHU3HUPO-
BaHHBIX IPOU3BOACTB.

JlaHHble uccaejoBaHUS HE0OXOoAUMbl Ajsl 3ddek-
TUBHOTO BBINOJIHEHUSI 33/lad Ha Pa3J/IMYHbIX MPOU3-
BO/ICTBaX, 0CBODOOK/jas1 JIIO/Iel OT OIIaCHOM U MOHOTOH-
HOU paboThl. Tak)ke BO3MOKHO TPUMEHEHNE B OpraHu-
3anuu TesleKOHQepeHINH, HapuMep, IIPU yAaJIeHHOM
MOANUCAaHNUH JOKYMEHTOB.
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MeTO/ BbIYMC/JIE€HUA BpEMEHHBIX XapaKTepPUCTHK
00CJIy?’KMBAaHUS B CEPBUCHBIX IJIaTdopmMax
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CaHkT-IleTepbyprckuii rocy1apCTBEHHbIKM YHUBEPCUTET TeJeKOMMYyHUKAIMK M. npod. M.A. BoHu-bpyeBuya,
CankTt-Iletepbypr, 193232, Poccuiickas ®efepanus

AuHOTanms: B daHHol pabome paccmampueaemcsi npobsema 06seduHeHUs! CA1a60C8I3aHHBIX CeP8UCO8 8 eQUHbIL
pabouutl npoyecc u uccaedyromcsi Memodbl paciema e20 8PeMEeHHbIX XApaKmepucmuk ¢ yeabl obecneyeHusi
KOHMPpOJ/151 Kauecmeda 06CAYHCUBAHUS U 8bls8AEHUSl «Y3KUX MeCm» 8 UHEPOPMAayuoHHOU cucmeme. B donosxeHue k
aHa/ausy npoyecco8 O0O6CAYHCUBAHUS 3ANPOCO8 8 Uenovykax JOKAJAbHbIX MpPAH3aKyull, paccmampusaemcsi
B03MOXCHOCMb 8HEOPEHUSI UHCMPYMEHMO8 MACCO8020 06CAYHCUBAHUS, MAKUX KAK NAPAALegAbHOe 06CAYHCUBAHUE
cucmemoti  Fork-Join, komopble Mmoz2ym nosvicumb IPPHeKmusHOCMb  06CAYHCUBAHUS U YAYYWUMb
npousgodumesibHOCMb cucmeMbl. B pabome paccmomper mamemamuveckuti annapam cemeli JJscekcoHa, Komopbli
ucno/b3yemcs 0151 onpedesieHus 8peMeHHbIX XapaKmepucmuk paboyezo npoyecca mpaH3akyuoHHOU cucmembl Kak
cemu cucmem mMaccogozo 06cAyHuU8aHUS.. OCHOBHbIM pPe3yAbmamoM UCCAed08aHUsl si8asemcsl papabomka u
npedcmas/eHue MamemMamuvecKkoz0 UHCMPyMeHma 0Js onpedeseHusi 8PEMEHHbIX XApakmepucmuk pabo4ezo
npoyecca mpaH3akyuoHHoU cucmembl. Paspa6omaHuiii Mamemamuyeckuii annapam modcem 6bimd UCNO/1b308AH
0/ pacdema epeMeHHbIX XAPAKMepucmuk paboyux npoyeccos 8 paspabamuledeMbvlX U IKCNAYAMUPYEMbIX
UHEPOPMAYUOHHBIX CUCMEMAX, 0151 06ecneyeHUs 8bICOKO20 YPOBHS KaUecmed 06CAYHCUBAHUSL

KnwueBsble cjoBa: pabouull npoyecc, cemu cucmem MAaccog8o2o 06CAYyHCUBAHUS, C1A60CBA3AHHbIE YCayaU, MPAaH-
3axkyuoHHble cucmembl, Fork-Join, cemu /[scekcona, QoS

CcbliIKa AJ1s1 BMTHPOBaHuA: Peapyruna H.M. MeToz BbluMc/IeHUs] BpeMEHHbBIX XapaKTePUCTHK 06CIyKUBaHHUS B
CepBUCHBIX IIaTGopMax MHQPOKOMMYHHKALMOHHBIX TPAaH3aKLHUOHHBIX YCIYyT C [apajejbHOM 06paboTKON
3anpocoB // Tpyabl yae6HbIX 3aBeeHUN cBsA3u. 2023. T. 9. Ne 3. C. 82-90. DOI1:10.31854/1813-324X-2023-9-3-82-
90

A Method for Time Characteristics Calculating

in the Service Platforms of Infocommunication

Transactional Services with Parallel Requests
Processing
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Abstract: This paper addresses the problem of combining loosely coupled services into a single workflow and
investigates methods for calculating its time characteristics. The goal of the study is to provide quality control over
service quality and to identify bottlenecks in the information system. In addition to the analysis of request service
processes in chains of local transactions, the possibility of introducing mass service tools, such as paralleling service
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by Fork-Join system, which can increase the efficiency of service and improve the performance of the system is
considered. The paper considers the mathematical apparatus of Jackson networks, which is used to determine the
time characteristics of the workflow of the transaction system as a network of mass service systems. The main result
of the research is the development and presentation of a mathematical tool for determining the time characteristics
of the workflow of a transactional system. The developed mathematical apparatus can be used to calculate the time
characteristics of work processes in the developed and operated information systems, to ensure a high level of service

quality.

Keywords: workflow, queuing networks, loosely coupled services, transactional systems, Fork-Join, Jackson networks,
QoS
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1. BBeaeHue

C y4yeToM pa3BUTHsS cCeTeHd HOBOTO IMOKOJIEHHUS
HaO6JII0JIaeTCsl 3HAYUTEJbHbIM pPOCT HCCAe0OBaHUN
[1-4], HanpaB/ieHHbIX Ha IOBBINIEHHE KadecTBa
MpesoCTaBIsAeMbIX KOHEYHBIM I10JIb30BATEISAM YCJYT.
OJIHAKO CTaHOBUTCS BCce 60Jiee 0OUeBUIHON HEOOXOIH-
MOCTb 06ecIedyeHHsI BBICOKOT0 KauyeCTBa He TOJIbKO ca-
MHX CeTel CBSI3U, HO U IPHUJIOXKEHHUH, HCIOJIb3YIOIHUX
3TH CeTH, YTO6BbI MOJb30BAaTEJHd MOTJIH IMOJHOCTbIO
PaCKpPBbITh BO3MOXXHOCTH HOBBIX TEXHOJIOTHH.

WHpOoKOMMYHHKAIMOHHbIE CHCTEMBI, O/ JlepXKHBa-
ole paboyre MPOLECChl U NMPUTOMKEHUS 3JIEKTPOH-
HOM KOMMepIUH, TPe6yT paboThl C TPAaH3aAKIUSAMHU.
TpaH3aknuu 06ecrnevynBalOT B3aUMO/JIENCTBUE MEXAY
Beb6-cepBHUCaMH, CepBepaMHM, Y4acCTBYIOLIMMU B OuU3-
HeC-TPaH3aKLHUsX, JIOKaJbHbBIMU 0a3aM{ JaHHBIX U
T. [l. ITU cJa6OCBsI3aHHbIE YCJAYTH PAaCCMaTPUBAOTCS
KaK MOCJIe/[0BaTe/JbHO BbINOJIHAEMbIE eIUHUIIbI pa-
60ThI C BBICOKUM YPOBHEM HaJieXKHOCTU. B paboTe [5]
JlaHO ormpeJieieHMe pabouux MPOLECCOB KaK Ipo-
rpaMMHOTr0 06ecrnedyeHus Ha OCHOBE MPaBUJI, II03BOJIs-
I0LIeT0 KOOPAUHUPOBATb U KOHTPOJHUPOBATH BBINOJI-
HeHWe J[eHCTBUH (TpaH3aKuui), HpeiCcTaBISIOLUX
6u3Hec-mpolecc. Pabouunii mpoliecc CoOCTOUT U3 Habopa
BbI30BOB Be6-CJIYK6, BCTPOEHHBbIX B OPHEHTHPOBAH-
HbIH rpad [6].

[l1a6J10HBI pabOYUX MPOLIECCOB OBLIN TPE/JI0KEHBI B
paboTax, TaKUX Kak [7], a Takxe JJ1s1 CUCTEM 3JIEKTPOH-
Horo 37ipaBooxpaHeHus [8]. OHU MOTYT OBITh UCIIOJIb-
30BaHblI JJIs ompe/iesieHUs1 YHKIUOHATbHBIX BO3MOX-
HOCTEW MPHUJIONKEHUS U NOC/IEL0BATENbHOCTH BBIINOJI-
HeHUs JIeCTBUH ero KOMIIOHEHTOB. B pa6oTe [9] npen-
CTaBJIEH QJITOPUTM IJIAHUPOBaHUs paboyero nmpouecca
Ha OCHOBEe CPOYHOCTH, I'Zle pacyeT XapaKTEePUCTHK OC-
HOBaH Ha CUMYJISIIMHU. ITO MO3BOJISET CHOPMYITUPO-
BaTb HalpaBJIeHUE, CBSI3aHHOE C JJaHHOHN paboToi, oc-
HOBaHHOE Ha pa3paboTKe MaTeMaTHUUYeCKUX Mo/ieJied U
METO/I0B pacyeTa BEpPOSITHOCTHO-BPEMEHHbBIX XapaKTe-
PUCTHK AJI51 peasiM3alyy aJropyuTMa MoCTpoeHus pa-
004YMX INPOLECCOB B CIa00CBA3aHHBIX TPAH3aKI[HOH-
HBIX YCJIyTax.

B pa6ote [10] npeasioxeHa MeTOAOJIOTHUS U apXH-
TeKTypa ¢peldMBOpKa /I OLEHKH KadeCTBa Ipefo-
cTaBjeHUs cyabocBsa3aHHbIX youyr (QoS, a66p. om
aHaz. Quality of Service). ABTOpbI paboThl yKa3aH, 4TO
JUIs1 061ell IPUMEHUMOCTH MO/IX0/1a ObLJI0 Obl TOUHEE
pa3paboTaTh Mo/iesib paboThl CETH 04Yepe/ie JJisl BbI-
yucaeHus: QoS, 4To 6yAeT peajn30BaHO B JAHHOM HC-
CJIeJTOBaHUM [IJIsl ClieHapueB PaboduX MPOILECCOB 06-
CJIY?>KMBAHUS 3alIPOCOB B TPAH3AKI[MOHHBIX CUCTEMAX.

[Ipu pa3paboTke HHPOKOMMYHHUKAILMOHHBIX CUCTEM
He0o0X0JMMO NPOU3BOJUThL MOJeJMpOBaHUe B Lessx
MPOTHO3UPOBAHUSA [JIS1 NTOJyYeHUs] KaueCTBEHHBIX Xa-
PaKTEPUCTUK CHUCTEMBI, ONpeJieJIeHNs] Y3KUX MECT, 3a-
BUCUMOCTHY M3MeHeHHA napaMeTpoB QoS OoT BHeIIHUX
BO3/leMCTBUMN. [I/15 oJiy4eHus1 KaueCTBEHHBIX XapaKTe-
PUCTHUK CepBUCOB HeOOX0JMMa OlLieHKa NapaMeTpoB
aTOMapHBIX NMOJCUCTEM 0OCIYKMBAaHUA TPaH3aKLUH U
X KoMOuHanus. [103ToOMy 1iesibl0 JaHHOH PaGoThI 6y-
JleT Co3JjlaHhe MaTeMaTU4eCcKOoro alnaparTa OLeHKH Bpe-
MEHHBIX XapaKTEePUCTHK CUCTEMbI, OCHOBAaHHO! Ha BblI-
MOJIHEHUH TPaH3aKLMHA BHYTPH pabovero mpouecca.

2. MoaesimpoBaHue OT/Je/IbHbIX KOMIIOHEHT
pa6o4yMx NpoueccoB CJ1a60CBA3aHHBIX YCAYT

llesb faHHOTO MCC/efOBaHUSA 3aK/I04YaeTcs B pas-
paboTke GYyHKLHOHAJbHOW MoOJeNUM paboyero mpo-
Liecca BbINOJIHEHUSA T0CJIe/0BaTeJbHOH I1eM0YKHU JIo-
KaJIbHBIX TPaH3aKLHH, KOTOpasi TaKXKe MOMKET BKJIIO-
4yaTb B ce0s1 BETBJIEHHUE CIleHAPHEB IPOX0XKAEHUS CHU-
creMmsbl [11]. /laHHas MoAenb GYAET MOABepraTbCs Ma-
TeMaTH4YeCKOMY aHaJ/IU3y, a TaKKe IpoBepKe pe3yJib-
TaTOB MO/leJIMPOBaHUS C UCII0JIb30BaHUEM CeMelCTBa
MMHUTALUOHHBIX MoOJesllel B NpOTrpaMMHOHN cpeje
AnyLogic. B [12] aBTOpbl NIPOBOAAT MOAEJUPOBaHUE
web-cepBHCOB U BBIJBUTAIOT NPEANOJI0XKEHUE, YTO
MPOLIECC IEPEX0/A MEXKAY COCTOSTHUSIMU CUCTEMBI OTTH-
ChIBaeTCs Lenblo MapKoBa, a BpeMsi NpeObIBaHUS B CO-
CTOSIHUM OOCJIY>KMBAaHUSl MMeeT 3KCIIOHEeHIMaJbHOe
pacnpejesieHre ¢ GyHKLIMeEN pacipe/ieleHUs BeposT-
Hoctu (PPB) BpeMeHH, paBHOI:

F({)=1-—e™™, (1)

rje L — MHTEHCUBHOCTb 06CJ'Iy>KI/IBaHI/IH 3aIlpocCcoB.
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K TakoMy BBIBOAY PUIILJIK U aBTOPHI paboT [13-15],
WCIO0J1b3Ysl B CBOEM HCC/IeZ,0BAHUM 9KCIIOHEHIIUAIbHO
pacrnpesie/ieHHOe BpeMs t, OTOJHUTENbHO B [16] mpu-
MeHss K Mozesad M/M/1 napametp u(1 - p). lloctyn-
JIeHHe Ha 06C/yKUBaloll e NpUOOopbI pacnpe/enseTcsa
1o 3akoHy IlyaccoHa, ciy>ke6Has AUCLMIIMHA 06CIy-
*kuBaHus FIFO (a66p. om anza. First In, First Out). B
MHBIX CJIy4asix BO3MOXXHO NpMMeHeHHe K BpeMeHH 00-
CIYKVBaHUS TpPaH3aKUUK QYHKUMH pacrpeneseHus,
3aJlaHHBIX [0 PAaBHOMEPHOMY 3aKOHY Beibysia nam
[Mapero [17].

Bce paccMoTpeHHBIe HCCIe0BaHUS BKIKOYAIOT I10-
JlyueHUe BepOSITHOCTHO BPEMEHHBIX XapaKTePHUCTHK
cucteM MaccoBoro o6caykruBanus (CMO) Tuma M/M/1
IpU MOJeJIMPOBAaHUHU peaslbHBIX CUCTeM. 3ajiaya, 1o-
CTaBJIeHHas B JJAaHHOM HCC/Ae[0BaHWH, IpeAycMaTpH-
BaeT MOCTPOEHHE MaTeMaTHYEeCKOro ammnapara pac-
YyeTa KaK 0ZJHOKaHaJIbHBIX, TAK U MHOTOKaHa/IbHBIX CH-
creM M/M/v (prcyHOK 1), BKJIIOYUEHHBIX B LIETIOYKY, pe-
AJIM3YIOIIYI0 PabovYuid Mpouecc o6Cay>KUBaHUS TPaH-
3aknui. /lig peanusanuy noJo6HOro MoieIMPOBaHUA
OyZieT UCNOJb30BaH MaTeMaTUYeCKUI annapaT ceTed
JKeKcoHa M ero J0NoJIHEHHWe CUCTEMOH NapaJesb-

HOT'0 00C/TYKUBaHUS.
()

Or

Puc. 1. MHOrokaHa/ibHasi CUCTEMa MacCOBOT0 06CIy>KMBaHHUS

Fig. 1. Multi-channel Queuing System

2.1. MoaeimpoBaHue pa6o4ero npouecca
06C/IyKMBAaHUA JIOKAJIbHbIX TPaH3aAKI UM
MaTeMaTU4YeCKHUM annapaToMm cetei /l)KeKCoHa

Ha pucyHke 2 npezcTaBjeHa QyHKLMOHA/IbHAsA MO-
JleJib paboyero Ipoliecca 06GCIy>KMBaHUsl TOCef0Ba-
TeJIbHbIX JIOKaJbHbIX TpaH3aKUuil. JlaHHas ceTb CMO

(CeMO) npexcTaBJisieT COBOKYNTHOCTb 3KBUBAaJIEHTHBIX
06 CITYy>KHBAIOIMX Y3JI0B, 1JIsI KOTOPBIX MOXKHO MTPOBe-
CTU TOCJe[0BaTeJbHbIA aHa/NW3 Hepexoja TpeGoBa-
HUH OT y3Jia K y3/y [ [0Jy4yeHUs KayeCTBEHHbIX
BpEMEHHbIX XapaKTEePUCTHK.

T N T2 n Tn
s e

Puc. 2. Moaenb paGoyero nponecca 06CJIy>KMBaHHUs B [ieN0YKe
nocjie 0BaTe/IbHbIX JIOKAJIbHBIX TPAaH3aKIH

Fig. 2. Model of the workflow for serving sequential local transactions

O6was cpenHaa 3ajepxkKa T; OT HavYa/la [0 KOHLA
006C/Iy>KUBaHUS B BblJesleHHOU nenouke CMO moJsty4a-
eTCsl CYMMHPOBAaHUEM OT/eJIbHBIX 33Jlep>KeK Ha Kax-

JOM M3 HUX:
N
i=1

Jlns ynpoleHuUs Moc/jiefoBaTe/JbHOTO aHalu3a Le-
MOYKH Y3JI0B MOXKHO HUCII0JIb30BaTh CBOMCTBO CLieIIe-
HHUS, KaK NO0Ka3aHo Ha pucyHke 3. To ecTb npeo6paso-
BaTh I10CJ/Ie/I0BaTebHOE 00C/TyKMBaHHE 3aIIPOCOB Iie-
noykoi CMO B 0iMH 3KBHBaJIEHTHBIU y3eJl.

=

: (2)

Jns Haxox/JeHUs1 MaTeMaTUYeCKOro 0XKHJAaHUS U
JUCIIepCUU BpEMEHHBIX XapaKTEePUCTHK /151 BCEH CeTU
Heo6X0AMMO MPOBECTH pacyeT IJIOTHOCTU pacmpeje-
JieHust BeposaTHocTH ([IPB) BpeMeHH HaxoXAeHUs Tpe-
60BaHMsI B paccMmaTpuBaemoidt CeMO. CorJiacHo [18]
@®PB BpeMeHU NPOXOXKJAEHUS BCEH LIeMOYKUM MHUKPO-
CcepBUCOB onpeenseTcs cBepTkoil PPB Bpemenu npo-
X0XKJleHUs B Kaxkou CMO:

E (t) = Foy(t) x Fop(t) * Fo3(t) * -+ % Fon (), (3)

rae F,;(t) - ®PB BpeMeHU OKOHYAHUS 06CIYKUBAHUS
Bi-i CMO,i=1, .., N.

JanHas YHKUMS HaXOAUTCA C HCIOJIb30BAaHUEM
annapara CBEpPTKHU ONpeJieJIeHHbIX B IEPBOH IJaBe
®PB BpeMenu o6caykrBaHus F(t) 1 BpeMeHH 0XKu/a-
Husd B ouepeau F, (t).

Fe(t)
N
e N
1 1 1
 — —
\ V2 VN
NI M Sn
- J
VT
> ( F x(t) ]—V

L

Puc. 3. MoaeJib Lie0YKH JIOKAJIBHBIX TPAH3aKIMii B pa60oyeM NMpoLecce CUCTEMBI

Fig. 3. Model of the local transaction chain in the system's workflow
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Jlns cucremsl Tuna M/M/v B [19] dyHkuus onpefe-
JieHa BbIpaxkeHUeM (4), rae P (0) - BepoSTHOCTb Ipo-

P(0)

F®)={" v-4-1

1 — utP(0)e M — e7H,

CTOUT OTMETHUTD, YTO PYHKIUIO pacnpesesieHus Be-
posiTHOCTeH (5) MOXKHO OnpeieINTh KaK:

_(1—e™, t>0;
ro={'""" 20 (5)

rjge X — BeJIM4KuHa, 06paTHaﬂ cpeagHEeMY BPpEMEHH OXKH-
JAaHHA 3aABKH.

Jns pacdera cetu CMO c BeTBJIeHUEM CLieHapHeB
NPOXOXKJEHNUA CUCTeMbl (CM. MOJleslb Ha PUCYHKe 4)
Heo6X0/AMMO HCI0JIb30BaTh NpUHLIUI cBepTku PPB
BpeMeHU npoxoxjeHus Bcex CMO B cuenapuu. Oga-
Hako B JaHHOM ciaydae ®PB npoxoxzaeHus cUCTeMbl
F,(t) 3aBUCUT OT pa3bueHUs MOTOKA 3afBOK B CETHU
NpHY NOCTYIJIEHUH Ha NapasijesibHble Y3J1bl, YTO U3Me-
HsleT WHTEHCUBHOCTb BXOJIHOIO INOTOKa B KaXKJAbIH
y3eJ1. CorjlacHO UCTOYHUKY [20], ”HTEHCHBHOCTb BXOJ-
HOTO NOTOKA A; B y3€eJI j U3 NpeJUIeCTBYIOIEro y3a I
onpejienseTcs MaTpULled nepexosoB R = ||pij|| U paB-
HseTcsa A; X R.

B pe3sysibTaTe NpoBeAeHHOr0 aHa/Jiu3a U MOJy4YeH-
HbIX BbIpakeHUH pacyeTa ®PB npoxoxaeHus Bcel 1ie-
noyku CMO, BO3MOXeH pacyeT MaTEMaTHU4YeCKOro
O0XUJAHUS U AUCIEePCUU BpEMeHU NPOXOXKAEHUs Tpe-
60BaHUSIMU CHUCTEMbl WUJIM BblJEJEHHOTO MaplipyTa
CIeIyIOIIMMHU BhIPAXKEHUSIMHU:

— epBbIM HAYaJIbHBIA MOMEHT WUJIM MaTeMaTHYeCKoe
OXXH/IaHWe BpeMeH!U TPeObIBaHUs B Bbl/IeJIEHHOHN CETH:

+00

M[Teewo] = j tdF,(0); )
0
- AI/ICHepCI/IH BpeMeHPI Hpe6bIBaHHH B BbI,E[eJleHHOf/'I

CeTH:
D[Tcemol = M[(Teemo)?] = (M[Teemol)?. (7)

Snoo—>

[e—p(v—/l)t _ e—p.t] _ e—llt’

CTOs1 CUCTeMBbl; A — 3arpy3Ka CUCTeMbl, COOTBETCTBYIO-
11asi HEPaBEHCTBY A/l < V; V — KOJIMY€ECTBO 00CIYKHUBA-
IOLUX TPUOOPOB.

0<A4A+#v-—-1
0<4=v-1

(4)

2.2. MMapanienbHass 06pa6oTKa 3aPOCOB

CiioxxHble UHPOPMAIMOHHBIE CTPYKTYPhI 4acCTO 3a-
BSI3aHbl HA CI€HApPUSAX NapaslyieibHOH 06pabOTKHU 3a-
MpocoB. ABTOPbI paboThbl [21] mMpoBOAAT aHANU3 CH-
CTeMbl NapasijieIbHOH 06paboTKU U NPOBOAAT UMUTA-
LIMOHHOE MOo/ieJIMpoBaHue cucTeMbl Buaa M/G/n. B pa-
6oTe [22] ucciefyeTcs NPUMeHeHHe Mapasiiejn3Ma
JUIS TIOCTPOEeHHUs1 paboyrx HPOLECCOB C HCIO0Jb30Ba-
HHEM 3KBHMBAJIEHTHBIX MUKpPOCepBHUCOB. [y peannsa-
LMY JJaHHOTO 6JI0KA MapasijieJJbHOH 06paboTKU B paM-
Kax paboyero nporecca Heo6XoJUMO ONpeAeSuTb Ma-
TeMaTU4eCcKUH annapaT, KOTOPbIi O3BOJIUT MOJYYUTh
BpeMeHHble XapaKTepUCTUKHU cucTeMbl. Ha pucyHke 5
mpe/icTaB/IeHa 00061eHHasA CXeMa peasn3aliiy napas-
JleJli3Ma, KoTopasi sBJjseTcs IabJoHOM s paspa-
O0TKHM MHOTHX MoJiesiel perivkanud. K npumepy, oHa
MOKeT OBITh MCIO0JIb30BaHA MPH peajn3alyy pacyeTa
KaueCTBEHHBIX XapaKTEePUCTUK paclipelieileHHON cu-
CTeMbl XpaHEHHUS JAaHHbIX C CHHXPOHHOH 3alMChbIo 6J10-
KOB JJaHHBIX Ha JJUCKOBOE MIPOCTPAHCTBO [23].

[lapa/ieIbHOCTD BKJIIOYAET B ce6s1 pENIMKALMIO 3a-
poca Ha m y3J10B, YTO MOXeT ObIThb UCII0Ib30BaHO JJIs1
JIByX LeJsiedl. Bo-nepBblX, L MOJeJUpPOBaHUs MpO-
1jecca 0JHOBpeMeHHOT0 OIIPoca ABYX €/1a60CBsA3aHHbIX
YCJIYT C LjeJIblo NT0JIy4eHHs OTBeTa OT Bcex y3J10B. Ec/iu
o6CayKMBaHUe XOTsl Obl OJJHOM W3 peIJIMK 3aBeplia-
eTcs Hey/lauel, To 06C/IyKUBaHHE OCTABLIMXCS TaKKe
IpeKpallaeTcss ¥ 3anpoc, NOCTYNUBIIMKA Ha Havallb-
HBbIH y3eJ, CYUTAETCs HeoOCIyKeHHBbIM. Bo-BTOpHIX,
npy HeOo6XOAMMOCTH pa3bHeHHs MOCTyNaloIlero 3a-
npoca Ha 6oJiee MeJIKMe KOMIIOHEHTBI C UX OJHOBpe-
MEHHBIM OOC/Iy>KMBaHHEM Ha MapalJieJIbHbIX y3J1ax
[24]. O6e BieKyT M3MEHEHHE BPEMEHH BBIIOJHEHHUS
TpaH3aKLHUHU:

* t06cn.
toﬁcn. = m . (8)

St P S S

St [ S | &

St > S 7 Sh

Puc. 4. Moaeb BeTB/IeHMA ClieHapHeB paG04YUX NPOLECCOB CUCTEMbI

Fig. 4. Model of branching workflow scenarios in the system
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Fi(t)

. [Tomok
BxodHoti nomok 06CIyKeHHbIX
3anpocos . 3ahpocos
) O,
Fu(t)
N J
'
Fe(t)

Puc. 5. Cxema napasiie/ibHO¥M 06paGOTKH 3aNIPOCOB

Fig. 5. Diagram of Parallel Query Processing

Pe3ysibTaToM peanusanuy JaHHOTO MOJX04a OyAeT
3aBUCUMOCTb (9), rie BpeMeHeM YAaYHOTO OOCITYKHU-
BaHUSA SBJISIETCA MaKCHMaJIbHOe BpeMsl 00paboTKH, a
BpeMsl, 3aJ10)KEHHOE Ha OTBET O HeyZauHOM 0GCIyKU-
BaHUHY, SIBJISIETCSI BpeMeHEM IEPBOTr'0 KOMIIOHEHTa, 06-
Cy’KMBaHUeE KOTOPOTO 3aBEPUINJIOCh HeyAaue:

maX{To6c.}: |T06c.| >0

= . 5 T =t ,---;t ]
{mln{THey,u.}: |T06c.| =0 { ! m}

9)

i-1

>

rae Tys.. — BpEMS YCIELUTHOTO 06CAYKUBAHUS B KAXK/A0H
3alyIeHHOH! BeTBY; Ty, — BPEMSA HEYJAYHOTO 06CIy-
YKUBaHUS

MatemaTtruueckuit annapat Fork-Join coxpansieT
Bbl/leJIeHHOe CBOMCTBO aTOMAapHOCTU NPHU BBINOJIHE-
HUM TpaH3aKLMH, 4YTO NMO3BOJIAET HCNOJb30BaThb €ro
JUIsl pacyeTa KaueCTBEHHbBIX XapaKTEPUCTHUK 3JIeMEHTA
pabodero mporecca B BbIJIEJIEHHOW 3aJjlade pacyeTa.
JUisi moJsiydeHUs1 TOYHBIX Pe3yJbTAaTOB MaTeMaTHye-
CKOTO MOJIEJIUPOBAHUS HCIOJIb3YETCS BbIpAXKEHHE
(10) npubamxkeHHoi ®PB BpeMeHHU i BCEH CETH C
K03$PUIMEHTOM pemJMKalUu pPaBHbIM M, MpeAJo-
>KeHHoe B pabore [25], rae ¢; - kKoapduinueHT pemniu-
Kauuu (11), paBHbI# Cpypq =0,¢,=1,c, =1 —p, /4, up;
- BEPOSATHOCTB TOTO, YTO 3aNpoC OyJeT OXKUAATh 06-
caykuBaHus. [y ydyeTa 6JioKa mapaJsjieibHOU obpa-
60TKM B pacueTe PYHKUMU MPOXOXKAEHHUsS BCeH Iie-
MOYKU JIOKaJbHbIX TpaH3aKLUH, pacCiUTaHHOU B
ypaBHeHUHU (3), ObLIM OMpejie/ieHbl BbIpaXKeHUs AJIs
nsobpaxkenuss PPB u nioTHOCTH pacnpepesieHus: Be-
positHocTH ([1PB) BpemMeHu napaJiieibHONU 06paboTKH
JIBYMsI CJ1a60CBsI3aHHBIMU ycayramu (12, 13).

Pacuer Mogeneir ¢ k03¢PUIMEHTOM peUuKaluu
m > 2 WK C BBeJIEHUEM CJIOKHBIX pacnpe/ieJieHuH, pa-
[MOHA/IBHO MMPOU3BO/IUTh C UCIIOJIb30BaHHEM allllapaTa
MMHUTANHMOHHOTO MO/IeIMPOBAHHUS.

CpeznHee BpeMsl NMpe6GbIBaHUSA 3ampoca B CHUCTEMe

m i
Foy@® = 1= a1l =F@I] [Fa® = Y (e = e | [ Fue®, (10)
i=1 j=1 i=1 j=1
Di—1 Di—2 .
c~(1- 4)(1— 8), 3<i<m, (11)
4p(—2A+s+2p)
. ()_(A—s—u)(—7\+4u+7u Ss u) (=22 +s+2wW)Bu—2) (12)
Fj2\S) = 4ux (A — s —wWQ2u+s—21) 4ux (A — s—wWQu+s—21)
s) = 8u3 — 16Ap? + (As + 8A%)u — A%s
fra(s) = 4px (M+s—NDRu+s—21 ° (13)
3. AHA/IUTUYECKOE U UMHUTALMOHHOE T Fl
MO/ e/IMPOBaHUE YaCTHOTO cjIy4yasi pa6odero i i
npouecca AJis1 c1a60CBA3aHHBIX YCIyT i MM/t i
B kavecTBe nmpuMepa NpoBeJieM pacyeT LenoYKH Jio- i E
KaJIbHbIX TpPaH3aKUWi C BHeJpEHHeM NapasliesbHOH MM MIMA ! |
006paboTku 3ampoca (pucyHok 6). [ns pacueta ®PB 2 3 )J'E !
BpEMEHU NPOX0XK/eHUsI TAKOU CEeTH, BKJIIOUAsi CUCTEMY —> Fafl) Feo(t) —>I Fri(t) @E——»
napaJsjiejibHOH 06pabOTKU 3alPOCOB, TaKXKe, Kak U B ! !
(3) ucnosibayeTtcs ypaBHeHHEe CBEPTKHU: i i
Fe(t) = Feq(t) * Fop (t) * Fpy (0, (14) | i
| MM/ i

M/M/1 onpefesisieTcsl BbIpaXKeHUEM:

Te=EOGCJ1.+W=H_ -

- (15)

Puc. 6. Moaeb pa6oyero npouecca ¢ napajuieJTbHoOMI
06pa6oTKoii 3anmpoca

Fig. 6. Model of the workflow with parallel query processing
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Proceedin

Ucnonb3ys Beipaxkenue (5), onpexnensem ®PB Bpe-
MeHHU HaXOXJeHHs 3asiBKU B cucTeMe Fy; (t):

— e~ (M)t .
ro={17 2 o
Ha pucyHke 7 uzobpaxeH rpadpuk [IPB u ®PB Bpe-
MEeHU MPOXOXKJEHHUsI TpeX CIeHAapHeB BbINOJIHEHUS
TpaHsaknuu: S (cucrema FJ ), S1 (CMO_2 u cucrtema FJ)
u 52 (CMO_1, CMO_2 u cuctema FJ) co ciaenyoumuMmu
BXOAHBIMM JZaHHbIMH A=A = A" =0,5 mo Teopeme

Bépke [19]u p=1.

1
f.(t) = o (0 — N)etPW (42t 4+ A3t3 — 6022 — 15Mt2 0% — 4het P 4 12Atp — 16pet@W 4 422 +

Taxke Ha pUCyHKe [TOKa3aH pe3yJbTaT pacyeTa Ma-
TEMATUYECKOT0 OXHUAAHUSA BbIZeseHHbIx CeMO: M(t),
M1(t) u M2(t), cooTBeTcTBeHHO. [loslyueHue pe3ybTa-
TOB MOJIeJIMPOBAaHUA HEOOXOAMMO [/Il aHa/IU3a BJIUA-
HUS N0CJIe[l0BaTe/IbHbIX CUCTEM Ha BbIXO/IHble BpEMEH-
Hble XapaKTepPUCTHUKH ILIeN0YKH JIOKAJbHBIX TPaH3aK-
uuil. [1oTHOCTE U GyHKIMA pacnpefeneHus A S2 3a-
JarTcsa BbipakeHusMu (17, 18). Takke ObLIM MOJY-
YeHbl pe3yJIbTaTbl UMUTALMOHHOTO0 MOJIEJIMPOBAHUSA C
AHaJIOTUYHBIMHU BXO/IHBIMU JJAHHBIMH, C IOMOLIbIO IPO-
rpaMMHoOro o6ecnedenusi Anylogic (pucyHok 8).

+8t2u3 — 16tu® + 16y,

F(@)=1
() =1+ 350

1
3+ B+ 3212)e2tO-W 4

+(—4N3t2u — 2322202 — 8%t 1 + 60At2p — 8Ap — 32t2p* — 64p2) * etV

03
PFJ(t) M(t) = 2,875
-~ p1FJ(Y) M1(t) = 4,875
........ p2FJ(t) M2(t) = 6,875
027
0,1}
i
00,_ : S 1.5 g —-.-éot

a)

(17)
(18)
1 PR
08
0,6
0,4
02 pFJ) M =2875
’ i gl o pIRJM) M1t = 4,875
: - p2FJ(t) M2(t) = 6,875
0g~ 5 10 15 20!

b)

Puc. 7. Tpaduxu I1PB (a) u PPB (b) BpeMeHU 06C/1yKUBAHUS B TPEX BblJ€JI€HHBIX CIIeHAPUAX

Fig. 7. Density (a) and probability (b) distribution function graphs of service time in three selected scenarios

BXogHoit_noTox |

S
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Fig. 8. Simulation model of the local transaction chain with parallelism

[Ipy cpaBHeHHM pe3yJAbTaTOB HMHUTALUHHOIO
MO/Zle/IMpOBaHUs (pUCYHOK 9) ¢ pe3yJibTaTaMu MaTe-
MaTH4YeCKOr0 aHalu3a, MOXHO CJeJlaTb BbIBOJ O
He3HAUUTEeJbHOM 3HAaYE€HHHU OLIMOKU arpoKCUMaluu
pu MoJieIMpoBaHuu cucteM M/M/1. YyuTeiBas CBOM-
cTBa cucteM M/M/1, ux npuMeHeHue AJ151 pacyeTa Bpe-
MEHHbBIX XapaKTEePUCTUK IeNMOYKU TPaH3aKLUH obec-
ne4yuBaeT J0CTaTOYHO TOYHbIE Pe3yJIbTaThl 6e3 cyle-

CTBEHHOH NOIPEIIHOCTH. B OT/IMYME OT CJI0XKHBIX CH-
cteMm tuna G/G/1, koTopble TpeOYIOT 60Jiee CA0MKHBIX
MaTeMaTHYeCKHUX PacyeToB, YTO YKa3bIBaeT Ha aKTy-
aJIbHOCTh NPOBeJEHUs AaJTbHEHIINX HCCIeJOBaHUH.
OpsHAKO JaHHOE UCC/Iel0BaHMe T03BOJISIET pACCMaTpPH-
BaTb ajaroputm pacdetra CeMO c BHeZpeHHEM TaKHUX
WHCTPYMEHTOB MacCOBOTO OOCIY>KHMBaHUS KakK mapaJi-
JieJbHas1 06paboTKa.
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Fig. 9. Results of simulation modeling: density (a) and probability (b)
distribution function of service time

4. BbIBOABI

MaTeMaTHYeCKHH WHCTPYMEHT, MOJIyYeHHbIH Kak
pesyJbTaT JaHHOTO MCC/IeJOBaHWSI, OCHOBAaHHBIN He
TOJIbKO Ha CPEJHUX 3HAYEHHUSX, MOKET NMPUMEHAThCS
JIJIs1 IOJTyY€EHUST TOUHBIX Pe3yJIbTaTOB pacyeTa BeposiT-
HOCTHO-BpPEMEHHBIX XapaKTEPUCTHK, BKJIIOYAIOIINX MO-
MEHTBI U JUCHEPCHIO, JJIT pabovYuX IMPOLECCOB 06Cy-
JKUBaHHUsl 33Jla4 B TPaH3aKI[MOHHbBIX CIa60CBSI3aHHbBIX
ycayrax. [losiydeHHble pe3ybTaThl aHAJUTUYECKOTO

CnMCOK MCTOYHUKOB

MOJIeJIMPOBAHUSl 4YaCTHOrO CLeHapus pabouero
npouecca 6blJIM NPOBEPEHbI MYTEM CO3JAaHUsS UMUTA-
LUOHHOW MOJeJY, YTO I03BOJIMJIO OATBEPAUTE KOP-
PEKTHOCTb PpPa3pabOTaHHOr0 MaTeMaTHYeCKOro HH-
cTpyMeHTa. CTOUT OTMETUTbD, YTO JJAaHHbIA MaTeMaTH-
YeCKUH MHCTPYMEHT N03BOJISIET POU3BOAUTD pacyeT
XapaKTepPUCTHUK CUCTEM C paclpefieseHUsIMH, K KOTo-
pBIM NPHUMEHUMO Npeo6pa3oBaHue Jlamiaca, B UHbIX
CIy4asix Heo6X0UMO NMPUMEHSTh JIM60 UMHUTAI[MOH-
HOe MOJieJIMPOBaHue, JIM60 MeTOo/bl alNpPOKCHUMaLHUU
yHKUIMH.

B pmanpHEHIINX HCCIeJOBAaHUSAX OYAyT pPaccMOT-
peHbI GoJsiee CJIOXKHbIE CUCTEMBI JJI1 IOCTPOEHUs Ce-
MeHCcTBa MoJieslell pacyeTa KaueCTBEHHBIX U KoJdYe-
CTBEHHbIX XapaKTePUCTUK pabovyuX NPOLLeCCOB 06CTy-
’KMBAaHUA TpPaH3aKLHUHA B CJAGOCBA3aHHBIX YCJIyrax.
Yro mpuBeseT K HEOOXOAUMOCTHU pEeLIeHUs CIeAyo-
IIMX 33Ja4:

— pa3paboTKa ceMelCcTBa UMHUTALMOHHBIX MO/JleJleH
crieHapyueB pabovYuX MPOLECCOB /1S TPAH3AKIMOHHBIX
YCJIyT;

- pa3paboTKa MoJX0/a K MOJIeJIMPOBAHUIO CUCTEM
CJIOKHBIX pacnpejiejleHUH (Hanpumep, [AJMHHOXBO-
cTole Belibysia unu [lapeTo), KOTOpble He MO Al TCs
npeo6pasoBanuto Jlamsaca s JaabHeH el CBepTKY;
JIaHHBIN MOJXO0J, MOXKeT BKJ/II0YATh B cebsi BHEpEHHUE
TaKUX METOJ0B alllPOKCUMAIUHM, KaK CTyleHYaTble
GYHKLIMHK WM alllIPOKCUMALUS TUIePIKIOHEHIMaJIb-
HBIM paclnpejejieHueM;

- pa3paboTKa aJropuTMa BbIGOPKH 3KBHMBaJIE€HTHbIX
c1ab0CBA3AHHBIX YCIyT 4151 GOPMUPOBAaHUA pabodero
mpolecca ¢ 3aJaHHbIM KauyeCTBOM 06C/IyKHUBaHHUS.

[locnenyoiiee pasBUTHEe UHCTPYMEHTapUs MO3BO-
JIUT NPOBOJUTh MaTEeMaTHUYeCKOe MOJEeJUPOBAHUE C
LeJIbI0 OLleHKH U POTHO3UPOBAHUs KaueCcTBa BO MHO-
rux coepax MHGOKOMMYHUKALMOHHBIX YCJIYT, BKJIIO-
Yasl 3JIeKTPOHHYI0 KOMMePLHIO, paboTy C G6OJIBIINMHU
JAHHbIMH, BHeJpeHue B KoHLemnuuio «Cloud-Fog-
Edge», pacnipesiesieHHbIE CHCTEMBI U T. .
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AHHOTanMA: Cmambvs noceaweHa papabomke MemoduKku paciema nponyckHol cnocob6Hocmu paduopesetiHol
AuHuu (PPJT) c adanmusHoii modyasyuell 8 yc/a08uUsix 3aMUpaHutl, XapakmepHbslX 0151 MUAIUMEMPO8020 AUANAa30oHa
goH. [lokasaHa 83aumocesi3b NPponyckHol cnocobHocmu ¢ KoaggduyueHmamu HezcomosHocmu uimepsa.os PPJI c
pasHuviMU epadayusimu ckopocmu nepedavu npu uzeecmuoll pyHKyuu pacnpedeseHust 3amupanull. [Ipedcmaservi
pe3y/ibmamul 06pabomku cmamucmuku 3amupatuti Ha uHmepeasax PPJI e duanasone E-band (71-76/81-86 I'Ty)
U MemeOoOaHHbIX, HA OCHOB8e KOMOPbIX 6Oblid Bbld8/4eHA UX B63AUMOC8S3b, YYMEHHdsl 8 nped/s1azaemMom
aHaaumuyeckoMm 8blpaixceHuu @GyHKyuu pacnpedeseHusi 3amupauull. IIposedeH cpasHUMeAbHbII aHAAU3
pe3ysibmamos pacvema Ko3g@uyueHmos He20mo8HOCMU U NPONYCKHOU cnocobHocmu uHmepsasaos PPJI &
duanasoHe E-band Ha ocHoBe nped.iazaemoll U UChO/Ab3yeMblX 8 cywecmeyrnwux memodukax @GyHKyull
pachpedesenus. [loka3aHa 8bicoKaAss AdeK8AMHOCMb pa3pabomMaHHOU MemoduKu pe3y/ibmamam usmepeHull.

KnwuyeBsle c10Ba: paduopeselinas c8si3b, N(PONYCKHASL CNOCOGHOCMYb, paduopeieliHblil UHmepsea, paduopeaeliHas
AuHug, duanasoH E-band, 3amupaHus, cmamucmuka 3amMupaHuil, cmamucmuka no2o0HblX yca08ull, Ko3agpuyueHm
HezomosHocmu
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Abstract: The article is devoted to the development of a method for calculating the capacity of microwave
links with adaptive modulation under fading conditions in millimeter wave range. The relationship
between throughput and unavailability coefficient of microwave links with different transmission rate
levels are is shown for a known distribution function of fading. The results of data analysis of fading
statistics at microwave links in the E-band range (71-76/81-86 GHz) and meteorological statistics are
presented. The relationship of both statistics was revealed and taken into account in the proposed
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analytical equation for the distribution function of fading. A comparative analysis of the calculation results
of the unavailability coefficient and throughput at microwave links in the E-band range was carried out
based on the proposed distribution function as well as based on the distribution functions of existing
methods. High relevance of the developed method to the measurement results is shown.

Keywords: microwave communication, throughput, microwave link, microwave line, E-band range, fading, fading

statistics, weather statistics, unavailability coefficient

For citation: Stepanets I. Method of Throughput Calculation for Microwave Link with Adaptive Modulation Under
the Fading Conditions Inherent for Millimeter Waves. Proc. of Telecom. Universities. 2023;9(3):91-103. (in Russ.)

DOI:10.31854/1813-324X-2023-9-3-91-103

BBeaeHue

PaguopesieiiHasi CBSI3b LIMPOKO NpPUMEHSETCA Ha
TPAHCIOPTHBIX CETSAX CBSI3U U CETAX A0CTYIa Pas3Jind-
HOr0 Ha3HauyeHHUs, 6JlaroZilaps BO3MOXXHOCTU OBICT-
poro pa3BepThIBAHUSA C CYIIEeCTBEHHO MEHBLIMMU 3a-
TpaTaM{ [0 CPaBHEHHUIO C BOJOKOHHO-ONTHYECKUMU
JINHUSIMU CBSA3U. B ceTsix NoABUKHOM CBSI3U pajuope-
JieliHas1 CBSI3b COCTABJISIET OCHOBY 6eCIIPOBOAHOTIO pac-
npeJeIMTeJTbHOI0 TPAHCIIOPTHOT'O CETMEHTa, TaK KakK
obecneyMBaeT WHPOPMAINMOHHOE BKJIOYEHHUE Y3JIOB
pazydojocTyna € sApoM CETH HANpsIMyIo, UJIM 4Yepe3
6/1MKalIIyIo MJIOLALKY, 000PY/JOBaHHYIO TOYKOU [Jl0-
CTyHa K BOJIOKOHHO-ONITUYECKUM JINHUSAM CBsA3U. Pas-
BUTHE TEXHOJIOTUH NOJBUXKHOU CBsA3U 5G U B lepcrek-
TuBe 6G, BbIIBUraeT BbICOKHE TPeO6OBaHUS K IPOMYCK-
HOU CIOCOGHOCTH O6€eCHpPOBOAHOTO TPAHCIOPTHOrO
CerMeHTa B LeJIOM U pajuopesieHHOM CBSI3U B YaCTHO-
ctu [1, 2]. OAHUM U3 HaNpaBJIEHUHM NOBBILIEHUS NPO-
MYCKHOM CIIOCOGHOCTU CUCTEM pajuopeseliHON CBS3U
JLIs y0BJIeTBOpEHUs TpeboBaHuUl ceTelt 5G sABseTCA
OCBOEHME HOBBIX JUaNla30HOB PaIUOYaCTOTHOIO CIIeK-
Tpa [3, 4]. B oTtyeTe EBpomnelickoro MHCTUTYTa TeJie-
KOMMYHHUKalMOHHBIX cTaHgapToB ETSI GR mWT 012
OTMEYaeTcs, YTO MOBbILIEHHE TPONYCKHON CIIOCOGHO-
CTH paiiopesIeHBbIX CHUCTEeM OGECPOBOJHOI'O CErMeH-
ToB Backhaul/X-Haul pacnpepenvuTenbHOl TpaHC-
NOpPTHOM ceTH 5G BO3MOXXHO Ha OCHOBE COBMECTHOTO
NpUMeHeHUs1 CTaHAAPTHOrO Juana3oHa 4YacToT
(4-42TTu) v ocBoeHHs AMANa3oHA MUJJIMMETPOBBIX
BoJiH (30 - 300 ['T'), Brtto9ast Q-band (40,5-43,5 ['T),
V-band (59-64 ITwu), E-band (71-76/81-86 ITw),
W-band (92-96 I'Tu) u D-band (150 I'T'w).

[IpumeneHue AuanasoHa MUJJIMMETPOBBIX pafHoO-
BOJIH I103BOJISIET B LIeJIOM PELIUTDb 3aJa4dy MOBbILIEHUA
NPOIYCKHOW CIOCOOHOCTH pajuopeseHbIX CHUCTeM
nepefadu. OfHaKo cCyleCTBEHHasd 3aBUCUMOCTb pac-
NpPOCTpPaHeHUs PaZHUOBOJIH YKA3aHHOTO JUara3oHa OT
MeTeoyCJ0BUH M HeAOCTAaTO4YHas M3YYEeHHOCTb 3TOU
3aBHCHMOCTH BBICTYNAIOT CAEPKUBAIILKUM GaKTOpOM
NPOTHO3WPOBAaHUSA KadyecTBa CBSI3U B paJiuopeseHbIX
snHusx (PPJI) Ha 3Tarne UX MJIAHUPOBAHUS U IPOEKTH-
poBaHuA. ClI0XUJIACh CUTYaLUs, KOrJa MeToAbl U MO-
JleJld pacyeTa IoKasaTeJsiel KayecTBa pajuopeseHON
CBSI3H, ONKMCAHHble B HOPMAaTHUBHBIX JOKYMEHTaX OT-
pacju U peKoOMeHJALusX, OTCTAT OT TeXHOJIoruye-

CKUX JIOCTHXKEHU U U He 0XBaThIBAIOT IIMPOKO PUMEHS-
eMbIH Ha MpPaKTHKe y4acTOK MUJUIUMETPOBOTO JiMana-
30Ha BoJiH E-band. Tak, TOCT P 53363-2009 no pacuety
nokasaTesiei kauectBa PPJI orpaHuurBaeTcs Juamnaso-
HoM 4acTtoT oT 3,4-40,5 I'Tu, a pazpa6oranHas HUNUP
MeTo/uKa pacdeTa Tpacc nudposeix PPJI npsiMoit BUugu-
MOCTH OXBaTbhIBaeT AWANAa30H 4acToT oT 2 710 20 I'T'ry [5].
B Pexomenpauuu MexayHapogHoro Coro3a 3J/eKTpo-
CBSI3U /IS NPOEKTUPOBAHUS HA3€MHBIX CUCTEM PSIMOM
BUAUMOCTHU [6] yka3aH 6oJiee BbICOKUH JjMamna3oH 4a-
CTOT ee MIPUMEHUMOCTH, HO C OCTOPO’KHOH OTOBOPKOM:
«... I0 KpaiHel Mepe, A 4dactoT Ao 100 I'Ty», yto
TaKXXe CBUJETEJbCTBYET O HEJOCTATOYHOU U3y4YeHHO-
CTU BJIMSIHUSI METEOYCJI0BHUM Ha pacHpoCTpaHeHHe pa-
JHMOBOJIH MUIJINMETPOBOTO JIMAMa30Ha.

OcoGeHHOCTBI0 paZiuopesieHHOU CBSI3U B MUJLJIH-
MEeTpPOBOM JAuana3oHe YacTOT SBJSAETCA ee CHJIbHasi
MOJBEPKEHHOCTh BJIMSTHUIO OCAJKOB, BbI3bIBAKOIMX
rjiybokue 3aMUpaHUs CUTHAJIOB, [1J1s1 60pbOBI C KOTO-
pbIMU Ha uHTepBasax PPJI (paguopesieiiHbIX UHTepBa-
Jax - PPU) nunbo mnojjep:kuBaeTcsl MOBBIIIEHHbBIN
3amac MOUIHOCTH, JIUOO HCIOJIb3YeTCs aJalTHBHas
moaynsuus (AM). PaguopeneliHoe oGopyJioBaHUE B
3TOM JMana30He MIUPOKO MPUMEHSETCS Ha MPaKTUKe
JIOBOJILHO TPOJAOJ/DKUTENbHBINA MEPUO/J], 32 KOTOPBIN
yKe cobpaH 60JIbIION 06'beM CTATUCTUYECKUX JAHHBIX
[4], no3BosAOLMI OLEHUTh U OOOOUIUTH BJIUSHUE
MeTeOoyCJIOBUIl Ha 3aMUpaHUsl curHasoB. Ha ocHoBe
MMEIIINXCS CTATUCTUYECKUX JAHHBIX ObLIM IPOBe-
JleHbI UCCJIe/JOBAHUS YKA3aHHOTO BJAUSHUS B lUAla30He
E-Band, yTo no3BoJini0 pazpaboTaTh paCCMOTPEHHYIO
B JAHHON CTaTbe METOJUKY pacyeTa MNPOMYyCKHOHN
cnocobHoctu PPJI ¢ AM B yci0oBUSIX 3aMUpaHUl,
XapaKTepHBIX JJIs] MUIJIUMETPOBOI0 luania3oHa BOJIH.

OcCHOBHbI€ N10J10KEHNS pa3pa6oTaHHOM MeTOJNKH

B ocHOBY pa3paboTaHHOH METOAUKH pacyeTa Mmpo-
MycKkHOU crnoco6HocTH PPJI ¢ asanTuBHOU Mojysis-
[yeH Jierjia MaTeMaTu4yeckas MoJieslb QYHKIMOHUPO-
BaHMUSA CeTU pafuopesieiHON CBAA3U C aJallTUBHON MO-
Aynsinred 1 KOMMyTalel MakeToB, MpeJIoKeHHast B
pa6ore [7].

[Tox mponyckHo¥ crioco6HocThI0 PPU 6e3 AM, pa6o-
TAIOIIET0 C MOCTOSTHHON CKOPOCTBIO Nepesiayd, MOHU-
MaeTcsi MaKCUMaJsIbHast CKOPOCThb Cpax € {C;},, moa-
Jlep>KuBaeMast pafuopeseiHbIM 060pyA0BaHUEM, TPU
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yCJI0BUM obecrnedeHus1 Tpebyemoro kKosdpduuueHTa
HeroToBHOCTHU Ky (Crax ) < Ky :

Crax = {213_)_2 Ci |Kyri SKl—rr.Tp- (D

B ciydae 3ajaHHOM NOCTOSSHHOW CKOPOCTH Hepe-
Aauu Cr, uuTepBas PPJI cunraeTcss NpUrofHeIM, eciu
Kyr (CTp) < Kyrap,  9TO yCJIOBUIO
Cmax = Crp. OTCIOAA CIEAYET, YTO pacyeT NPONyCKHON

cnoco6HocTy PPU HemocpencTBEHHO CBSI3aH C pacye-
TOM K03 PullMeHTa HETOTOBHOCTH U C OLIEHKOU MpHU-
roJAHOCTH UHTepBasa.

3KBHWBAJIEHTHO

OZHO3HAYHOTO OMNpe/ieIeHUsI MPONYyCKHON CIOCo6-
Hoctu PPH, paGoTarwiero ¢ nepeMeHHOU CKOPOCThIO
nepefiayu B pexxnMe ¢ AM, B HacTosllee BpeMs He Cy-
lecCTBYeT, NMOCKOJIbKY TaKue WHTepBasbl NPHUMeEHs-
I0TCS1 B MYJIbTUCEPBUCHBIX TPAHCIIOPTHBIX CETAX CBA3U
M CceTAX [JOCTyIa, NpeJHa3HaYeHHBbIX JJs OJHOBpe-
MEeHHOM NepeJjay pa3HbIX TUMOB TpaduKa ¢ pa3HbIMU
TpebGOBaHUAMU K CKOPOCTH mepefadyu U Kodbduiu-
eHTYy HeroToBHOCTH. B paboTe [7] npegJaraetcs one-
HUBaTb NPONYCKHYI CHOCo6HOCTh Takux PPU pas-
JleJIbHO JJ1s1 IBYX TUIOB Tpaduka: 1) Tpebyrolero no-
CTOSIHHYIO CKOPOCTb [lepe/ilauy U 2) J0NyCKalollero mne-
peMeHHYI0 CKOPOCTb Ilepe/iayH.

B ciyyae nepenauy nepBoro Tuia tpaduka, Tpedy-
IOIlero MOCTOSIHHON CKOPOCTH, B KayecTBe NMPOMYCK-
HoH crioco6HocTH PPU ¢ AM B [7] npeasiaraercs, Kak u
B ciydae PPU 6e3 AM, paccMaTpuBaTh MaKCUMaJbHYIO
CKOPOCTb Cppax, PACCUUTBIBaEMYIO o Gopmye (1).

B ciy4ae nepefayu BToporo Tuma Tpaduka, Jomyc-
KaloLIyI0 IepeMeHHYI0 CKOPOCTb, B KaueCcTBe IPOITyCK-
Hol cnoco6HocTH PPU ¢ AM B [7] npepgaraetcs pac-
CMaTpUBaTh CPEJHIOI CKOPOCTb mepejayu C.,, pac-
CYUTBIBAEMYIO IO GopMy.JIe:

C = Z Ci(F(Viyr) — F(V))) =
@)
= CiPasr = Pud),

rae Vi — gonyctuMoe ocsabjieHue cUTHazla (COOTBeT-
CTByWOllee Iy6UHe 3aMHUpaHUsA, B pe3ysbTaTe 4yero
YpPOBeHb CHUTHa/la CHUXaeTcs A0 YYBCTBUTENbHOCTH
npUeMHUKa P .p;), IPH KOTOPOM Ha CKOPOCTH Mepe-
Jlauu C;, COOTBETCTBYIOIEH i-My YPOBHIO MOJYIALUH,
BBINOJIHAIOTCS TpeGOBaHUA K BEePOSTHOCTH OIIMOKHU
(BER), F(V) = Pr(v < V) - dyHkuus pacnpejeyieHusi Be-
positHoctu (PPB) ocnabsnenus curHana v; F(V;) =
P,; == K,;; — BeposATHOCTb ocJjlabJieHUs1 CUrHaJa V
MeHbllle JONyCTHMOW BeJHUYMHBI V;, COOTBETCTBY!O-
mwas ko3pouiueHTy HeroToBHOCTH K,;.; npu pabote
PPU c AM Ha ckopocTu C;; n — 4uco focTynHbix B PPU
rpaJilaliuii CKOpoCTH Nepefayu (YpoBHeN Moy IsAUY),
yHopA0YeHHBIX 10 BO3pacTaHUIo, T. e. C1 < C2 < ... Cn.
[Ipu i = n B popmyiie (2) cienyeT NOACTABISATh 3HaYe-
HHUA F(V1+1) = Puir1 = 1.

B cayyae nepenauu Tpaduka ¢ nepeMeHHON CKOpO-
CTBIO CO CPeAHEN BEUIUHOU Crp, PACCYUTHIBAEMON 110
dopmyue (2), npurogHocts PPU c AM onjeHuBaeTcs o
KPHUTEPUIO JOTIYCTUMOCTH K03$PUI[MEHTA HETOTOBHO-
CTH Ha MUHUMAaJIbHOH rpajanuu ckopoctH K. (C; ) <
< K

HI.Tp"

O6BIYHO NEepBBIN TUI TpaduKa (C MOCTOSTHHON CKO-
pPOCTBIO Nepesiau) sBJSIETCS] NPUOPUTETHBIM, a BTO-
poii (c mepeMeHHOU CKOPOCThIO Mepefiadr) — HEMPUO-
puTeTHBbIM. B ciiydae nepeadyu 060uX TUIIOB TpadUKa
OZTHOBPEMEHHO UMEHHO 110 BeJIMYMHE Ko3pduipeHTa
HeroTtoBHOCTU PPU c AM npu nepegaye nepBoro Tumna
TpaduKa € 3aJlaHHON CKOPOCTbIO C'rp JlesIaeTCsl BBIBO/,
0 MPUTrOJHOCTHY UHTepBaia, T. e. PPU ¢ AM cunTtaercsa
NpUrogHbIM, eclu Pu(C'rp) < Purp. Eciv npu 3TOM OKa-
3bIBaeTcs, YTo Cj-1 < C'rp < Cj, rfe 1< j < n, TO U36BITOY-
Hble rpajgauuu ckopoctu {Cj, ..., Cn} MOXKHO UCIIOJIb30-
BaTh /Jis Iepe/jayy HEMPUOPUTETHOrO TpadrKa C MaK-
CUMaJIbHOM CpeiHel CKOPOCThIO:

Clep = D (Ci= Clo) (F (Vi) = FV)) =
= (3)
= Z(Cl - C’Tp)(PH.i+1 - PH.i)'
i=j

rae Crp=0uj=1 (npu oTCyTCTBUHU NNEPBOr0 TUIIA Tpa-
duka) dopmysa (3) coBnagaet c dopmyioi (2).

Koaddunuent HeroroBHocTtu PPU ¢ AM npu o6¢ay-
>KMBaHUH HEIIPUOPUTETHOTr0 TpaduKa co cpeJiHel CKo-
pocteio "¢, (3) onpeesisieTca BEpOATHOCTbIO 0CJ1ab-
JIeHUH, MeHblile J0ONYCTUMOM BeJIMYUHBI V) A1 rpaja-
uuu ckopoctH Cj, T. €. Pu(C”cp) = Puj.

PacyeTsl o npuBeeHHBIM Bbillle popMmysiaM (1-3)
SIBJIIIOTCSI OCHOBHOM OTJIMYMTENBHONH OCOOEHHOCTBHIO
pa3paboTaHHON METOJUKU pacueTa NPOMYCKHOMN CIo-
cobHoctu PPJI ¢ AM, B yacTH, Kacaloleics oTAeJbHbIX
PPU c AM, 1o cpaBHEHUIO C U3BECTHBIMU METOAUKAMU
- 6e3 AM [5, 6]. [lepecueT NPONMYCKHBIX CIIOCOOGHOCTEN
Y k03pdunneHToB HeroToBHOCTU PPU ¢ AM K aHaso-
rUYHBIM noka3aTtesnsiMm PPJI c AM npuBefeH B [7].

Jlis pacyeTa nponyckHo# cnoco6Hoct PPU ¢ AM
o ¢opmysiam (1-3) Heo6xogumo 3HaTh PPB ociabie-
HUs curHasa (QyHKLHIO pacnpezeseHns: 3aMUPaHUiN )
F(V), TouHOe aHaJMUTH4YeCKOe BbIpa)XeHHe KOTOpOH
Ans PPU B fuana3oHe MUJIJIMMETPOBBIX BOJIH B HACTO-
sillee BpeMs HeM3BeCTHO. B To ke BpeMa B PekoMeHza-
uuu ITU-R P.530 npuBoguTcst popmysia pacueTa ociad-
JIEHUS C 33/IaHHOM BEPOSITHOCTBIO ITPY MU3BECTHOMN MH-
TEHCUBHOCTHU A0/, npeBbiliaeMoi B TedeHue 0,01 %
BpeMeHU. M3 paHHON GOpPMyJibI MOMKHO MNOJYYUTh
dyHKUMIO pacnpefeneHuss 3amupaHuit F(V), oaHako,
Kak OyJeT MOKa3aHO jaJjiee, 3Ta QYHKLUA Cylie-
CTBEHHO OTJ/IMYAETCS OT UMEIIHUXCH CTATUCTUYECKHUX
pacnpepe/ieHUH, YTO BbI3BAJIO HEOOXOAUMOCTb IPOBe-
JIeHUSsI CllellMaIbHBIX UCCIeJOBAaHMH 3aBUCUMOCTH 3a-
MUpaHUH CHTHaJa OT METEOyCJO0BUH. PesynbTaThbl
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NPOBEJEHHBIX HUCCIEJL0BAaHUN MO3BOJIMJIN TOJIYYUTh
a”Ha/quTH4Yeckoe BbIpaxkeHue F(V), kotopoe 6GoJiee
TOYHO COOTBETCTBYET MMEKLIMMCS CTATUCTHYECKUM
JJAaHHBIM O pacnpejieleHHH 3aMUPaHUH.

[Jlanee B HacToALL€el cTaTbe NPUBOAATCH OCHOBHBIE
pe3y/JbTaThl aHa/JM3a CTAaTUCTUYECKUX [JaHHBIX, a
TaK)Ke BBINNOJIHEHHOE Ha HX OCHOBe 00OOCHOBaHHE
npejjaraeMol GyHKIUM pacnpejie/leHus: 3aMUpaHui
60J1ee oAPOOGHO.

AHa/IM3 cTaTUCTHYECKHX JAHHBIX 0 3AMMPaHUAX
CMTHaJIOB HA MHTepBasiax PPJI ¢ AM,
dyHKnuoHMpYyOIIUX B Auana3oHe E-band

CTaTucThyeckue JaHHble 0 3aMUPAHUAX CUT'HAJIOB
Ha PPU c AM, ¢oyHKuMoHMpyOIKX B Arana3oHe E-band,
ObLTH IpeocTaBieHbl KoMnaHued UHpoTen [8]. Coop
CTaTUCTHUKHU U3MePEeHU! YPOBHEN CUTHAJIOB NPOUCXO-
JWJ B yMEpeHHOM KJIUMaTH4eckoM nosice EBponei-
CKOT'0 KOHTHHeHTa Ha 23-x PPU u 41-1 6snsiexalien
MeTeOoCTaHLMU B TeyeHHe 15 ceAyoLlux ApyT 3a Apy-
rom MecsiteB. [IpocTpaHCcTBEHHBIE TapaMeTpPhI HAGJIIO-
Jaemblx PPU xapakTepusoBaiuch AJHMHON HMHTepBa-
Ji0B 0T 3 10 10 KM 1 BBICOTOM IMOiBECA AHTEHH OT 23 10
79 M. PaccTosaHUSA Mex [y IJoLa/ikaMu C pajguopesiei-
HbIMU cTaHUUsAMU (PPC) M MeTeocTaHIMAMU COCTaB-
asaau ot 0,6 1o 10 kM. TexHuueckrue napameTtpsl PPC:
JuaMeTp aHTeHHBbl 0,6 M, INMpPHHA MOJIOCHI CUTHAJIA
2000 MT'n, moctynHble YpoBHM Mognyasaunuu 4QAM,
16QAM, 32QAM, 64QAM, 128QAM, KOTOpPBIM COOTBET-
CTBOBAJ/IM 3HAaYeHUs YYBCTBUTEJbHOCTH IPUEMHHUKOB
Y CKOPOCTH NepeJjavyy, NpuBeieHHble B Tabsune 1.

TABJIMLA 1. Texuu4eckue napametpsi PPC
TABLE 1. Technical Parameters of Microwave Link Station

YyBCTBUTENBHOCTD

YpoBeHb p CKOpoCTb niepesauu
MOAYNALNMN MPHEMHHIA Ferp. Ci, M6ut/c
npu BER = 106, 1bm !
4QAM -60 2731

16QAM -54 5462
32QAM -51 6828
64QAM -48 8193
128QAM -44 9559

B pesyJsibTaTe 06pabOTKH CTaTUCTUYECKUX JAHHBIX
OBLIO BBISICHEHO, YTO CpeJlHUEe 3HAYeHUS MOIIHOCTH
CMrHasia Ha BxoJZe npueMHUkoB PPC cocraBisanu
oT -41,4 1o -31,2 nbMm, cpeHeKBajpaTUYECKOE OTKJIO-
HeHue (CKO) BappupoBanocs ot 1,7 1o 4,5 nbwM, mak-
cuMaJsibHas IJIy6uHa 3aMUpaHui jocturasia ot 13,6 1o
40,8 nb. Ha Bcex PPU wucnosb3oBajicsa pexum AM.
YcpeaHeHHBle CTaTUCTUYEeCKUEe QYHKIMHU IJIOTHOCTH
BeposiTHocTU (PIIB) u ®PB ypoBHe#l curHanoB npu
Pa3HbIX aIalTUBHO NepeKJ/YaeMbIX YPOBHIX MOAY-
JISILUU NIpeicTaB/IeHbl Ha pucyHKe 1. Kak BUAHO U3 pu-
cyHka la, nuku ®IIB s pa3/MyHbIX YpOBHENH MOJY-
JISIUM MPUXOJSATCS Ha 00J1aCTH 3HAYEHUH MOIHOCTH
CUTHaJIa, TPEeBbIMAKIINX 3HAYeHHS] COOTBETCTBYIOLIUX
JAHHbIM YPOBHSIM 4yBCTBUTeJbHOCTEH (Tabsmna 1),

YTO B L|eJIOM COOTBETCTBYET MAaTEMaTHUYECKON MOJ,EJIH
¢yHkunonuposanusi PPU ¢ AM [8], ucnosib3oBaHHOM B
dopmysax (2 u 3).

CpenHee 3HayeHUe MouiHOCTU curHana (RSL, a66p.
om aHes. Received Signal Level) u CKO a1 pa3inuHbIxX
BH/I0B MOJYJISILIMY IPUBE/IEHbI B TabIHLE 2.

TABJIMLA 2. CratuctTudeckue 3HadyeHus RSL u CKO
TABLE 2. Statistical Values of RSL and Standard Deviation

Mopaynauuu RSL CKO
4QAM -53,3 7,8
16QAM -48,6 59
32QAM -45,3 4,7
64QAM -40 3,4
128QAM -36,5 3,4
onB
0,6
0,5
0,4
0,3
0,2
0,1

0
-718 -74 -70 -66 -62 -58 -54 -50 -46 -42 -38 -34 -30 -26 -22
MolwHocTb curHana Ha npuéme, abm
4QAM 16QAM 32QAM
64QAM —o— 128QAM
a)
®PB
1
0,9
0,8
0,7
0,6
0,5
04
0,3
0,2
0,1

-78 -74 -70 -66 -62 -58 -54 -50 -46 -42 -38 -34 -30 -26
b)
Puc. 1. Cratuctuueckue ®IIB (a) u ®PB (b) MmomHoCTH cUrHaIa
Ha BxoJe npueMHUKoB PPC c AM

Fig. 1. Statistical Functions of Probability Density (a) and Cumulative
Distribution Functions (b) for the Signal Power at the Input
of Microwave Link Receivers with Adaptive Modulation

Ha pucynke 2 pna npuMepa npuBefieHbl TUCTO-
rpaMmbl OIIB MowHOCTH cUrHalia Ha BXo/ie TpUeMHU-
koB PPC p1g 4-x U3 23-x aHa/iM3upyeMbix PPU He3aBu-
CHUMO OT TeKYILero YPOBHS MOJYJIALMUU.
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Puc. 2. TucrorpamMmsl ypoBHeil CUTHAJIOB BbIGPaHHBIX
WHTEepBaJoB

Fig. 2. Histograms of Signal Levels for Selected Intervals

W3 npuBeseHHBIX THCTOrPAaMM ObLIH IIOJIyY€EHBI CTa-
tuctuyeckne ®OPB ypoBHell curHasa, ¢ KOTOPBIMH
OB CONOCTaBJIEHbI aHAJUTHYECKHe QYHKIMU pac-
npejieJieHs1 3aMUpPaHUH, 0JIyYeHHbIe HA OCHOBaHUH
dopmysn B Pekomenganuu ITU-R P.530 [6], rae onu-
caHa MpoLeJypa OLEHKHU JOJTOCPOYHOH CTAaTHUCTHKU
3aryxaHus (ocsabsieHUss ¢ 06paTHBIM 3HAaKOM B [JB)
CUTHAJIOB M3-3a BJIMSHHUSA 0CaAKOB (OXK/As1), KOTOpas
1ocJie HeKOTOPBIX peo6pa3oBaHU N03BoJISAET N0JY-

YUTh aHAJUTHUUYECKYI0 QYHKILMIO pacnpefieseHus 3a-
MUpaHUH JJIs1 JOXK/AA 3aJaHHOW NHTEHCUBHOCTH.

B yka3aHHOU peKOMeH/Jally TPUBOJAUTCS BbIpake-
HUe JJIs OLleHKHU 3aTyxaHus (AB) oT K0XKAsA Ha Tpacce,
npeBbimaemMoe B TedeHue 0,01 % BpemMeHu:

4)

rZie Yg — yAeabHoe 3aTyxaHue (nb/kM), koTopoe pac-
cuuTbhiBaeTcsa corgacHo Pexomenpganuu ITU-R P.838
[9] Ana 3amaHHON 4aCTOTHI, MOJSPU3ALUN U UHTEH-
CUBHOCTH JOXAA Roo1, NpeBbllIaeMOW B Te4eHHUe
0,01 % Bpemeny; d, - giiuHa PPY c yyeToM koaddunu-
eHTa JJaJIbHOCTH I, KOTOpas OblIa 33/jJaHa B pacyeTax B
COOTBETCTBUU € MecTonoJsoxeHueM PPC, yyacTByto-
IIMX B COOpe CTaTUCTUYECKUX JJAHHBIX.

Aoo1 = Yrdr,

3aTyxaHue A,, MpeBblllaeMoe B TeYeHHe JPYrux
NPOLEHTOB BpeMeHHU p, oT/M4HbIX 0T 0,01 % , paccuu-
TBHIBA€TCA C IOMOIIBIO BbIPAXKEHUA:

A

1 P _ Clp—(C2+C31091op)'
0,01

(5)

rae C;, C,, u C5 - onipejiesisieMble 110 peKOMeHJanuu [6]
napameTphl.

PemuB ypaBHeHHe (5) OTHOCUTENBHO p, 6b1JI0 TOJTY-
4YeHO aHaJIMTHYecKoe BblpaxkeHue a1 ®PB 3amupa-
Hult F(V) rnybuHoit 6osee Ap = -V npu 3aZlaHHON UH-
TEHCUBHOCTH J0XAs Ro.o1:

_p®), pM)=<1
FV) _{ 1, p(V)>1" (6)
rae
—Cz+JCz2—4C3(1g(—V)—1g(Ao,o1)—13(C1)) (7)

p(V) = 10 2z

Ha pucyHnke 3 npuBegeHbl pe3ysibTaThl pacieta PPB
MOIIIHOCTH CUTHaJIa C yYeTOM paclpejiesieHUs BepoaT-
HOCTHU 3aMUPaHUM, paccduTaHHOK o opmy.ie (6) ans
PPU N24, uMero1iero AJuHy 5,5 KM, Ipy pa3/IMYHbIX 3Ha-
YeHUSX UHTEHCUBHOCTU JAOX[s, KOTOPbIM COOTBET-
CTBYIOT pa3Hble L|BeTHbIE JUHUM. Ha 3TOM ke pucyHke
YEpPHBIM [[BETOM H300pa)keHa M3MepeHHasl CTAaTHCTH-
yeckast ®PB momHocTu curdaina ayist PPU Ne4. U3 npeg-
CTaBJIEHHBIX TPaUKOB C/IeAyeT, YTO aHAIUTHYEeCKas
byHKIUsA pacnpefeneHus, nocydtaHHasad mno ITU-R
P.530, 3HaYUTEJILHO OTJHUYaeTCad OT CTATUCTHYECKOH
®PB npu Roo1 = 30 MM/4, COOTBETCTBYIOLIEN CpeJiHe-
CTaTUCTUYECKUM JAaHHBIM O MeTeOyCJ0BHUAX B palioHe
PPU Ne4. B mpenenax 3HauyeHUU YPOBHSI MPUEMHOIO
CUTHaJIa, HauboJiee XapaKTePHBIX JJIs pajuopeIeiHOH
cBsa3y, ot -60 abm o mpumepHo -35aBM, cpeaHss
OIIMOKA MeX/y CTATUCTUYECKUMU JJAHHBIMU U paccyuu-
TaHHbIMM 3HAUYEHUSIMU BEpPOSITHOCTH 3aMUpaHUH co-
craBJsieT 4,7 % npu CKO = 15,2 %. B 1jesioM paccunTas-
Hble 3Ha4eHHs BepOSITHOCTEH OKa3aJHCh MeHblIe CTa-
TUCTUYECKUX JAHHBIX B YKa3aHHOM JMala3oHe ypoB-
Hell IpYeMHOT0 CUrHaJsa oT 3-X A0 12-Tu pas.
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Puc. 3. Cratucrudeckass ®PB ypoBHsa curHaia Ha PPU Ne4 u
¢yHKIMU pacnipeAeieHHs, paccuuTaHHble o ITU-R P.530-18
NPHY Ppas/IMYHBIX UHTEHCUBHOCTAX J0XAA Ro,01

Fig. 3. Statistical PDF (Probability Density Function) of the Signal
Level at the Interval No. 4 and Distribution Functions Calculated
According to ITU-R P.530-18 for Various Rain Rates Ro,1

[IonbITKH YMeHbIIEHUS MOrPEIIHOCTH C IOMOILbIO
MOMPABOYHOro K03¢pdUureHTa K UHTEHCUBHOCTH [10-
KIS U ee yBeNndeHus ¢ rpaganuamu 50, 60 u 80 MM/4
He NPUBEJIY K XKeJlaeMoMy pe3yJibTaTy. Kak BUiHO U3
pUCYHKA 3, IPU YBEJUYEHUH UHTEHCUBHOCTH JOXK[S
BO3HHUKAET HEOJHOPOHAsl IOTPEIIHOCTb, TO €CTh I'pa-
buku aHaiMTHYecKOM OGYHKLMU paclpejeseHUs U
CTAaTUCTHUKHU TOKa3bIBAIOT XOpOllee COBMAJeHHE s
HU3KHX 3Ha4eHUH ypoBHs curHaja (Menee -60 nbm), a
JI1s1 60Jiee BBICOKMX 3HAYEHUH NMOTPEIIHOCTh OCTAETCs
6osb10oi. C yyeToM nompaBkd fo 80 MM/4 cpefHss
OIIKMOKa yMeHbLINIach, HO aullb A0 4,2 %, a CKO co-
ctaBuso 13,9 %.

Kak BugHO M3 pucyHka 3, pe3y/abTaTbl pacyeTa
byHKIMYM pacnpesiesieHnsi 3aMUPAaHUN B COOTBETCTBUHU
c Pexomenganuei ITU-R P.530 gi1a fuanasoHa 4acToT
E-band nmosyyarnoTcsa CAMIIKOM ONTUMHUCTUYHBIMHY, a
BBe/leHHe [T0NIPaBOYHOT0 K03ddUIeHTa K UHTEeHCHB-
HOCTU J[O0X/JS He MO03BOJIAET yYMEHBbIIUTb MNOrpell-
HOoCTb. Ha mpakTHKe Takoll ONTUMUCTUYHBIA pe3yJib-
TaT NPOTHO3a BJAUSHUA 3aMUPaHUU HAa Ka4eCTBO CBS3U
Ha PPU ¢ AM MoeT IpUBECTH K 3aBbIILIEHHBIM 0XH/1a-
HUSIM YCTOMYMBOCTHU U MPOIYCKHON CIOCOGHOCTH, He-
JIOCTHKMMBIM B peasIbHbIX YCJIOBUAX.

J1s1 o6ocHOBaHUs GoJiee MOAXOASIIEr0 aHAJTUTHYE-
CKOT0 BbIpa)KeHHsl ISl pacyeTa GYHKLUU pacnpeseie-
HUS 3aMUPaHUH ObLIM POBEAEHb! UCCIEL0BAHUS BJIU-
SIHUSI pa3/IMYHBIX NTAapaMeTPOB METEOyCJOBUH Ha pac-
NpocTpaHeHHe PaZY0BOJIH B Axana3oHe yactoT E-band,
pe3y/IbTaThl KOTOPBIX MPeICTaBJIEHbI AaJlee.

AHa/u3 BJIMAHUA MeTeOoyC/JI10BUIl Ha 3aMHpaHuA
CUrHaJI0B Ha uHTepBasax PPJI B auana3one E-band

[ BBIABJIEHUA BJIMAAHUSA DPa3/IMYHBIX NMOTOAHBIX
YCJOBUMA Ha 3aMHUpaHUsl pajuoOpeseHOr0 CUrHaja
crtatucTuka PPU 6blya coBMelleHa C MeTeopoJioruye-
CKOH CTAaTUCTUKOH. [lJIT 3TOro MCIOJIb30BaJUCh Me-
TeoCBOAKHU 6su3nexanux kK PPU meteocranuuii. CoB-
MellleHHe JaHHBbIX 00euX CTaTUCTUK NPOU3BEJEHO C
NepruoJoM B NAATHAALLATb MUHYT.

CoBMeleHHe JaHHBIX T03BOJIMJIO BBISIBUTD CTENlEHb
3aBMCUMOCTH YPOBHA cUrHaJjia Ha npueme PPU ot cie-
JYIOIMX NOTOJHBIX TapaMeTpPOB: TeMIepaTyphbl; TeM-
nepaTypbl TOYKH DOCBI; JaBJIeHUS; BeTpa; AOXKAeH;
BJIQKHOCTH.

BoJiee mopo6HBIN MepedyeHb NMOTOAHbIX MapaMeT-
poB [10] u eguHUL U3MepeHUs, 3aPUKCUPOBAHHBIX C
nepuosoM 15 MuH: cpeiHss TeMmneparypa (°C), Makcu-
MaJsibHas TeMIlepatypa (°C), MUHMMa/bHaa TeMIlepa-
Typa (°C), TeMnepaTypa Ha BbicoTe 15 CM OT NOBEpXHO-
ctu 3eMuid (°C), TeMnepaTypa Touku pocsl (°C) (Temie-
paTypa B034yXa, IpU KOTOPOH COoAepKalluicsl B HEM
nap JOCTUraeT COCTOSIHUS HAChIIleHHs M HadyWHaeT
KOH/IEHCUPOBaThCA B pocy), AaBjenue (rlla), Hanpas-
JieHUe BeTpa (°), mopbIBbI BeTpa (M/c), CKOPOCTb BeTpa
(M/c), MHTEHCUBHOCTb A0XAsA (MM), OTHOCHUTeJbHAsA
BJIQXKHOCTbD (%).

B kauecTBe nmpuMepa Ha pUCYHKe 4 NpeacTaBJ/eHbI
coBMelleHHble TpaduKu ABYX IPYIN CTATUCTHUK, CHS-
TBIX C lepuoJioM B 15 MUH Ha 4-x u3 23-x PPU: ypoBHU
MOIIIHOCTH CUTHaJa Ha Bxo/ie npueMHuKa PPC u norog-
HBIX SIBJIEHUU BOJIM3H 3TUX CTaHIMH. [lo ropu3oHTab-
HOU OCHM OTJIOXKeHbI JaTa U BpeMs. [lo BepTUKaJbHbIM
0CSIM OTJIOXKEHBI [IBe LIKaJbl: JIEBasi — COBOKYIHAs AJIsl
HECKOJIbKUX M0Ka3aTeJsiel; npaBasi — AJ11 UHTEHCUBHO-
ctd pgoxaed (MMm/15 MuH). [y npuMepa ObLIU Bbl-
O6paHbl JaHHbIE 3a fIHBapb U QeBpasib, YTO COOTBET-
CTBYET [Ji1 pacCCMaTPUBAaeMOT0 peruoHa HauXyALLUM C
TOYKU 3peHUs 0caAKoB MecsuaM. [IpeacraByieHHbIe
rpadUKHU MO3BOJISIOT HATJISI/HO OLIEHUTh MPUYHHbBI BO3-
HUKHOBEHMUSI 3aMUpPaHUM U3-3a IOTOJAHBIX YCJIOBUH.

BusyanbHbIN aHaIN3 TpaduKOB MOATBEPKAAET I10-
HW)KEHHe YPOBHS CUTHaJla BO BpeMsl BOSHUKHOBEHUA
Joxaed. OfHAaKO 3TO He eJUHCTBEHHasl 3aBUCUMOCTb
3aMHUpaHUM OT MOroAHBIX ycaoBUH. Takxke 3aMeTHbI
sIBHble NPOBaJsbl YPOBHA CUTHAJA NpPHU OJHOBpeMEH-
HOM PE3KOM CHW)XEHHWH OTHOCHUTEJIbHOM BJQXKHOCTH U
NHMKax CpefiHel TeMIlepaTyphbl U TeMIepaTypbl TOYKH
pocsl. Ilpu 3TOM HEO6XOAWMO OTMETHUTh, YTO B 3THU
MPOMEXXYTKHU BpeMeHU KpHUBas UHTEHCUBHOCTH [0 A4
yKasblBaeT Ha OTCYTCTBUE OCA/JIKOB, TO €CTb BJIHUAHHUE
JlOKJlell Ha BbIsSIBJIEHHble 3aMUpPaHUs B 3TU BpeMeH-
Hble UHTEePBaJbl UCKJIIOYEHO.
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Puc. 4. [Ipumep coBMenieHHOH ctatucTuku Ajiss PPU Nel (a), PPU Ne2 (b), PPU Ne3 (c), PPU Ne4 (d)
Fig.4. Example of Combined Statistics for Interval No. 1 (a), No. 2 (b), No. 3 (c), No. 4 (d)

CornacHo kputeputo CTblofieHTa A1 99-poueHT-  uHTepBasoB [11]. s PPU Nel tpebyeTcs 1554 ucnbi-
HOT'0 JOBEPUTEJbHOTO HHTEPBasa U 3aJlaHHOM CTaTU-  TaHUU (6bLI0 IpoBeAeHo 2677 ucnbiTaHui); aasa PPU
crtuyeckoi norpemHoctH 0,2 AbM ypoBHst npuHuMae-  Ne2 - 1169 (6b110 npoBeseHo 1286); aas PPU Ne3 Tpe-
MOT'0 CUTHaJIa ObLIU PACCYUTAHBI TpebyeMble Koainde-  OyeTcsa 516 ucnblTaHui (66110 poBeeHo 3087); mis
CTBa MCHBITAaHUM IS KaXKA0ro U3 npuBeneHHbIXx PPJI  PPU Ne4 — 91 (66110 mpoBeseHo 1086).
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B 1e/isiX YMCJIEHHOTO UCC/Ie/IOBAaHUS BIUSHUE BCEX
MepeYrCAeHHbIX MEeTEOPOJOTUYECKUX SIBJIEHUNM Ha
MOIIIHOCTb CHTHa/la Ha NpueMe, ObLIa HpOBefeHA
OLleHKa BJIMAHUSA OTJeJbHBIX MOTOJHbIX SIBJEHUHN Iy-
TeM BblUHcaeHUs1 Koppeasuu [lupcona [12]. PacueTsl
K03$PUIMEHTOB KOppessAlMU MoKasaau, Kakhe Io-
rofiHble MapaMeTpbl OKa3blBalOT HauOoOJbliee BJIHSA-
HUE Ha MOLIHOCTb CUTHaJA (YKa3aHbl B MOPSAJIKE BO3-
pacTaHus CTENeHU BJIMSHUS): OTHOCUTEJbHAs BJIAXK-
HOCTb, TeMIlepaTypa TOYKU POCHI, laBJieHHEe, UHTEH-
CUBHOCTb JJ0%/J. 3HauyeHUs K03$PULIHEHTOB Koppe-
JIAL MY IpeJCTaBJeHbl B Tabaule 3.

YToO6bI MPOBEPUTH IPEJCTABJIEHHYI B3aUMOCBS3b
MEX/Iy TMepedyrcaeHHbIMU MOTOAHBIMH MapaMeTpaMu
M MOIHOCThIO CHTHajlia Ha MOpeAMeT HCKaKeHUH
BCJIE/ICTBHE B3aUMHBIX BJIHUSHUN KaKUX-JIU60 MOroj-
HBIX fIBJIEHUH JAPYT Ha Jpyra, OblI MPUMEHEH CIO0Co6
pacyera Ko3ppuIiiMeHTa YaCTHONU KOPPEAIHUH, KOTO-
pbI¥ UCKJIIOYAEeT BJAMSHUE TPeThEro napaMeTpa:

r _ rxy - rxzryz
@ \/(1 - szz)(l - ryzz) (8)

TOE Tyy(z) K03$PUILUEHT 4YacTHON Koppessiluu
MeX/ly MOIHOCTBI0 CUTHaJIA (X) U UCC/IelyeMbIM I10-
roJHbIM napameTpoM (y) 6e3 BAUSHUSA JPYroro Moro/j-
Horo mapametpa (z); 1, - K03pbULHMEHT B3aUMHON
KOppeJisiysi MeX/y ABYMs ITOr0JHbIMU IIapaMeTpaMHu.

Tak kak camoe 60JblI0e 3HAYeHUe KoadpdunueHTa
KOppeJISiiMd Ha MOIIHOCTb CUTHajIa NMPUXOAUTCS Ha
VHTEHCHUBHOCTb [0/, BaXKHO HCKJIIOYUTBH HCKaXe-
HHUS 3TOr0 MOKa3aTeJis 3a CYeT BJIUSHUSA JPYTHUX KOp-
pessiIMOHHO 3HAa4YMMbIX 3¢dekToB morojpl. Clesas
CpaBHUTEJIbHbIN aHaIU3 NepBO U BTOPOU CTPOK Tab-

JauL, 3—-6 U IpUHUMasi BO BHUMaHUe pa3HULly 3Ha4YeHU U
MeX[y TMPOCTOM Tyy, U YACTHOM Tyy(;) KOPPENANUAMHY,
MOXHO NOJYEPKHYTh CleAylollee. Bo-nepBblx, B Kop-
peJIAliMY MeX/Ay CUTHAJIOM U UHTEHCUBHOCTBIO 0K/
B3aUMOCBSI3b MeX/y JaBJleHHeM U MHTEeHCHUBHOCTBIO
JOX/JSl He UrpaeT CyLleCTBEHHOU poJsiv. Bo-BTOpbIX,
Hau6OJ/IbIIAA pa3HUIA MEXAY KOPPEJALHUAMH Ty, H
Tyy(z) TPUCYTCTBYET B C/ly4ae BO3/eHCTBUA JaBJeHUs
Y TeMIepaTypbl TOYKU POCHI HA CUT'HAJI. ITO TOBOPUT O
TOM, YTO KOPpeSALHs MeX/y CUTHAJIOM U JlaBJeHHeM
Mo/iBepraeTcsl BJAHUSAHUIO OT TeMIepaTyphl, U Hao6o-
poT. YTo, BnpoyeM, He IPOTUBOPeUYUT 3aKkoHy lllapJis o
B3aKMMOCBSI3M JaBJeHUs1 U TeMmnepatypsl [13]. B-Tpe-
TBUX, OTHOCHTEJ/IbHAsA BJA>XHOCTb He BHOCUT B Koppe-
JIALMIO CUTHAJa C MHTEHCHUBHOCTBIO JOXAA 3HA4H-
TeJbHOI0 BJMUSHHUS. B-ueTBepThlX, TeMmepaTypa
TOYKH POChI BHOCUT B KOpPPEJIALMIO CUTHAJIA C OTHOCHU-
TeJIbHOM BJIQXXKHOCTBIO OIpeJie/lIeHHOe BJIMSHME, TaK
KaK HabJ110/laeTcs 3aMeTHas pa3HULa Mex 1y k0abdu-
LHMEHTAMHU KOPPEJALHUH Ty, U Tyy(z) B Clydae BO3JEH-
CTBHUAl OTHOCUTEJIbHOM BJIQXKHOCTH Ha CHUTHAJ IIPH
ydeTe TeMIlepaTyphbl TOYKH POCHI.

W3 mnpepcraB/ieHHbIX Tabaul, 4-7 ciaefyeT, 4uTo
cpe/id MOTOAHBIX SIBJIEHUA MOXXHO BBIZIEJIUTh OCHOB-
HOU paKTOp — UHTEHCUBHOCTD [IOK/ASA KaK Herocpes-
CTBEHHO BJIMSIONIMNA Ha yPOBEHb CUTHAJIA B JUANIa30HE
E-band u He3aBUCALUHN OT APYrUx MOTOJHBLIX sIBJIe-
Hul. ClieyeT TaKKe BbleJUTD Ceylolie orogHble
daKTOpBbl, KOTOPbIEe BHOCAT B CBOEM COBOKYITHOCTH Be-
coMOe BO3JIeiCTBHE Ha 3aMHUpaHHe CUTHaJa: OTHOCH-
TeJIbHAs BJAXKHOCTb B COBOKYIHOCTH C TEMIIEPaTypPoi
TOYKHU POCHI, TEMIIEpPATypa TOYKHU POChI B COBOKYITHO-
CTH C JaBJIEHHUEM.

TABJIMLA 3. Pe3ysibTaThl pacyeta Ko3¢ppunyeHTa KOppeasun Mexx/y Han6osiee 3HaYUMbIMU NOTOAHBIMH NapaMeTpaMu
Y 3aMHUPAHUAMU CUTHa/Ia

TABLE 3. Results of Calculating the Correlation Coefficient between the Most Significant Weather Parameters and Signal Fading

[TorojHble napamMeTpbl

TATUCTUYECKUH II MeT
C a ¢ ec apa € p OTHOCUTeEJIbHada TeMHepaTypa ABJICHHE UHTEHCHUBHOCTb
BJIAX)KHOCTb TOYKHU pOCbI A AO)KL[H
Koa UL UEHT KO eJIALUU MEX, MOIIHOCTBIO
boun Ppe/iL Ay Mot -0,36442 -0,39255 0,39712 ~0,40621
CUIr'HaJIa Ha mpyueMe U NoroAHbIMHU ABJIE€HUAMU

TABJINLIA 4. Pe3ysbTaThl pacyeTa YaCTHOM U 06111 el KOppe Isiui MeXXAY CUTHAJIOM U UHTEHCUBHOCTBIO JOXKAS
TABLE 4. Calculation Results of Partial and General Correlation between Signal and Rain Intensity

KOppEJIHLH/IH CHUTHaJIa U IOTOAHBIX TapaMeTpPOB

CTaTUCTHYEeCKUH TapaMeTp

CurHasz (x) - MHTEHCUBHOCTb A0XAd (y) 6e3 BAUAHUA

JlaBjeHus (z)

OTHOCHTEJIbHOM BJIaXKHOCTH (Z)

TeMIepaTypbl TOUKH POChI (Z)

I'y(z) 6€3 BJIUAHUA Z -0,37 -0,36541 -0,37956
Ty -0,41 -0,41 -0,41
Tz -0,19 0,1997 0,156443
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TABJIMLA 5. Pe3ybTaThl pacyeTa YaCTHOM U 06111 el KOppeJ I illuU MeXXAY CUTHAJIOM U JaBJleHueM

TABLE 5. Calculation Results of Partial and General Correlation between Signal and Pressure

CTaTHUCTUYECKUH apaMeTp

Koppenﬂuuﬂ CUTr'HaJIa YU IOTOAHBbIX TapaMeTpOB

CurHau (x) - faBjeHue (y) 6e3 BAUSHUS

WHTEHCUBHOCTU JOXAA (2)

OTHOCUTEJIbHOU BJIQXXHOCTH (Z)

TeMIepaTypbl TOUKH POChI (Z)

yz

I'y(z) 0€3 BJIUSHUSA Z 0,358 0,365 0,264
Txy 0,397 0,397 0,397
5 -0,19 -0,17 -0,4632

TABJIMLIA 6. Pe3yabTaThl pacyeTa YaCTHOM U 06111eli KOppe/isiiuM MeXXAYy CUITHAJI0OM M TeMIIePaTypPoOi TOYKH POChI

TABLE 6. Calculation Results of Partial and Total Correlation between Signal and Dew Point Temperature

CTaTHUCTUYECKUH TapaMeTp

Koppenﬂuuﬂ CUTr'HaJIa YU IOTOAHBbIX TapaMeTpOB

CurHau (X) - TeMnepaTypa TOYKH pochl (y) 6e3 BAUSHUS

HaBJieHus (z)

OTHOCUTEJIbHOH BJIQXHOCTH (Z)

WHTEHCHUBHOCTH A0/ (2)

I'y(z) 6€3 BJIMAHUA Z -0,2565 -0,31758 -0,36454
Ty -0,39255 -0,39255 -0,39255
Tyz -0,4632 0,304 0,16

TABJIULA 7. Pe3yibTaThl pacyeTa YacTHOM M 06111eil KOppeIAluy MeXKAY CUTHAJIOM U OTHOCUTEJIbHOH BJIa)KHOCTBIO

TABLE 7. Calculation Results of Partial and General Correlation between Signal and Relative Humidity

KOppeJIHLlI/lH CUI'HaJIa Y IOTOAHBIX TapaMeTpoB

CTaTHUCTHYECKUH TapaMeTp

Curna (x) - OTHOCHUTeJIbHAS BIQKHOCTD (V) 6€3 BIUSAHUS

ZaByieHus (z)

TeMIlepaTyphl TOUKH POCHI (z) WHTEHCHUBHOCTH J0X/s (2)

I'v(z) 0€3 BJIHSHUSA Z -0,328 -0,2797 -0,316
Ty -0,365 -0,365 -0,365
Tz -0,17 0,304 0,20

0GocHOBaHMeE NpejiaraeMoi aHaJIUTHYECKON
dyHknuu pacnpegesneHus 3amupannii Ha PPU
B Auana3soHe E-band

[IpensiaraeMblii B JaHHOM paboTe criocob Haxox/je-
HUs TeopeTuyeckoit ®PB 3aMupaHuil ocHOBaH Ha Me-
TOJIe MOMEHTOB, WJIM MeTOJle BbIpaBHHUBAHUSI HMEIO-
1Ierocss CTaTUCTUYECKOTr0 psifia C MOMOLLbI0 HEKOTO-
PBIX TapaMeTPOB, XapaKTePHBIX JIJIs 33IaHHOT0 CTATH-
cThyeckoro mMatepuasna [15]. [logo6Hble MeTOABI yKe
HCII0JIb30BaJIUCh paHee, HO UX MPUMeEHeHUe OrpaHU-
YHUBAJIOCh MaKCHMaJIbHbIM 3HayeHHeM 4dacToT 35 I[Tn
[16]. CyTp MeTOZja COCTOUT B TOM, YTO JJIsT HAXOX/e-
HUS aHAJINTUYECKOr0 BhIpaXKEHHUS pacyeTa BEPOSTHO-
CTH 3aMUpaHUi curHaJsia Ha PPU B ycioBusix goxaein
HEe00X0JUMO JJIsT UMEIIUXCS CTaTUCTUYECKUX JaH-
HBIX OIpeeJIUTh MOMEHTHI, 2 HA UX OCHOBE HAUTHU Ma-
paMeTphbl, XapaKTepU3ywline HCKOMY10 GYHKIIUIO pac-
npejeseHuUsl.

[IpensiaraeTcsl HCNOJIb30BaTh CJeAyloliee 3KCIO-
HeHI|Ma/IbHOEe BbIpaXkeHWe i UHTerpasbHoit ®PB
[16]:

0((8293"32’q + 8ePd4 + eP4), A < 0.

9
1, A=0 ©)

F(4,0,B,6) ={

OnpensenuTh mapaMmeTpsl A, 3 U 8 MOXXHO, OCHOBBI-
BasfCb Ha XapaKTepHBIX JJi 3aJ@aHHOW CTaTUCTUKH
3HaueHUsx: P; - BepOATHOCTb HAJIWYUSA [JOXKASA, B [0-
Jsx; Ag, — CTaTUCTUYecKoe cpeJHee ocjabJjieHUe BO
BpeMsa foxasa (ab); D, — cTaTUcTHYecKas AUCIepCcUs
ocnabsenus Bo Bpems goxaa (ab?2). [lapamerpsl Py,
Agy, Dy MOTYT OBITB NOJIyY€HBI HA OCHOBE d, — AJUHBI
PPU c ydetroM ko3adpduumeHTa JAJIBHOCTH I, YR —
yAeJbHOT0 3aTyxaHus (85/KM), KOTopoe pacCuuTbhIBa-
etcd coryiacHo Pekomenganuu ITU-R P.838 [9] asis 3a-
JaHHOM 4aCTOTHI, OJApU3aL MU U CpeJJHEH UHTEeHCHUB-
HOCTH [JOXKJf, MOJYYEeHHOW W3 CTaTUCTUYECKUX JAaH-
HBIX 0 METEOYCJ0BUAX B paiioHe PPU.

s onpejiesieHUs1 napaMeTpoOB a, 3 ¥ § IpH 3a/JjaH-
HbIX 3Ha4YeHUs1X P;, Ag,., D, HE06X0JUMO PEelUTh CJie-
OYIOIIYI0 CUCTEMY ypaBHeHHH [15] OTHOCHTEJBHO
JlaHHBIX TapaMeTpPOB:

(Pa =a(82+6+1)
-3

Ay =—F———

T B(82+ 6+ 1).

2 2
Dy =W—Asr

(10)
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JesieHre TpETbET0 YpaBHEHHUS HA KBaApaT BTOPOTO
JlaeT cooTHoleHue @(8):
D, 2(8%2+6+1)?
8 = = —
(‘p( ) A 2 982

ST

1, (11)

M3 KOTOPOTO 6blyIa BbIBeJleHa GopMyia:

Dy Dy Dy
185 - 12 /AST2+2+6+3\/7 izt 1-2 (4

4

OcTasbHBIE TApaMETPbI ONpeAeasoTcs no Gopmy-
JIaM:

Te e+ (13)
-3P,
B (14)

A, (2+5+1)

Jlns 4-x us 23-x PPU, BbIGpaHHBIX paHee JJisl IPU-
Mepa, OblJ BBINOJHEH pacyeT 3aMUPaHUN B YCJIOBUSX
JIOXKJIS1 C MHTEHCUBHOCTBIO 15 1 30 MM/4, npeBbliae-
Mol B TeueHUe 0,01 % BpeMeHH, YTO XapaKTEPHO AJIs
KJIMMaTU4YeCKUX PETUOHOB, B KOTOPbIX HAXOASTCS MH-
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TepBaJibl. [papuku ®PB ocsiabseHuss curHana B Jo-
X)aax aias PPU, yHKIUMOHUpPYOIIUX B AuanasoHe E-
band, nosiyueHHbIe Ha OCHOBE CTAaTUCTUKHU U PACCUU-
TaHHble C MOMOILBI0 NPEAJIOKEHHOI0 MeToJia, Npej-
CTaBJIeHbl Ha PUCYHKe 5, COOTBETCTBEHHO, CHHUM H
KpacHBIM L BETaMH.

PesysbTaThl pacyeTa no npejJioKeHHON aHaJIUTH-
yeckot ®PB 3aMupaHuii, o0CHOBAaHHOU Ha MeTOJie MO-
MEHTOB, I0OKa3aJIy Xopolilee COBMaJleHHe CO CTaTUCTHU-
YEeCKHUM JaHHBIMU A5 4-X uHTepBaJioB. [Jasa PPU Nel
cpe/iHsAs OIIMOKA MEX/ly CTaTUCTUIECKUMH JAaHHBIMHU
YU PACCYMTAHHBIMU 3HAYEHUSIMU BEPOSITHOCTHU 3aMU-
paHuil curHaja riaybuHod g0 -37 nb cocraBasert
0,4 %, CKO = 2 %. [lna PPU N2 npu riny6uHe 3aMUpa-
Hu 1o -23 nb cpegusasa omubka — 1 %, CKO = 1,1 %.
Juisa PPU Ne3 npu riiybuHe 3amupanuil 1o —14 nb cpen-
Hss omn6bka — 1,6 %, CKO = 2,3 %. A a1 PPU Ne4 npu
ray6uHe 3aMmupaHud o -40 gb cpegHsasa ommbka -
0,5 %, CKO = 1,2 %. 060011eHHbIN pe3yJbTaT TOYHO-
CTH pacyeTa BepOSITHOCTU 3aMUpPaHUW AJi NpezJio-
>)KEHHOro MeToza no BceM udeTbipeM PPU cocraBaser
cpepHioto omn6ky 0,9 % 1 CKO - 1,6 %.
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Puc. 5. CpaBHeHMe craTucTHdeckux ®PB 3aMmupaHuii ¥ npejjaraeMoi aHaiuTH4eckoi ®PB
Fig. 5. Comparison of Statistical PDF and Proposed Analytical PDF of Fading
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PesysbTaThl pacyeTa cpefHUX 3HAYEHUU YPOBHA
MOILHOCTH CUTHaJa Pgp MO NpefsoKeHHOW MeTOoJHKe
U CTaTMCTUYECKUE JaHHble Psp rp NPEACTABIEHB] B
Tabavue 8. CMMBONMAMU Psp crar1 U Psg crarz 00603Ha-
YeHbl 3HaYEHUS CPeIHET0 YPOBHS MOLHOCTH CUTHAJIA,
COOTBETCTBEHHO, Ha cTaHuu 1 u ctanuuu 2 PPU. Pas-
HULA MEXJY CTaTUCTUYECKMMHU JAHHBIMHU Psp crar M
paccYdTaHHBIMU 3Ha4YeHUSAMHU Pgp A4 4-X paccMaTpu-

BaeMbIX UHTEPBAJIOB HAXOJUTCS B JMAlNla30HE 3Have-
Hu#t oT -3,9 f10 3,8 1bM, cpefiHssA OMIMOKA COCTABJISIET
-0,26 nfbm u CKO - 2,94 nbwm.

TakuM 06pasom, npeyioxKeHHass QYHKIHS pacmpe-
JNeneHus (9) 3aMUpaAHUM CUTHAJIA B YCJIOBUSAX AOXKIeH
M03BOJISIET PACCUUTATh KO3 PUIMEHT HETOTOBHOCTH
JUIS1 BCeX YPOBHEW MOAYJSALMH, a 3aTeM, UCIOJIb3Ys
BhIpakeHue (2) uiu (3), cpeiHIOI CKOPOCTDb Nlepeaavyun
JaHHbIX Ha PPU ¢ AM.

TABJIULA 8. CpejHue 3HaUeHHs YPOBHHU MOLHOCTH CUTHaJIA (ABM) B 0K /Is1X, pacCUMTaHHbIE NIPEJJI0KEHHBIM METO/IOM U [0JIyYeHHbIe
Ha OCHOBE CTaTHUCTHUKH

TABLE 8. Average Values of Signal Strength Levels (dBm) at Rain Calculated by the Proposed Method and Obtained on the Basis of Statistics

WHTeHCcHUBHOCTD foXxAd Id = 15 MM/4

WHTeHCcuBHOCTD Joxada Id = 30 MM/4

PPU Nel, R =9 km PPU Ne2, R = 8 km

PPU Ne3,R =7 km PPU Ne4, R = 6 kM

Crar. PSR crarl’ Crar. PSR crarl’ Crar. PSR crarls Crar. PSR crarl’
Pacu. P. - Pacu. P. - Pacu. P. - Pacu. P. -
SR P, SR_craT2 SR P, SR_crar2 SR P, SR_craT2 SR P, SR_craT2
-43,4 -42,8 -45,5 -39,6
-43,7 419 -39,1 432 -49,7 4 -373 -38,99

CpaBHeHUe pe3y/IbTaTOB pacyeTa NPONyCKHOMH
CNOCO6HOCTH M ycTouuBoctu PPU c AM

Mo pa3paboTaHHOM MeToAHuKe

€O CTaTUCTHYECKMMH JaHHBIMU

JJ1s1 BOBMOXKHOCTH CpaBHEHHsI aHAJMTHYECKUX pe-
3yJIbTaTOB CO CTAaTUCTUYECKUMM [JaHHBIMH, pacyeT
NPONYCKHOM CHOCOOHOCTH M YCTOMYUBOCTU PabOTHI
PPU B nuanasone E-band Bbimosinen asg PPU Ne4. Ha
JJAaHHOM MHTepBaJie IpUMeHseTcs: 060py/i0BaHUe, KO-
TOpoOe NojJepKUBaeT pexkuM AM ¢ TeXHUYeCKUMU Ma-
paMeTpaMmy, peJiCTaBJeHHBIMU B TabuIe 1.

Pe3ysibTaThl pacueTa pacupezesieHus1 BepOsTHOCTU
YPOBHS MOILIHOCTH CUTHaJIa Ha BxoJe npueMHuKa PPU
Ne4 B auana3oHe E-band, mosiyyeHHbIe Ha OCHOBeE aHa-
JIUTUYECKUX GYHKLUUH M CTAaTUCTUYECKUX JAHHBIX,
npeJcTaB/eHbl HA pUCYHKe 6. PacueThl U cTaTUCTUYe-
CKUe [aHHble COOTBETCTBYIOT YCJAOBUSIM JOXKJAS CO
cpefHel HHTeHCUBHOCTbIO 30 MM/, IpeBbIlIaeMOH B
TeyeHue 0,01 % BpemeHu. [nsa Pekomenpauuu ITU-R
P.530 u mpeajiaraeMoro MeTO/ja pacueT paclpejesie-
HUS BEPOSTHOCTU YPOBHSI CHUTHaJIa Ha BXOJie MPUEM-
HUKa BBINOJIHEH C UCHOJIb30BaHUEM aHAJUTHYECKUX
byHKUMHE pacnpefiesieHUs1 3aMUpPaHUN CUTHaJa, COOT-
BETCTBEHHO, (6 1 9).

[IpefcTaBiieHHble HA pUCYHKe 6 TpaduKu IM03BO-
JISTIOT BBINOJHUTb CPAaBHUTEJBHYIO OLleHKY aHaJUTH-
YeCKMX MeTO/0B pacyeTa ycronunBocTu PPU co cTtaTu-
CTUYeCKUMHU JaHHbIMU. HanpuMep, TpebyeTcs paccyu-
TaTb YCTOWYHUBOCTb paboTsl PPU N24 B ceTu pocrtyna
Ha ypoBHe MoayJsinuu 4QAM a5 o6ecriedeHust CKOpPo-
CTU TlepeZiayd AaHHBIX 2731 MOUT/Cc. YCTOHYHUBOCTh
paboThl oLleHUBaeTcst Ko3$PUIMeHTOM HErOTOBHOCTH
Kuri Ha I-¥ CKOpOCTH Nepefayd (i-M YypOBHe MOAYJsA-
uuu). s ceTu AgocTyna TpebyeMoe 3HaYeHUe K03b-
dunueHTa HeroToBHOCTHU Kurrpes = 0,05 % [5], uTo co-
OTBETCTBYeT KPaCHON rOpU30HTAJIbHOUN JIMHUM Ha PU-

CyHKe 6. BepTHKaJ/ibHad JIMHUSA KPaCHOIO IBeTA MOKa-
3bIBaeT 4YBCTBUTEJbHOCTb NPUEMHUKA [JJI MOLYJA-
uuu 4QAM npu BER =106, Touka nepeceyeHUs1 yKa-
3aHHBIX JINHUU fIBJISIeTCS KpUTEepUeM YyCTOMYHMBOM pa-
6o0Tbl PPU. UHTepBaJ cOOTBeTCTBYyeT Tpe60OBAHUAM IO
YCTOMYMBOCTH, €C/JU BBINOJIHAETCA yciaoBue K.; <

< KHr.Tpeﬁ'

100 I
—e&—— Cratuctuka 30 mmM, %

Pacuét P.530-18 (Matlab) 30 mm/y, %

-
o

—eo— MeTop MomeHToB 30 MM/, %

-

DyHKUMA pacnipeaeneHns, %

YpoBeHb curHana, AbMm

Puc. 6. PyHKIMuU pacnpejeieHus BepOATHOCTH YPOBHSA
MOLILHOCTH CUI'Ha/Ia Ha BXO/Je NPUEeMHHUKA, pacCCYMTAHHAsA AJIA
PPHU Ne4 no pa3/iM4yHbIM MeTOJMKaM M UX CPaBHEHHUe
CO CTaTMCTUYE€CKMMH JAHHBIMU

Fig. 6. Probability Distribution Functions for the Signal Power Level at
the Receiver Input Calculated for the Station No. 4 Using Various
Methods and Their Comparison with Statistical Data

W3 rpaduka cienyeT, 4TO corjiacHoO pacyeTaM 1o Pe-
komeHganuu ITU-R P.530 uHTepBas COOTBETCTBYET
TpebGOBaHUSAM [0 YCTOWYHUBOCTH PabOThI, a COrJIACHO
pacyeTaM 1o NpesJoKeHHOMY MeTOAY U CTaTUCTHYe-
CKHUM JJaHHBIM — UHTEepBaJl He COOTBETCTBYeT TpeboBa-
HUSAM 10 YCTOWYMBOCTU [ paboThl B CETH JOCTyIa.
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CiieoBaTe/NIbHO, OMACHOCTh MPUMEHEHHSI YPE3MEPHO
ONTUMUCTHUYHOrO MPOrHO3a, KOTOPBIK JaeT Pekomen-
Janus ITU-R P.530, Ha mpakTHKe MOXeT MOBJIeYb K
HapyLIeHUI0 YCTOWYuBOM paboTel PP B peanbHbIX
ycaoBUsx. bosiee HaZieXKHbIN NPOrHO3 JaeT pa3pabo-
TaHHbIA MeTO/] (CUpeHeBast JIMHHUS), KOTOPBIM XOPOLIO
COTJIaCyeTCs CO CTaTUCTUYECKHMMHU JaHHBIMU U [103BO-
JisieT 36eXaTh 3aBbIIIEHHbIX OXKUJAAHUN OT YCTOUYHU-
BOCTH pa6oThl PPU u cBsI3aHHBIX € 3TUM pUcKOM. CpaB-
HeHHe pe3yJIbTaTOB MO/IeJIMPOBAHUS, TOJIYYEeHHbIX 10
NpeAJoKeHHONM MeTOAUKe C 3MIUPHUYECKUMH 3Haye-
HUSIMHY, 6bLJI0 IPOBEZEHO 10 KpUTepulo coryacus Ko-
MOTOpOBA /151 YPOBHS 3Ha4UMocTH 5 % [14, 16]. [Topo-
roBasi BeJMYMHA MapaMeTpa Anopor KPUTEPHUA COrJia-
cus KosimoropoBa 4151 3aJaHHOI'0 yPOBHSA 3HAYMMOCTH
coctaBssieT 1,35, a BbIYUCIEHHOE 3HAYEHHUE Ayycy AJIA
CTaTUCTHUYECKOTO U NPeJI0KEHHOI0 TEOPETUYECKOTO
pazoB — 1,31, 4TO MeHblle IIOPOrOBOr0 3HA4YeHHUS
Anopor- ITO MO3BOJISIET CYUTATh AONYCTUMOHN FUNOTE3Y
0 COOTBETCTBHUMU INPEAJIOKEHHOTO0 aHaJUTUYECKOrO
pacipepesieHus CTAaTUCTUYECKOMY.

Pesy/sbTaTel pacyeTa HNPOIYCKHOW CHOCOGHOCTH
PPU Ne4 c ucnosib3oBaHHeM popMysibl (2) paccMoOT-
pPEHHBIMU aHAJIUTUYECKUMU METOAAMH U CTaTUCTHUYe-
CKHe IaHHble Ipe/CcTaBJeHbl Ha PUCYHKe 7.
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Puc. 7. Pe3ysibTaThl pacyeTa NponycKHoii cnoco6Hoctu PPU Ne4
NPH UCNO0JIb30BAaHUM PA3TNYHBIX METOAMK

Fig. 7. Calculation Results of the Throughput for Station No. 4 Using
Various Methods

PacdeT o MeToy MOMEHTOB HauboJiee MpUGJIMKEH
K peajibHbIM 3Ha4eHUsIM. PacueT npomnyckHo# croco6-
Hocth no Metonuke ITU-R P.530, xkak u ciaeposajio
0XKUJATh, JAET CJUIIKOM ONITUMUCTHYECKHE 3HAUYEHUS
[0 CPAaBHEHUIO C peaJibHbIMU JJAHHBIMU CTaTUCTUKHU.

CIHUCOK HCTOYHUKOB

YuceHHOe CpaBHEHMeE pe3yJ/IbTATOB 0Ka3bIBAET, YTO
MOrPelHOCTh pacyeToB 10 pekoMeHgauuu I[TU-R
P.530 npeBbIIaeT NOTrPEMIHOCTD [10 METO/Iy MOMEHTOB
B 5 pas. lcnosib30BaHKe pe3y1bTAaTOB CJAMIIKOM ONTH-
MHCTUYHOTO IPOTHO3a Ha IPAaKTHKe MOXET NPUBECTHU
K [I0OTepe nepejjlaBaeMoil UHGOPMaALUH.

3akK/r0yeHue

CymecTBylolie METOAUKU pacyeTa yCTOMYMBOCTH
PPJI 6a3upyroTcs Ha MaTeMaTUYECKHUX MO/ eJIsIX, Clipa-
BeJJIUBBIX JiJIsI OTPAaHUYEHHOro 4YaCTOTHOIO JHamna-
30Ha. OxHako coBpeMeHHble PPC GyHKIIMOHUPYIOT Ha
yactoTax 80 ['T1 1 BhIlIIE, YTO MPOJUKTOBAHO TPeOOBa-
HHUAMU K POCTy NPOMYCKHON CNOCOOHOCTH. AHasu3
CTAaTUCTUYECKUX JJAHHBIX U BBINOJIHEHHBIE PacyeThl B
paMKax JaHHOW paboThbl BBIABUJIM HECOOTBETCTBUA
pacyeToB IO CYLEeCTBYIOUIMM MeTOAMKAM CO CTaTHU-
CTUYECKUMH JaHHBIMH, U3MepeHHbIMUA Ha PPU c AM.

B craTbe omuchiBaeTcsa pa3paboTaHHasd MeTOAMKA
pacdeTa nponyckHoi cnoco6Hoctu PPJI ¢ AM B ycio-
BUSIX 3aMHUPAHUH, XapaKTEPHBIX /I MUJUTUMETPOBOTO
Jnana3oHa BoJH. [lokazaHa B3aMMOCBA3b IPONYCKHOU
CIIOCOGHOCTH € K03¢PHUIMEHTAMH HErOTOBHOCTH HH-
TepBa/ioB PPJI ¢ pa3sHBIMM IpalallusIMU CKOPOCTH Tepe-
JlauM NpH U3BeCTHOM QYHKLMHU paclpejie/leHds 3aMHU-
paHui. [IpescTaBieHbl pe3yabTaTbl 00PabOTKH CTATH-
CTUKH 3aMMpaHU# Ha uHTepBasax PPJI B nuanasone
E-band 1 MeTeoaHHBIX, HA OCHOBE KOTOPBIX ObLIA BbI-
sIBJIEHa MX B3aMMOCBf3b, yUTEHHasi B NpeJJjaraeMoM
AHAJIMTUYECKOM BbIpaXKEHUU QYHKIUH pacrpeesieHuUs
3aMupaHud. [IpoBefieH cpaBHMUTeJbHbIH aHalu3 pe-
3yJIbTaTOB pacyeTa KO3pPUIMEeHTOB HErOTOBHOCTH U
MPONYCKHOM cnocob6HOocTU MHTepBasioB PPJI B auamna-
30He E-band Ha ocHOBe mpejiaraemMoil pyHKIUM pac-
npezeseHus: 1 Ha OCHOBe QYHKLMH pacnpezeseHust, uc-
M0JIb3YyEeMBIX B CyILeCTBYIOIIMX MeToAuKax. [loka3aHo,
YTO pe3yJbTaThl pacyeTOB MO pa3pabOoTaHHON MeTo-
JlMKe B 60JIbllIel CTelleHHU COOTBETCTBYIOT pe3y/ibTaTaM
V3MepeHNH, 4eM pe3y/IbTaThbl PacyeToB I10 CYLecTBYIO-
MM MeTOJHUKaM.

HanpaBsieHreM JajbHeHWIIUX UCCIeJOBAaHUN SIBJIS-
eTCsl MPOJ0J/DKeHNe 06paGOTKH CTATUCTHUYECKUX JaH-
HBIX C LleJIbI0 YTOYHEHHUs] aHAJIUTHYEeCKOH 3aBHCHUMO-
CTU MapaMeTpoB NMpeAJIoKeHHOH GpYHKIMH pacnpeje-
JIEHUs] BEpOSITHOCTU 3aMHUpaHUH OT MapaMeTpoB Me-
TEeOyCJIOBUH B paiioHe MJIAHUPYEMOT0 pa3BepThIBaHHs
nHTepBasioB PPJI c AM B ananasone E-band.
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1. LITERATURE REVIEW

The demand for modern wireless technology is lead-
ing the world towards a better but more complex wire-
less communication system. The gigantic, anticipated
data transformation necessitates better Energy Effi-
ciency (EE), reliability, massive connectivity, and low
latency. Non-Orthogonal Multiple Access (NOMA) is
one of the algorithms that offers the use of the same fre-
quency band for the transmission of multiple signals.
Several research analysis show that the NOMA outper-
form OFDMA [1]. In NOMA, the source broadcasts each
signal after Superposition Coding (SC) to the respective
consumers [2]. Each consumer receives superposed
signals, which contain the signal of all users. Users that
are closer to the source receive high power signals from
all other users and the signal strength decreases for the
distant users accordingly. For N consumers, each con-
sumer (Un-nt consumer) performs Successive Inter-
ference Cancellation (SIC) for users with gn < g to de-
code its own signal. However, distant users receive very
low power signals of near consumers, consequently
they consider near users’ signals as interference.

The M-NOMA [3], target to reduce the SIC complexity
of the system with the offer of minimal interference
with the help of created orthogonality/slicing during
the modulation process rather than spectrum. Gener-
ally, slicing prevents interference between far and near
consumers. Therefore, the consumers closer to the
message source receive message signals without inter-
ference with distant users’ signal. Hence, they need to
apply SIC only to subtract message signals of near users
for gn > g. Therefore, near and distant users need to per-
form SIC only within the same cluster of near or far us-
ers. Comparatively, the near consumers in M-NOMA
perform N/2 times less SIC than NOMA but far users
perform same number of SICs.

For the secrecy of NOMA, several authors are fo-
cused on providing secure regions to the legitimate us-
ers for healthier security. In [4], authors suggested to
provide protected zones around the legitimate users or
establish a prohibiting region for eavesdropper/s. In
[5], a perfect cooperative scheme is presented that is
contingent on the number of relays and their distances
from the BS and eavesdroppers.

There are several other modulation-based tech-
niques which are used to improve the overall perfor-
mance of a system. Recently, the more focused and tar-
geted techniques involve constellation shaping like
Probabilistic Constellation Shaping (PCS), Geometric
Constellation Shaping (GCS) and Hybrid Constellation
Shaping (HCS) [6]. Constellation shaping was intro-
duced to approach the Shannon capacity and better
power efficiency. GCS contains equiprobable constella-
tion points with non-uniform distribution is Euclidean
space. On the other hand, PCS is more attractive due to
closer approach towards Shannon capacity [7]. HCS im-
proves the Spectral Efficiency by rearranging the con-

stellation points to a non-equidistant and non-uniform
arrangement [8]. In a HCS method, the total amount of
energy of each constellation point remains same, just
like the conventional M-QAM. However, the total con-
stellation point energy varies in probabilistic and geo-
metric shaping.

Machine Learning (ML) techniques have been ex-
plored for several OMA algorithms in different scenarios
including smart cities. Several ML algorithms have been
introduced in a couple of year as Anderson-Darling test
provided a ML based blind detection of modulation or-
der opportunity in NOMA interference signals. Several
future research works are open for ML-NOMA [9].

Genetic Algorithm (GA) is based on the principles of
natural assortment and genetics. The complications
with irregular variables, assorted continuous discrete
variables and non-convex spaces involve optimization
for the method design [10]. The GA is a suitable optimi-
zation ML process for an unconstrained optimization. It
practices survival-of-the-fittest principle of nature to
maximize the fitness function of the existing problem.
MLGA is used in the few research articles of wireless
communication systems. MLGA has been use for in-
creasing the speed of the process of selection parame-
ters [11], the optimization the BER in wavelength divi-
sion multiplexing for four wave-mixing phenomena
[12] and the optimization of major parameters in Vi-
valdi Antenna or Ultra-Wideband Communication [13].
MLGA is also useful to optimize parameters like data
rate and energy efficiency [14].

The high energy consumption, limitation of power,
SE, and band-width limitation, offers a great challenge
for the implementation of an efficient wireless commu-
nication system. The requirements are the motivation
towards proposing a novel Hybrid constellation-
shaped NOMA (H-NOMA). The focus is to provide suit-
able way to efficiently use the available resources with
maximum required output.

In this paper, the target is to use the required modu-
lation constellation in a better way, by using the high
energy level constellation point to modulate the high
demand or far users and low energy levels to modulate
the low demand or near users. As the users are modu-
lated on one or more constellations, follows the same
time and frequency, therefore, a name of H-NOMA is
given.

H-NOMA can be used in several ways to avail your-
self of the existing resources and algorithms. Depend-
ing on the distance of users from the source. If the dis-
tance is comparatively closer, there is no need to add
additional power and only constellation point energies
can be used. In the case of extremely far users, it can
also be combined with NOMA, where far users are mod-
ulated on the high energy constellation point and allo-
cated power to achieve the required Quality of Service.
In the proposed H-NOMA, HCS is used to differentiate
near and far users. The high energy constellation points
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ofa 16-QAM are used to modulate a distant user and the
near user is modulated on comparatively low energy
level constellation point. Therefore, it leads to a power
efficient system with low symbol error rate (SER) and
high Achievable Data Rate (ADR).

2. SYSTEM MODEL
2.1. System Description

Figure 1 shows the considered downlink H-NOMA
scenario, where each user is mapped on the respec-
tive energy level of the 16-QAM constellation; Ui is
mapped on the minimal and U4 is mapped on the
highest energy level. The system contains total four
users U1 < Uz < Us < Us, Rayleigh flat fading channel,
distance di1 < d2 < d3 < d4 and 16-QAM constellation
modulation. Four legitimate users and an Eavesdropper
(Eve) with channel g4 & g3 = geve < g1 < g2 is considered
in the system as shown in the Figure 1Fig.. The channel
condition of the Eve is worse than near users U1 & Uz and
approximately same as far users: < Us < Us. Therefore,
Eve cannot eavesdrop on the message sent to near users
with better channel conditions. There are two types of
eavesdroppers: internal and external. In the considered
scenario, there is only one external passive Eve. Since the
Eve is external, therefore, it does not have the Channel
State Information (CSI) information of any of any user to
perform SIC.

2.2. Power Allocation

In the proposed scenario, the power of each source
of the system is given as the set: P, = {Py;, Py, ..., Psy }-
The sum of all power allocation coefficients, from each

16-QAM cdpstellation

source to each user, A = {och, vee s Oy ey O /25 won) O(VN}

is given as:
N
o= Z ay, = 1,

m=1

(1)

where « is the sum of coefficients of each user ay,,, in-
volved in the transmission.

2.3. Sum Secrecy Capacity of the System

The data rate of Eve with NOMA is denoted as R, and
H-NOMA as R,,. As per the considerations, the Eve’s
channel condition is worse than near usersi. e., ge < gn/2;
therefore, it cannot decode the near users’ signals. For
NOMA, the secrecy capacity for nth user and the sum se-
crecy capacity can be written as:

Sun = Ryn — Rue (2)
and
N
Sur = Z Syn- (3)

For H-NOMA, the secrecy capacity for nt" user and
the sum secrecy capacity can be written as:

~ RM, @)

SMn = RMn

N
Sur = Z Smn-
N
n=y

It must be noted that the above equations are
changed for the simulation results of section V.

and

(5)

Es(-3,3)

10 B3
JEl3,1)

T OE(L,1)

I E3,3)
Ey(1, 3)

E,(3,1)]

E,(1,1)

1 >
[E5(-3, -1)
\ E,(-1, -3)

3N . *
J\Es(3, -3)

Ey(-1, -1)iE,(1, -1)

E,(3, -li

Ez(i., -3)

4 3 2 1 4

E,(-1, 3
Eal-3, -1) Ejl, 3)) <<( D)
&6, Ey(-1, -3)
E2(3: ‘1) Ez(l, _3) / UEVe
; Es(3, 3)
U, Es(3,-3)
pu|_~_mm E(3,-3)
= dy
|_d34 dEYe

Fig. 1. Graphical Representation of H-NOMA with Four Users
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3. THE NEW POWER EFFICIENT HYBRID
CONSTELLATION SHAPING BASED NOMA
(HCS-NOMA) WITH M-QAM SHAPING

There are three types of Constellation Shaping tech-
niques, for making the data rate or capacity of a system
close to the ideal Shannon capacity. In this paper, HCS is
used to design a novel NOMA technique called H-NOMA.
In HCS, the Constellation Points (CPs) are shaped ac-
cording to their amplitude and symbol occurrences
which changes the ratio of amplitude and symbol in
each CP. In HCS, the total energy in each CP is constant
irrespective of the degree of shaping.

The CPs Al can be represented in its complex form
as given below:

& pu(la)
p(la)
where in the equation, p(a), pu(a), p(ja) and pu(ja) show

the non-uniform and uniform probability of occur-
rences of a and ja.

To satisfy the HCS of QAM, the signal stream xIX of
each A must satisfy the following condition:
pu pu(la)
* pGa) 1
= E[ipu(a)Ja + p,(ja)jal.

For the above condition the expected value is the
same of HCS and uniform symbol distribution.

Alsl = (6)

E
(7)

3.1. Channel Description

For the H-NOMA, four users are modulated on a
16-QAM constellation for the transmission of the signal.
It is helpful for developing a PE system. In H-NOMA,
there is no need to allocate high power to the far user
with weak channel condition gn < gn-1. Rather for ful-
filling the quality of service requirement, the distant
user of worst channel condition is modulated on the
constellation point with better energy level and the
near user of better channel condition is modulated on
the low energy level constellation point.

For a conventional power domain NOMA, power is
allocated to each user with respect to its distance and
channel condition. A superposed NOMA signal for four
user can be written as: x = Yr_; +/a, Prx,, where o is
the power coefficient and it is given as; a = a; + a, +
+oz+oa, =1

The superposed signal of four users for H-NOMA
with 16-QAM can be written as:

X=y PrXpyn (X1, X2, X3, X4), 8)

where in the equation, PT represents the total transmis-
sion power of the constellation’s signal; x4, x,, x5, x, are
the symbols of four different users, modulated in one 16-
QAM constellation Xun. 16-QAM has four energy levels,
therefore, four users are modulated on each constellation,

as each user needs to have a unique energy/power level
with respect to its distance. For more traffic, higher mod-
ulations with more energy levels like 64-QAM and 256-
QAM can be used. The modulation higher than 16-QAM is
not the scope of this paper. However, it will be explored in
future research. In H-NOMA, N constellations can be su-
perposed together with SC before broadcasting. It is pos-
sible to modulate more than four users in a single trans-
mission, with each constellation Xu» carrying four users’
symbols. Hence, for N consumers, (8) can be written as

X = /PrXpn (X1, X2, X3, X4) + / PrXpy (X5, X6, X7, Xg).
n =g X+ W (). 9)

Each user will receive the same signal with different
power dissipation. Each receiver is considered to know
the level of energy at which its signal is modulated.
Knowing the energy level, each user will simply decode
its signal. For n users, if transmitter transmitted n sym-
bols and four users are modulated on each constella-
tion, then transmitter needs to distinguish the signal by
encapsulating code of different users on the transmit-
ted signal. Addition of code is out of scope of this paper
and will be addressed in the extended version.

3.2. Symbol Error Rate

This section explores the discussion of the symbol
error rate of the constellation shaping of M-QAM. In a
general M-QAM scheme, there are three CPs regions for
symbols. The distribution of the symbols’' location con-
tains four symbols in the corner, (\/M - 2)Zsymbols in-
side and YM — 2 symbols are on the edges of CPs.
Hence, the SER distribution is also affected by the cor-
ner, inside and edge location of respective CPs symbols,
2K, 4Kk; and 3kg.

The SER «,; for each CPs’ symbol, with respect to the
respective position of the constellation map, k,; [ 2k,
4x; and 3kgis given as:

[ee]

Kyj = f Q (de[k]) 2Lexp — (L¥)dL =

(10)

where in the above equation, L — the amplitude of the
channel.

The average SER of modulated shaping is derived on
the bases of the conventional uniform shaping SER.
However, the SER of non-uniformly shaped constella-

k]

tion with d i, x; and AES] differs from the conven-
i

tional one. The probability of error decreases with the
distance dx[k]_. Hence, when the symbol x moves away
i

from its neighbouring CPs and towards the distant CPs
then the chance of error decreases.
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The SER for individual symbol for xi[k] with non-uni-
form HCS of M-QAM is given as in (11), where for 16-

For Modulation Shaping (MS), the average SER of the
symbols of x; is {y = %Z’k{:l KM[xi[k]]where k is the

QAM, m; =1, for M > 16, m; = {1, ’\/TM — 1} and the number of symbols in the constellation.
corner CPs have not been considered.
( a a
3k, _ {i pu(@) Pu(l ) }
p(a) p(Ja)
[k] pp(a) pp(]a) }
Kylx: | = < 3kg, +— 11
i) = 4 305 { @ “ oG’ (11)
pu(a) puGa)
4x;, =4t 2m; — 1) +———=ja(2m; — 1)
[ { @) pGay M

3.3. Achievable Data Rate

In this paper, the achievable data rate is optimized
by HCS. The symbol energy Es is supposed to be con-
stant for the whole constellation, that the total energy
of the constellation is always constant.

The ADR for the probabilistic and geometric shaping
can be defined according to [15] as:

RCSP(SNR,X) max, 1P (SNR, X, ps) (12)
PsiEs=1
and
Res,(SNR, ps) 2 nax I°9(SNR, X, ps). (13)

[t can be seen from the above equations that in the
PCS, the probabilities of the constellation symbols are
being optimized and, in the GCS, constellation symbols
are being optimized.

As the HCS involves the optimization of probabilities
of constellation symbols and the symbols, therefore, the
ADR of the HCS can be written as:

A Ccs
Rcs, (SNR,ps, X) 2 X‘gr:lgs)ill "(SNR,X,ps).  (14)
In this paper, Rayleigh fading channel is considered
for the transmission of signal. Therefore, according to
the fading application of Shannon capacity, the ADR can
be written as:

Res, (SNR,ps, X) =log, (1 + {yyyp)

(15)
4.IMPLEMENTATION OF GENETIC ALGORITHM
WITH MACHINE LEARNING

There are several methods for the optimization of
physical parameters. In this paper, MLGA is being used
for the optimization of multi-source system with re-
spect to EE and the secrecy.

4.1. Energy Efficiency Optimization Problems

The use of power is a focus of attention for the inte-
gration of modern technology and therefore is highly
subjected to energy limitations. For the proposed Intel-
ligent Transportation System H-NOMA system, the EE
is optimized for better system capability.

The EE of the system is given as:

g=110g2(14_{VMT)
2P '

It is clear from (16), that the EE is directly related to
the sum data rate of the system and inversely propor-
tional to twice the total power of each transmitter since
each user receives the same signal with two transmit-
ters. The optimized sum data rate consequently opti-
mizes the system's EE.

Msum __

Nee = 2P, =

(16)

For the problem formulation, eight users are suppose-
ed according to the system model of Figure 1. The sum
data rate maximization problem can be formulated as:

2 N
=ZRVn+ZRVni.
n=1 n=1

For the optimization of data rate, the sum data rate
is set as the fitness function in the genetic algorithm.
The data rate is subjected to the respective NOMA
power coefficients and the received SINR. The con-
straints are the power coefficients. According to NOMA,
the offered constraints are:

P1:max: Ry, (17

N
Cl: A(ay, ..., ay) = Z a, =1,
n=1

C2:a,>0n=1{1,..,N}

4.2. Sum Secrecy Capacity Optimization Problems

Alongside EE and demands the system, the security
of the system is being focused to meet the security de-
mand of the modern Intelligent Transportation System.
Security is the basic requirement of any modern system
of IoT due to the connection of plenty of objects and sys-
tems together.

In this section, the proposed system's sum secrecy
capacity of the system is optimized as shown below:
(18)
and
(19)
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It can be seen from (19) that the sum secrecy capac-
ity depends on the capacity or data rate of each individ-
ual user of the system and the Eve. Hence, it is highly
subjected to the individual's characteristics. It includes
the channel, power, power coefficient, SINR and the in-
terference. For the MLGA optimization, only system
power, data rate and power coefficients of the system
have been targeted.

For the formulation of problem, eight users are con-
sidered as given is the system model of Fig., however
due to worst channel condition of Eve as compared to
near users, it cannot decode their signals. The sum data
rate maximization problem for affected four far users
can be formulated as:

P2: max: Sy, (20)

For the optimization of sum secrecy capacity of the
affected users, the sum secrecy capacity is used as the
fitness function. The constraints for this case are again
the NOMA power coefficients and the data rate. The
reason for choosing the secrecy capacity as fitness func-
tion is to keep the difference of data rate optimized.
Since the optimization of the power coefficients also
optimizes the interference of both Eve and the affected
users.

C3: A0y, o) =N _a, =1,
C4:a,,n={1,..,N}
C5: Ry, > Ry Threshold, n = {1, ..., N}

5. PERFORMANCE EVALUATION

This section presents the simulation results of the
proposed H-NOMA comparison with the base line con-
ventional power domain NOMA. The first simulation re-
sult shows the basic comparison, the other two show
the comparison with MLGA. For simulating the compar-
ative results, 16-QAM, Rayleigh flat fading channel is
used with four users. For more than four users, higher
modulation techniques are required, which is not the
scope of this paper.

Two different fitness functions are used including EE
and sum secrecy capacity. MLGA works on the optimi-
zation of the fitness functions with respect to con-
straints. By checking all the combined possibilities, it
provides the maximum possible output. Each simula-
tion result in this section is the output of the similar
MLGA procedure.

Figure 2 shows the simulated result of SER, for the
comparison of NOMA with H-NOMA for four users. The
comparison results show that H-NOMA transmission
overall outperforms NOMA. In Figure 2, n = {1,2,3
and 4} is used to differentiate between each user.
Where n = 1 is the nearest user with better channel
condition and n = 4 is the furthest with the worst
channel condition. It can be noticed that even when no
extra power is used for the H-NOMA transmission, it

performs approximately the same or better in some of
the users' cases.
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Fig. 2. Comparison for NOMA, HCS-NOMA and HCS-MSNOMA
with and without HCS

Figure 3 shows the simulated comparison for the
EE of H-NOMA and NOMA. The simulation is done with
four users' sum data rate and their EE. ADR and EE are
directly related to power, and power coefficients are
possible constraints in power domain NOMA. There-
fore, for a fair comparison, the same power coefficient
is used for H-NOMA as well.

If constellation energy levels will be used for ML it-
eration, then the number of possible iterations will
remain 4 (total no. of energy levels in a 16-QAM con-
stellation), which will affect comparison fairness. Re-
sult shows the better EE for H-NOMA than NOMA. It is
interesting to notice that H-NOMA outperforms ML-
HNOMA, this is since H-NOMA itself is an optimization
technique. Therefore, in this case of EE, HCS-NOMA
outperforms due to its optimized nature.
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Fig. 3. Comparison Results for the Effect of MLGA on HCS-NOMA
and NOMA for EE
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Figure 4 shows the simulated comparison of H-
NOMA and NOMA for the sum secrecy capacity. It is
considered that the near users 1 and 2 are not affected
by the eavesdropper, therefore, Eve can overhear only
user 3 and 4.
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Fig. 4. Comparison Results for the Effect of MLGA on HCS-NOMA
and NOMA

The Eve does not have the information about hybrid
shaping and CSI. Eve cannot differentiate between the
signals; therefore, it always receives the signal with
high interference and cannot decode the exact signal.
The high interference at the Eve’s node results in the
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